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BCTYII

Lle#t crangapT € npuiiHATHE 31 3MiHamMu MbkHapoaHuil ctanmapt I[SO/IEC
27002:2005 Information technology — Security techniques — Code of practice for
information security management (Indopmauiiini Texnosnorii. Metonu 3axucty. 3BiA
MpaBWJI JIJIsl yIIpaBIiHHS 1HPOPMaliifHOI 0€3MEKOI0).

TexniuHu KOMITET, BiAMOBiAaNpHUHN 3a 1ei ctangapT - TK 105 , bankiBchki Ta
(1HAHCOB1 CUCTEMH 1 TEXHOJIOT1T .

CraHgapT MICTUTh BUMOTH, $IK1 BIATIOBIIaI0Th YUHHOMY 3aKOHOJIABCTBY.

Jlo cTtangapTy Oys0 BHECEHO OKpeMi 3MIHU 3yMOBJICHI MPABOBUMHU BUMOTaMu 1
KOHKPETHUMHU MOTpedaMu OaHKIBChKOi cdepu OisibHOCTI. JlogaTKkoBy iH(pOpMaIlio
Oyno nosrydeHo Oe3MoCepeIHbO 10 IMYHKTIB, SIKMX BOHA CTOCYETHCS, il MO3HAYEHO
MOABIMHOI paMKOl Ta 3arojioBkoMm ,lloscaenns” abo ,,JlomoBHeHHs”. I[loBHMIA
Nepestik 3MiH pa3oM 3 OOTPYHTYBaHHSIM HaBEICHO HUXKYE.

Jlo iboro cTaHgapTy BHECEHO TaKi pelaKIliifHi 3MIHU:

- cJioBa “Iied MDKHAPOJHUN CTaHJapT”, y 3B A3KY 3 HOro MpUUHATTAM, 3aMIHEHO
Ha “uei cranaapT’;

- CTPYKTYpHI €JIeMEeHTH cTaHmapry: ,,O0knanuuky”’, ,,I[lepenmoBy”, ,,Berym”, —
o OopMIIEHO 3T1IHO 3 BUMOTraMH HaI[lOHAJIbHOI CTaHAapTU3allli Y KpaiHu;

-y po3aun ,HopMaTuBHI moOCWIaHHA  HaBEJAEHO YKpPaiHCHKOIO MOBOIO
,, | I0SICHEHHS”’, BUJIUIEHE B TEKCTI PAMKOIO;

- po3ain , TepMiHM Ta BHU3HAUYEHHS JOMOBHEHO TEPMIHOM ,,Bepuikarisa’,
Bu3HaueHuM B JICTY ISO 8583-1:2005. TepmiH 4acTo BUKOPHUCTOBYETHCS B LIBOMY
cTannapti, aine BusHadeHHs oro B ISO/IEC 27002:2005 ne HaBenene. {0 mogaTkoBy
1HOpMAaILIO JOJYYEHO Y KIHII PO3ALLY, TO3HAYEHO MOABIHHOIO PAMKOIO Ta 3ar0JI0OBKOM
»JOIIOBHEHHA”;

- BIIIy4eHO abeTkoBuii nokaxxuuk tepminis ISO/TEC 27002:2005;

- mikHaponuuii crangapt ISO/IEC 27001:2005, nocuiiaHHs Ha SIKUIl € B IbOMY

cranaapri, npuitasaTo sk COY H HBY 65.1 CVIb 2,0 (ISO/IEC 27001:2010, MOD).

Vil
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0 Beryn xo ISO/IEC 27002:2005

0.1 II{o Take indopmaniiina Oe3nexa?

[ndpopmariis € pecypcoMm, skuil moaiOHO IHIIUM BaXKJIMBUM Oi3HEC-pecypcam, €
CYTTEBHUM JJig O13HECY opraHizailii 1 Tomy norpedye BignoBiIHOro 3axucty. Lle cyrreBo
BAXJIMBO y BCE OUIBII B3a€EMOIOB’S3aHOMY JILJIOBOMY CepeloBHUIlll. BHacmimok 1iei
3pOCTarOUuOl B3AEMOIIOB’SI3aHOCTI 1H(OpMALsl Telnep HapaXaeTbCcsd Ha 3pOCTaOUuy

KUIBKICTH 1 OUIBIITY PI3HOMAHITHICTH 3arpo3 Ta Bpa3IMBOCTEH (AUB. Takox [16]).

Indopmariist Moxke icHyBatu y 0aratbox popmax. Bona moxke OyTu HajgpykoBaHa
a0o HamucaHa Ha Tarepi, 30epekeHa B eJICKTPOHHOMY BHIJISI/I, TIepeciiaHa MOIITOX a0o
3 BUKOPHUCTAHHIM €JEKTPOHHUX 3aco0iB, MOKa3aHa Ha IUIiBLI a00 crioBilieHa y Oecii.
Hezanexno Bix Buay iHpopmariiii abo 3aco0iB, 3a IOMIOMOTOI0 SIKUX BOHA MOIIUPIOETHCS

a0o0 30epiraerbes, iHGOpPMaIIis 3aBXKIM MOBUHHA OyTH 3aXHUIEHA BIATIOBIIHUM YHHOM.

[ndopmariitna 6e3mneka - 1e 3axucT iHPOpMaIlli BiJl IIUPOKOTO Jiana3oHy 3arpo3
3 MeTow 3ale3nedeHHs Oe3nepepBHOCTI Oi3HeCy, MiHIMIZalli OI3HEeC-pU3HUKy 1

OTPUMAaHHSI MaKCUMaIbHUX PEHTA0EIbHOCTI IHBECTHUIIIH 1 013HEC-MOKITMBOCTE.

[npopmartiiina Oe3neka AOCATAETHCSA BIPOBAKEHHSAM BIAMOBIIHOIO HAOOpPY
3axo/liB O€3MeKH, SKUW OXOIUTIOE TMONITUKY, MNPOLECH, MpOoLEeaypH, OpraHizalliiHi
CTpYKTypu 1 mporpamHi Ta amapatHi ¢yHkmii. I[li 3axoam Oe3neku HEOOXITHO
pO3poOUTH, BIIPOBAIUTH, 31MCHIOBATH MOHITOPUHT, MEperyisiAaTH Ta, 32 HEOOXITHOCTI,
BJIOCKOHAJIIOBATU [IJIi TapaHTYBAaHHsS JOCSTHEHHsS IMEBHOTrO piBHSA Oe3neku Ta Oi3Hec-
1T opranizanii. Lle Tpeba BUKOHYBAaTH y3roJIKEHO 3 IHIIMMU MPOILecaMy YIpaBiIiHHS

O13HECOM.

IosicnenHsn

[TutanHs mwoao iHpopManiiiHOT 6e311eKH BU3HAYAIOTHCSI 3aKOHAMU Y KpaiHu:
[Ipo iHpopmariio;

[Ipo 3axucT iHPopMarii B iHHOPMAIIHHO-TEICKOMYHUKAI[IHHAX CUCTEMAX;
[Ipo enexTpoHHUI JTOKYMEHT 1 €JIEeKTPOHHUHN JT0KYyMEHTOOOIr;

[Ipo enexTpoHHUIN HUPPOBUI TIAMHUC;

[Ipo 3axucT nepcoHaIbHUX JAaHUX.
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[TutanHs iHPopManiiiHOT 6e3reku uist 0aHKIBCHKOI IIS7IbHOCTI BU3HAYAIOTHCS 3aKOHAMH Y KpaiHu:
[Ipo Hauionanpuuit 6ank Ykpainu;
[Ipo Ganku 1 0aHKIBCHKY JISTIbHICTb;
[Ipo nmnatixH1 cCUCTEMHU Ta NIepeKa3 KOIITIB B YKpaiHi;

Ta HOPMaTUBHO-IIPaBOBUMU akTamMu HaiioHanbHOro 6aHKy YKpaiHu.

0.2 Hasimo norpidHa ingopmauiiina 6e3nexa?

[ndopmariiss Ta JOMOMIKHI MPOIECH, CUCTEMHU 1 MEPEXKI € BAKIMBUMH Oi3HEC-
pecypcamu cuctemu yrpasiiHHs 1HQopwmartiiinoo 6e3nexoro (CYIb). Busnauenns,
JOCSTHEHHS, MIATPUMKAa Ta BJOCKOHAJEHHS 1H(popMaliifHoi Oe3neku Moxe OyTu
CYTTEBUM Uil  MIATPUMKA  KOHKYPEHTOCIPOMOKHOCTI,  TOTIBKOBOTO  00Iry,

peHTabebHOCTI, KOMEPIIIIHOT pernyTailii Ta BIANOBIAHOCTI 3aKOHO/IaBCTBY .

Opranizanii ta ixHi iHGOpMAaIIiiiHI CUCTEMH i MepeXi HaTpaIlIsiiOTh Ha 3arpo3u
Oesmeri BiJ IIMPOKOTO Koja JKEpesd, BKIIOYAIOUYM KOMIT' IOTEpHE IIaxpaicTBo,
HIMIOHAX, caboTa)x, BaHAAII3M, MOXKeXy a0o moBiHb. llpUuunMHM mNOpyIIEHH THITY
3JIOBMUCHHUX KOJI1B, KOMIT'FOTEPHOTO XaKepCTBa 1 aTak TUIY BIAMOBU B OOCIYrOBYBaHHI

CTaJIM OUIBII MOUTUPEHUMH 1 3HAYHO JOCKOHATIIITUMU.

[ndopmariiina Ge3nexa € BaXKIUMBOIO SIK JJISl IEPKABHOTO 1 MPUBATHOTO CEKTOPIB
0i3HeCy, Tak 1 AJd 3aXUCTy KPpUTUUHUX 1HPpacTpyKTyp. B 060X cekTopax iHpopMaliiiiHa
Oesnieka Oyzae mpaunoBaTd SK (aKkTop CHOPUSHHS, HANpUKIAL, B €JIEKTPOHHOMY
ypsnyBaHHI a0o0 e€JIeKTpOHHOMY Oi3Heci, a0o0 IS YHHKHEHHS YU 3MEHIICHHS
BIJIMOBITHUX pPHU3UKIB. B3a€M03B 30K 3arajqbHONOCTYMHUX 1 NPUBATHUX MEPEXK Ta
CIUIbHE BUKOPHUCTAHHS 1HPOPMAIIIHUX pecypciB 30UIbIIYIOTh TPYIHOII B JOCSITHEHH]
KOHTPOJIIO JOCTymy. TeHACHIs 0 PO3MOJLIEHOTO0 OOpOOJIEHHS JaHUX MOXKE TaKOXK

nocyiabuTu €(heKTUBHICTh HEHTPAII30BaHOT O, (haXxOBOI'0 KOHTPOJIIO.

barato iHdopmamiiHuX cUCTEM HE MpoeKTyBailucs sk Oe3neuHi. besmeka, ska
MOXXe OyTH JOCATHYTa 3a JOMOMOIOI TEXHIYHUX 3ac00iB, € OOMEXKEHOI 1 Mae
MIATPUMYBATUCh BIAMOBIIHUM YNPAaBIIHHAM Ta NpoueaypamMu. BuzHaueHHs, sSki 3aX0u
Oe3rneku Tpeda 3aCTOCOBYBATH Ha MiCIll, BUMAarae peTesIbHOro TUIAaHYBaHHS Ta yBaru J10

ApiOHUIb. YTpaBiiHHA 1HQOpMaliifHOIO O€3MEeKOI0 BHUMAarae IoHalMeEHIIe Yy4acTi
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BChOI'0 TIEPCOHATY OpraHizailii. BOHO MOe Tako)X BUMaraTy CIIiBy4acTl BiJl aKI[IOHEPIB,
MOCTAYaJbHUKIB, TPETIX CTOpPIH, KOPUCTYyBayiB ab0 IHIIMX 3O0BHINIHIX CTOPIH.

Pexomennaiii gaxiBIliB 13 CTOPOHHIX OpraHi3alliii TaK0X MOXYTh CTaTH B Harol.

0.3 SIx po3poOuTH BUMOTH Oe3NeKH

Opranizailiss MNOBUHHA 1IGHTHU(IKYBaTH CBOI BUMOI'M Oe3neku. € Tpu OCHOBHI

oKepesa GopMyBaHHS BUMOT O€3MEKH.

1. OmHUM KEepelioM € pe3yibTaT OILIHKM PU3UKIB ISl OpraHizailli, sSKui
BpaxoBy€ 3arajibHy Oi3Hec-cTpaTterito Ta 1il. Ilig dac OIlIHIOBaHHS PU3UKY
imenTudikyroTh 3arpo3u pecypcam CVYIb 1 OLIHIOIOTH Bpa3iUBICTh Ta WMOBIPHICTH

MO1H 1 BU3HAYAIOTh BETUYMHY TTOTEHIIIMHOTO BILIUBY.

2. IHmIMM J[KepenoM € TMpaBOoBl BHUMOTH, Ti, LIO0 ICHYIOTh Ha MIACTaBi
3aKOHO/IABCTBAa, HOPMAaTHUBHI Ta KOHTPAKTHI BUMOTH, SIKUM OpTraHi3allis, ii mapTHEpH,
MIIPSIHAKN Ta MOCTaYaJbHUKU TOCIYT MOBHUHHI BIAMOBIIATH, & TAKOX iX COIaJbHO-

KYJIbTYpHE CEPEIOBHUILIE.

3. llle ogauM mxepesnoM € BiIacHUM HaAO1p MPUHIMINB, LUIeH Ta Oi3HEC-BUMOT
o0 00pobieHHs iH(opMallii, SKUM opraHizaiis po3poowia s MITPUMKH CBOTO

(GyHKIIOHYBaHHS.

0.4 Ouinka pu3uKiB 0e3neKu

Bumoru 6e3mneku 11eHTU(PIKYIOThCS CUCTEMATUYHOIO OIIHKOIO PU3HKIB OE3MEKH.
Butpatu Ha 3axoam Oe3nexku NOBUHHI OyTH 30anaHcoBaHl 3 Oi3HEC-BTpaTamu, SIKi

MOXXYTb OyTH HACIIJKOM MOPYIIEHb OE3MEKH.

Pe3ynpTaT OIIHKM pPU3HMKY JONMOMAraTUMyTh CIPSMYBaTH 1 BHU3HAYUTHU
BIJIMOBIJHI YMPAaBIIHCBKI A1l Ta MPIOPUTETH YOPABIIHHS pU3MKaMH 1H()OpMAaIiiHOT

0e3MeKH 1 BIPOBAKEHHS 3aX0/11B 0€31eKU, BUOPAHUX JIJISl 3aXUCTY B1Jl LIUX PU3HUKIB.

OniHka pU3UKIB MOBHHHA MEPIOAUYHO MOBTOPIOBATHUCS JIsI BpaxyBaHHsS OYIb-

SAKHNX 3MiH, K1 MOXYTb BINIMHYTH Ha PE3YyJIbTATU O]_IiHKI/I PU3UKY.

binbie 1Hdopmariii moa0 OIIHKY PU3UKIB O€3MEeKH MOKHA 3HaWTH B po3ain 4.1

Xl
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,,OIlIHKa PU3UKIB O€3IeKu”.

0.5 Bubip 3axoaiB 0e3nexku

[Ticns imentudikamii BUMOr O€3MeKH Ta PU3MKIB 1 MPUUHSATTS PIIIEHHS IIOAO
00poOJICHHST pU3HUKIB, HEOOXITHO BHOpATH Ta BIPOBAJAUTH BIAMOBIIHI 3aX0AN O€3MEKH
1Tl 3a0€3MeYeHHs 3HIKEHHS PU3UKIB 10 MPUUHATHOTO PIBHS. 3aX0au O€3MeKH MOXKHa
BUOMpaTH 3 LBOIO CTaHAApTy abo I1HIIMX HAaOOpIiB 3aX0AiB, a0o0, SKI0 HEOOXIITHO,
MOKHA CIIPOCKTYBATH HOBI1 3aX0AM O€3MeKu sl 3aJ0BOJIEHHS NMEeBHUX moTped. Bubip
3ax0/liB O€3MeKH 3aleXUTh BiJl YHNPABIIHCHKUX PIIIEHb, OCHOBAHMX Ha KPHUTEPIsX
NPUIHATTS PU3HMKY, BapiaHTaxX 0OpOOKH PU3UKY Ta 3arajilbHOMY MIIXO/1 O YIPaBIIHHS
PU3HUKOM, 3aCTOCOBHOMY B Oprasizailii, BIH MOBHHEH TaKOX BIANOBIAATH YChOMY
YUHHOMY HalllOHAJbHOMY ¥ MDKHApOJHOMY 3aKOHOJABCTBY Ta HOPMAaTHUBHUM

HOKYMCHTAM.

Jlesiki 3 3axoAiB Oe3nekd B ILbOMY CTAaHAAPTI MOXKYTh PpO3IIISAATHCS SIK
HACTaHOBY1 MPUHIMIIYU LI0JI0 YIPABIIHHS 1HPOPMaLIHOIO O€3MeK010, K1 MOXKYTh OyTH
3aCTOCOBaH1 JijIsi OUTBIIOCTI opraHizailiii. BoHM MOsSICHIOIOTHCS OUIBII IETaJbHO HUKYE

IiJ] 3ar0JI0BKOM ,,BifimpaBHa Touka iHdopmalliitHo1 6e3mexu’.

binbme iHpopMmanii mo0 BUOOpyY 3ax0/(iB O€3MEKH Ta 1HIIUX BapiaHTIB 0OpOOKHU

PU3UKY MOXHa 3HalTH B po3auti 4.2 ,,00poOka pu3ukiB Oe3nexu’”.

0.6 BinnpaBHa TouKa iHpopmManiiHOI Oe3neKu

Huzky 3axofiB 0e3nmeku MOKHA pO3IJIAAaTH K XOPOIY BIANpPaBHY TOUYKY JJIS
BIIPOBA/KCHHs 1HpopMaliiiHoi Oe3neku. Bonu abo 06a3yroTbCs Ha OCHOBHHX
3aKOHOJJaBYMX BHMMOrax, a00 pO3IJsAJaloThCs SIK 3BMYaiiHa MpakTUKa 1HPOpMaLiiHOI

Oe3MeKu.

3axonu Oe3neKu, siIKi BBAKAIOTHCS BAaXUJIMBUMU JJIA OpraHizailii 3 3aKOHOAaBYOI
TOYKH 30pPY, MICTSTh, 3aJIEKHO B1Jl 3aCTOCOBHOI'O 3aKOHOJJaBCTBA:

a) 3aXUCT JaHUX Ta KOH(DI1ICHLIMHICTh NepCOHATBHUX JaHuX (auB. 15.1.4);

b) 3axuct opranizamniitHux 3anucis (quB. 15.1.3);

C) IMpaBa IHTEJNEKTyaJIbHOI BIAcHOCTI (auB. 15.1.2).

Xl
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3axonu Oe3neku, sSKI BBAXKAIOTHCS 3BUYAWHOIO MPAKTUKOI 1H(OpMAaIiiHOT
Oe3IICKH, MICTSTh:

a) TOKYMEHT II0JI0 TOJITHKU 1HpopMalliiHoi 6e3neku (nuB. 5.1.1);

b) po3noai 060B’s13KiB 11040 iHPopMaIliiHoi 6e3neku (auB. 6.1.3);

C) mnoiH(QOpPMOBaHICTh, OCBiITa 1 HaBYaHHS WIOA0 I1H(MOpMAIIHHOT Oe3neKu
(nuB. 8.2.2);

d) kopekTHe 00pOOJIEHHS Y NPUKIAIHUX Tporpamax (auB. 12.2);

€) YIOpaBIIHHS TEXHIYHOIO Bpa3uBICTIO (1uB. 12.6);

f) ynpasninns 6e3nepepBHicTIO O13HeCy (nuB. 14);

g) VyOpaBiiHHA IHOWACHTaMU 1HQopMaliiiHoi Oe3leku Ta BIOCKOHAJIECHHSIM

(muB. 13.2).

Ili 3axomu Oe€3MEeKH 3aCTOCOBYIOTH y OUIBIIOCTI OpraHizaiiii Ta y OUIBIIOCTI

CCPCaAOBHIILI.

Tpeba 3azHauumTH, 10, XO04a BCl 3axoAu O€3MeKu B IOMY CTaHAAPTI €
BOKJIMBUMHU 1 TIOBUHHI OYTH PO3IJISHYTHUMH, BaXKJIUBICTh KOXHOTO 3aXOJy IOBHHHA
BU3HAYATHCS 3 TIO3UIIIM MEBHOTO PU3HKY, 3 SKUM CTHKA€TbCs opraHizaiis. OTxe, xouda
BUILICBUKIIAJICHUN MIAX1JT PO3MISIAAETHCS K XOPOIlla BiANIpaBHA TOYKA, BIH HE 3aMIHIOE

BUOOpPY 3ax0/11B 0€3MeKH, OCHOBAHOI'O Ha OIIHIII PU3UKY.

0.7 Kputu4Hi pakTopm ycmixy

JlocBin moka3zye, IO HWKYEHaBeAEeHI (PAKTOpU YACTO € KPUTHUYHUMH IS
YCIIIIHOTO BIPOBAKEHHS 1H(OpMaIliiHOT Oe3MeKH B OpraHi3allii:

a) mojiTuKa 1H(pOopMaIIiHOT O€3MeKH, LIl Ta JISIIBHICTD, sIK1 BIIOOPaXyOTh LT
O13HeCy;

b) MeToau Ta OCHOBHI NpaBuja BIPOBAKEHHS, MIATPUMAHHS, MOHITOPUHTY Ta
BJIOCKOHAJICHHS 1H(pOpMalliitHOT O6e31eKu, CYMICHI 3 KyJIbTYpPOIO OpraHizailii;

C) O4YeBHUAHA MIATPUMKA Ta 3000B’s13aHHS KEPIBHULITBA YCIX PIBHIB;

d) noOpe po3yMiHHg BUMOr iH(OpMaIIHHOT O€3MeKH, OIIHKK PpU3UKY Ta
yNPaBIiHHS PU3HKOM;

€) edexTuBHE MJOBENEHHS Ta pO3 ICHEHHS 1HQOpMaLiiHOI Oe3MeKu BCiM

X1l
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KEepIBHHUKaAM, IIpaI[iBHUKAM Ta 1HIIUM CTOPOHAM JIJIsl JOCATHEHHS MOIH(OPMOBAHOCTI;

f) po3moBCIOMKEHHS HACTAHOB WIOJAO TMOJITUKM 1H(OpMaliiHOT Oe3neku Ta
CTaHJapTIB BCIM KEpPIBHUKAM, IPAI[IBHUKAM Ta 1HIIUM CTOPOHAM;

g) 3abesneyeHHs (iHAHCYBAaHHA MAISUIBHOCTI 3 YIpaBIiHHA 1HGOpPMAIIITHOIO
0e3IeKOI0;

h) 3a6e3nedeHHs BIAMOBIIHUX MOIHGOPMOBAHOCT1, HABYAHHS Ta OCBITH;

1) po3po0JieHHs €(EeKTUBHOTO MPOIIeCy YINPaBIiHHSA IHIUACHTaMH 1H(QOpMaLIHHOT
Oe3IeKH;

j) BOpOBa/KGHHS CHCTEMH BHMIpIOBaHb', SKa BHKOPHCTOBYETHCS IS
OLIIHIOBaHHSA MPOAYKTHUBHOCTI YINpaBiiHHSA 1HQOpPMALIHHOWO OE€3MeKO0 1 MPOTMO3UIIiN

3BOPOTHOTI'O 3B’513Ky JJI1 BAOCKOHAJICHHA.

0.8 Po3BUTOK BallIMX BJIACHUX HACTAHOB

Le#t 3Bim mpaBUi MOXE PO3LIHIOBATUCH K BIANpPAaBHA TOYKA JI PO3BUTKY
MEBHUX KOHKPETHUX HAacTaHOB opraHizamii. He Bci 3axoau Oe3nexku Ta HACTaHOBH 3
BOTO 3BOJAY MPaBWJI MOXYTh OyTH 3acTocoBHi. KpiM TOro, Moyt OyTH MOTpiOHI
J0JIaTKOB1 3aX0/ld O€3MEeKM Ta HACTAaHOBH, SIKI HE BKJIIOYEHI 10 I[bOro cTanmapry. [lig
yac po3poOJIeHHSI TOKYMEHTIB, sIKI MICTSTh JOJAaTKOBI HACTAHOBM YU 3aXO0JU OE3IEKH,
MOXe OyTH KOPHUCHHMM HaBOJUTH B THUX MICISX, 1€ 1€ HEOOXIIHO, MepexpecHi
MOCWJIaHHA Ha PO3JUIM LBOTO CTAaHAAPTy JUIsl MOJIETIICHHS MEepeBIPKU BiAMOBIIHOCTI

ayuTOpaMu Ta O13Hec-apTHEPAMHU.

1 . . (R . :
Tpe6a 3a3HA4YMTH, 1O BUMIPIOBAHHS lH(l)OpMaHII/IHOI Oes3mexu BUXOIATH 3a MEXK1 IbOI'0 CTaHAAPTY.

XV



COY HBY 65.1 CYIB 2.0:2010
CTAHJAPT OPTAHIBAIII YKPATHU

METO/U 3AXUCTY B BAHKIBCHKIU JISIJIBHOCTI
3BIJ TPABIJI JISI YIIPABJIHHSI IHOOPMAIIITHOIO BE3ITEKOIO

METO/IbI 3ALLIMTEI B BAHKOBCKOM JEATEJIBHOCTHU
CBOJI ITPABWJI JIA VIIPABJIEHMA

MHD®OPMAITMOHHOM BE30ITACHOCTBIO

SECURITY TECHNIQUES FOR BANKING
CODE OF PRACTICE FOR INFORMATION SECURITY MANAGEMENT

Yuuuuit Big 2010-10-28

1 Cdepa 3acTocyBaHHs

[leii craHgapT BCTAHOBIIOE HACTAHOBM Ta 3arajibHi NPHHIWNUA  IIOAO
3aloYaTKyBaHHS, BIPOBA/PKCHHS, MIATPUMKA Ta BIOCKOHAJCHHS  YIpPaBIIiHHSA
iHpopmarliiiHolo Oe3nekoro B opraHizamisx. Lluml, okpeciieHi B LbOMY CTaHIapTi,
HAJal0Th OCHOBHI HACTAaHOBH IMIOJ0 3araJbHONPUHHATHX Il  yIpaBIliHHA

iHpopMaIliitHOO 6e3MeKO}O.

HosicHenHst
Leii crangapt po3pobieHuii ast 6aHkiB YKpaiHU 1 Ma€ BUKOPUCTOBYBATHCS yciMa OaHKkamMu Y KpaiHu
Ta iX migpo3aiiaMu.

Jami 3a TEKCTOM CTaHJAPTY IIiJ CIOBOM «OpTaHi3ailish» po3yMieThcs OaHK.

11 3axomiB Oe3neku Ta 3axou Oe3MeKH LbOro CTAHJIAPTY MpPU3HAYEH] IS
BIIPOBAP)KCHHSI 3 METOIO 3aJI0BOJICHHSI BUMOT, 1ICHTU(I1KOBAHUX OI[IHKOIO pu3uKy. llei
CTaHJIApPT € TPAKTUYHOK HACTAHOBOIO JUISI PO3BUTKY CTaHAApTIB OE3MEeKu B
OpraHizaiifsx Ta MPaKTHUKH e()EKTUBHOTO YMpaBIIHHSA OE€3MeKOr0, 1 I JOMOMOTH B

1mo0y10B1 KOH(1ICHIIIITHOCTI B IISUIBHOCT1 OpraHizailii.
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2 Tepminu Ta BUBHAYEHHA

I[JUI Hiﬂeﬁ ObOIr0 JOKYMCHTA BHKOPHUCTOBYIOTHCA HaBe}leHi HHMKYC TepMiHI/I Ta

BHU3HAYCHHS.
2.1 pecypc CVYIB (asset)

VYce, 110 Mae IIHHICTD 7151 opraxizaiii [3]

IMosicHeHHs
Ho pecypcie CVYIb cmig BigHeCTH yce, IO TOBHHHO BpPAaXOBYBATHCS UIsl 3a0€3MEeUeHHS
e(eKTUBHOTO YMpaBIiHHS 1H(OPMAIIHHOIO 0E3MEeK00, BKIOYAIOYH 1H(OPMAIIII0 B SJICKTPOHHOMY Ta

[IariepoBOMY BUIIISAL, IPOrpaMHE Ta anaparHe 3a0e3Me4eHHs, 1EpCOHal TOIIO.

2.2 3axoam O6e3nexu (control)

3aco0u ynpaBiIiHHS PU3UKOM, SIKI BKJIIOUAIOTh MOJNITHKY, IPOLETypU, HACTAHOBH,
NpakTUKy abo opraHizamiiiHi 3axoa, fAKI MOXYTh OYTH aJMIHICTPaTUBHOTO,

TEXHIYHOTO, YIPABIIHCHKOTO 200 MPABOBOTO XapaKTepy

Ipumitka. Tepmin ,,3axoau 0€3MEeKH” TAaKOK BUKOPUCTOBYETHCS SIK CHHOHIM 3ac00y 3aXUCTY

a00 KOHTP3axoy.

2.3 nacranoBa (guideline)

Omnuc, sk TOSICHIOE, IO Tpeda 3pOOUTH 1 K, JUISl TOCATHCHHS BCTAHOBIICHUX B
MOJTITHKAX IiJIeH [3]

2.4 3acoou oopodaenns indgopmauii (information processing facilities)

Bbynp-sika cucrema o0poOieHHs iH@opmarllli, mociayra 4yud 1HPPACTPYKTypa, UH

MicCII€, /€ BOHH (PI3MYHO PO3MIIICH1

IosicnenHsn
Jlia OankiB Ykpainu 3aco6amu 00poOneHHs iH(popmalii MOXYyTh OyTH BiacH1 MpOrpamHO-
TEXHIYHI  KOMIUIEKCM  a0o  aBTOMaTu30BaHI  poOoyl  Micusi  JAEepKaBHUX/MDLKHAPOJIHUX

AT DKHUX/ ITHPOPMALIITHUX CUCTEM.

2.5 indopmaniitna 6e3neka (information security)
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30epexeHHsT KOH(DI1ISHIIMHOCT], UUIICHOCTI Ta JOCTYMHOCTI iH(opMalii, KpiMm
TOTO MOXYTh BpaxOBYBaTHUCS IHIII BJIACTHUBOCTI, Taki, SK AaBTEHTUYHICTH,

B1JICT€KYBaHICTh, HECIIPOCTOBHICTh Ta HAJIMHICTh

JlomoBHeHHSsI

s OaHkiB YKpaiHM aBTEHTHYHICTh, BIACTEXKYBAHICTb, HECHPOCTOBHICTh, HAJIIHHICTH Ta

aBTeHTU(IKallil KOPUCTyBadiB Ta IHPOpMaLIAHUX pecypciB € OOOB SI3KOBUMU BHUMOTAMHU

1HpopMaLiiiHOT Oe3neKH.

2.6 nonis inpopmauniitnoi 6e3nexn (information security event)

[Toniero iHpopMaliitHOi Oe3nekn € 11eHTU(PIKOBAHUN CTaH CUCTEMH, CIIy KO abo
Mepexi, KM yKa3ye Ha MOXKJIMBE MOPYIIEHHS MOMITHKU 1HGOpMAIiitHOT Oe3MeKkn 4u
BIIMOBH 3ac001B 3aXUCTy a00 paHillie HEBIIOMY CUTYallll0, sIKka MOKE€ MaTH BITHOLICHHS

1o 6e3nexu [20]

2.7 innupaeHt ingopmauiitnoi 6e3nexku (information security incident)

Ha inuupent ingopmaniiiHoi 6e3neku Bkazye oaHa abo cepis HebaxaHuX abo
HernepenoadyBaHuX MoAiN 1H(opMaliitHOT Oe3MeKu, 0 MarTh 3HAYHY WMOBIPHICTH
KoMITpoMeTallii pyHKI[IOHYBaHHs Oi3HECy 1 3arpo3u iHpopMariiHii 6e3mnerni [20]

2.8 moaiTuka (policy)

3aranbpH1 HAMIPHU Ta BKa31BKH, 3aTBEP/I’KEH1 KEPIBHUI[TBOM
2.9 pusuk (risk)
KomOinanis WMOBIpHOCTI o1 Ta ii HacoiaKy [2]

2.10 ananizyBaHHs pu3uky (risk analysis)

CucrematuyHe BHUKOpPUCTaHHS 1HQopMamii [ ineHTUdiKamii Kepen Ta
KUIbKICHOT'O OLIIHIOBAHHSI PU3UKIB [2]

2.11 ouinka pusuky (visk assessment)

3aranpHUM IpoLEC aHaNi3yBaHHS Ta OLIHIOBAHHS PU3HKY [2]
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2.12 ouinwBaHus pusuky (risk evaluation)
[Ipouiec MOpIBHAHHS KUIBKICHO OLIIHEHOTO PU3HMKY 13 3aJaHUMU KPUTEPIIMU
PU3UKY ISl BCTAHOBJIEHHS! HOTO 3HAYMMOCTI [2]

2.13 ynpaBiiHHa pU3MKOM (7isk management)

CxoopaMHOBaHi Jii B Opranizalii o/10 peryjatoBaHHs Ta KOHTPOJIO PU3UKY [2]
IIpumirka. YnpaBiiHHS pU3MKOM 3a3BMYail MICTUTh OLIHKY PU3UKY, OOpOOJIEHHS PHU3UKY,

HNPUMHATTS PU3UKY 1 TOBEACHHS PU3UKY JI0 BiIOMA.

2.14 o0poOJeHHst pusuky (risk treatment)

[Iporiec BubOpy Ta BIpOBAKEHHS 3aX0/1B MO0 MOAU(IKAIlli PU3UKY [2]

2.15 Tpers cropona (third party)

Oco0a abo opraH, BU3HaHI SIK HE3QJICKHUMH Bl 3aJy4y€HUX CTOpIH, TaK 1
3aIliKaBJICHUMHU B PO3TJIsiTyBaHiil mpoOemi [1]

2.16 3arpo3a (threat)

[ToTeHmiitna mpuynHa HEOAKAHOTO IHIMACHTY, SIKHH MOKE TPHU3BECTH JIO IIKOIH
JUIsl cucTeMu abo opraxizaiii [3]

2.17 Bpa3nusicthb (vulnerability)

Cnabkicte pecypcy CVYIb abo rpymu pecypcie CVIB, sKkow0 MOXYTh

CKOpHUCTATUCs 0JHa abo OuibIie 3arpo3 [3]

JlomoBHeHHsI
2.18 Bepudikanis

J1ii 3 MOpIBHSHHSA TaHUX 3 BITOMUM JiKepesoM [21]
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3 IloOynoBa nbOro CTaHAAPTY

Ileti cranmapt MicTUTh 11 po3aiaiB 3axoMaiB O€3IMEKH, SIKi pa3oM OXOILTIOITH

3arajoM 39 OCHOBHHMX KaTeropid Oe3mneku, a TaKoX OAWH BCTYHNHUH pPO3AUIL, SKUN

BBOJIUTH OLIIHKY Ta 0OpOOJICHHS PU3UKY.

3.1 Po3gisin

KoxHuii po3ain MICTUTh TEBHY KUIBKICTh OCHOBHUX KaTeropid Oe3NeKu.

OnuHanusaTh po3AUTIB (CYMPOBOKYBaHI IMEBHOIO KUIBKICTIO OCHOBHUX KaTeTropid

0e3MeKH, pO3MIIIEHUX B KO)KHOMY PO3JILI1):

a)
b)
c)
d)
e)
f)
g)
h)
i)
J)
k)

[TomiTuka 6e3nexu (1);

Opranizaiis iHpopMmarliitHoi 6e3nexu (2);

VYupasninas pecypcamu CYIb (2);

besneka moackkux pecypceis (3);

di3uynHa 6e3mneka Ta 6e3nexa iHppacTpykTypH (2);

VYrpaBniHHS KOMYHIKalisiMu Ta GyHKIIOHYyBaHHAM (10);

Kontpons nocryny (7);

[IpunOanus, po3pobiieHHs 1 miATpUMKA 1HPOpMALIHUX cucTeM (6);
VYrpaBniHHS 1HIUASHTOM 1HpOpPMaIliIiHOT Oe3neku (2);

VYnpasninas 6e3nepepBHicTio 613Hecy (1);

BignosignicTs (3).

IIpumirka. [lopsanok po3auIiB y HbOMY CTaHIApTI HE O3HAYA€ IX BAXJIMBOCTI. 3aJIEKHO Bl

00CTaBUH YCI PO3AUTM MOXYTh OyTH BaKJIMBHUMH, TOMY KOKHA OpraHizailisi, sSika 3aCTOCOBYE II€i

CTaHJapT, MOBUHHA 1IEHTU(IKYBAaTH PO3JUIH, 1110 BUKOPUCTOBYIOTHCS, /U PO3YMIHHS iX Ba)KJIMBOCTI

Ta HEOOX1AHOCTI iX 3aCTOCYBaHHS 10 KOHKpPETHOro Oi3Hec-npouecy. Kpim Toro, yci nepeniku B 1boMy

CTaHJapT1 HE BIIOPSAKOBAHO Y IPIOPUTETHOMY MOPAJIKY, SIKIIO 1€ HE 3a3HAUYEHO.

3.2 OcHOBHI KaTeropii 0e3nexku

KoxHa ocHOBHa KaTeropisi 6e3MneKu MiCTUTh:

a) IUTh 3aX0Ay O€3MeKH, sika BU3HAYa€, 4oTro Tpeda JOCITTH; Ta

b) onun abo Ourblie 3axoniB Oe3neku, AKI MOXYTb OYTHM 3aCTOCOBaHI s

JOCSITHEHHS 111 3aX0/1y O€3IeKH.
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Onucu 3axo0/11B 0€3MEKHU CTPYKTYPOBaH1 HUXKUEHABEECHUM YHHOM

3axoau Oe3neKu

Bu3zHauae neBHe MOJIOKEHHSI MO0 3aX0Ay O€3MeKH JJis TOCATHEHHS Il I[bOTO

3axony.

HacTtaHoBa 111010 BOpOBaKCHHS

Hanae Outbin getanbHy 1HGOpMAIi0 IS MIATPUMKU BIPOBAKEHHS 3aXOAy
0e3neKkr Ta JOCATHEHHS Il LbOro 3axony. Jeski 3 IuX HAacTaHOB MOXYTh OyTH
NPUJATHUMHM HE y BCIX BUIAJKaX 1, OTXKE, MOXKYTb OyTH OUIbII NPUMHATHUMH IHIII

UUAXH BIIPOBAIKCHHSA 3aX0Y KOHTPOJIIO.

JlonaTtkoBa iHMGoOpMaILis

Hanae nopaneiny iHdopmariito, sika MOxe NOTpeOyBaTH pO3IIISIAY, HANpHUKIa,

MpaBOBI MIPKYBaHHS Ta MOCUJIAHHS Ta 1HILI CTaHJIAPTH.
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4 Ouinka Ta 00po0JIeHHS PU3HUKIB
4.1 Ouinka pu3uKiB 0e3neKu

OniHka pyU3MKIB NOBUHHA 1IEHTU(IKYBATH 1 BU3HAYUTH BETUYMHH 1 MPIOPUTETU
PU3UKIB B 3QJIEKHOCT1 BiJ KPUTEPIiB NPUUHSATTS PU3HUKY 1 CYTTEBUX IIUIEH OpraHizarlii.
Pe3ynpTaTé MNOBHHHI CHpSAMYBaTH W BU3HAUWUTH BIANOBIAHI i Ta NPIOPUTETH 3
yIOpaBIiHHA pU3MKamMu 1H(OpMaIiiftHOT Oe3MeKu Ta 3 BIPOBAKEHHS 3aXOJIB O€3MEKH,
BUOpaHUX ISl 3aXUCTy BiA IUX pu3ukiB. [lorpeba B mpoBeIEeHHI MPOLECY OLIHKHU
PU3HKIB Ta BUOOPY 3ax0/iB 0€3MeKH MOXKE€ BUHUKHYTH JIEKLIbKa pa3iB, 00 OXOMUTH

PI3HI MiIPO3A UM OpraHizalii abo okpemi iH(popMaliiiHi CHCTEMHU.

OniHka pU3WKIB TIOBUHHA MICTUTH CHUCTEeMHUH MiAXiJ 10 KUIBKICHOTO
OLIIHIOBaHHA pU3UKY (aHaANI3yBaHHA pPU3UKY) Ta NPOLEC TMOPIBHAHHSI KUIBKICHO
OLIIHEHUX PHU3MKIB 3 KPUTEPIIMU PHU3HUKY JJIs BCTAHOBJIEHHS WOr0 3HAYUMOCTI

(OLIHIOBAHHS PUBHKY).

OIIHKM PU3MKIB MOBUHHI TAKOX MPOBOJUTUCH MEPIOJUYHO JJIsl YpaxyBaHHS 3MiH Yy
BUMOTax O€3MeKW 1 CUTYyallli 3 puU3MKaMmH, Hampukian, moao pecypeie CYIb, 3arpos,
Bpa3JIMBOCTEN, 3HAYHUX BIUIMBIB, OI[IHIOBAHHS PHU3HMKY, a TaKOX KOJIM BiIOYBalOThCS
3HayHi 3MiHU. L1 oniHKK pu3MKiB Tpeba 3A1MCHIOBATH CUCTEMHHUM CIIOCOOOM, SIKUI Hajaae

MOJKJTUBICTh OTPUMATH IMOPIBHIOBAHI Ta BIATBOPIOBAaHI PE3yJIbTATH.

Omuinka pu3ukiB iHGOpMaIiiHOI 6e3neku 3aais 11 ePEeKTUBHOCTI MOBUHHA MaTH
YiTKO BHM3HaueHy cdepy 3acTOCYBaHHS 1 MOBUHHA MaTH B3a€EMO3B’SI3KM 3 OI[IHKAMH

PHU3UKIB B IHIIUX cdepax, KO0 HEOOX1THO.

Cdeporo 3acTocyBaHHsI OIlIHKM PU3UKIB MOe OyTu abo Bcs opraHizaiis, ii
HIAPO3JILUIH, OKpeMa iH(popmMalliiiHa cucTeMa, eBHI KOMIOHEHTH CUCTEMU a0 MOCIYTH,
UL SIKUX 1€ € TPAaKTUYHO 3A1MCHEHHUM, MparMaTuyHuM Ta KopucHuM. [Ipuknagu

METOI0JIOT'1T OI[IHKM PU3UKIB 0OTOBOPIOIOTHCS B [4].

JlomoBHeHHA

bankn YkpaiHu BHKOPHCTOBYIOTH JCKUIbKA MPOTPAMHO-TEXHIYHUX KOMIUIEKCIB aBTOMATH3aIlli

0aHKIBCHKOI JISUIBHOCTI, SIKI MOCTIHO OOMIHIOIOTHCS 1H(OpMAaL€0, TOMY CEpoI0 3acCTOCYBaHHS
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‘ OLIIHKH PU3MKIB MIOBUHEH OYTH BECh OaHK B LIIOMY.

4.2 O0po01eHHs1 pU3UKIB 0e3NeKH

Jlo modatky oOpoOJIeHHsS PH3UKY, OpraHi3allis NMOBHHHA BCTAaHOBUTH KpHUTEPii
NPUAHATTS PU3UKIB. PH3UKN MOXYTh OyTH TPUHAHSATI, SKIIO, HAIPUKIIAL, OLIHEHO, IO
PU3UK € HEBEJUMKHM a0 BapTICTh OOpOOJEHHS PHU3UKY € HEPEeHTAOEIbHOIO IS

oprasizaiii. Taki pilieHHs1 MOBUHHI OyTH 33JJ0KyMEHTOBAHI.

JIns KOXKHOTO 3 PU3HUKIB, I1MEHTU(PIKOBAHWUX TMICHS OLIHKA PHU3HKY, Tpeda
OPUMHATH pIlIEHHS [0A0 O0O0poOJieHHs pu3uky. MOoXIIMBI BapiaHTH OOpOOICHHS
PHU3UKIB BKIIIOYAIOTh:

a) 3aCTOCYBaHHS HaJIe)KHUX 3aXO0/(1B O€3MEKH AJi 3HIKCHHS pU3HKIB;

b) cBioMe i 00’ €KTHBHE MPUUHATTS PU3UKIB 13 3a0€3MEUYEHHSIM TOT0, [0 BOHU
YITKO 33JJ0BOJILHSAIOTH MOJITUKY OpraHi3allii Ta KpUTepii NpUUHATTSA PU3HKY;

C) YHUKHEHHSI PU3MKIB 3a00pOHOIO Mii, K1 MOXYTh COPUUYUHUTH BUHUKHEHHS
PU3UKIB;

d) mnepeHeceHHs TOB’S3aHUX PHU3UKIB HaA IHINI CTOPOHHU, HAIMPHUKIAI,

CTpaxyBaJIbHUKIB 200 MOCTavyaJIbHUKIB.

Jlist pU3MKIB, JUISl SIKUX PIMICHHAM IIOAO OOpOOJICHHS PU3HMKY € 3aCTOCYBAHHS
HaJIeXKHHUX 3aX0JIIB O€3MeKH, 111 3aX0qu MOBUHHI OyTH OOpaHi Ta BIPOBAKEHI TaKUM
YUHOM, 11100 3aJJ0BOJIBHUTH BUMOTH, 17IeHTU(IKOBAH1 OI[IHKOIO pU3UKIB. 3aX011 O€3MeKn
MOBUHHI 3a0€3MeUNTH 3HI>KCHHS pPU3HUKIB 10 TPUMHITHOTO PIBHS, Oepyyu J0 yBaru:

a) BUMOTH Ta OOMEXEHHS HAI[IOHAJIbHOTO 1 MDKHAPOJIHOIO 3aKOHOJIaBCTBA Ta
HOPMATHUBIB;

b) it opranizarii;

¢) (yHKI[IOHATBHI BUMOTH Ta OOMEKEHHS;

d) BapTicTh BNPOBa)KEHHS Ta (YHKIIOHYBaHHS, MOB’A3aHY 31 3HUKYBAaHUMU
pHU3UKaMu, 1 30epe’keHHs 11 MPONOPLUIHHOCTI BUMOTaM Ta OOMEXEHHSIM OpraHizailii;

€) HeoOXiHICTh OajmaHCy MDK IHBECTHUUIIMA y  BIPOBADKEHHS  Ta
(GyHKLIOHYBaHHS 3aX0/A1B O€3MeKH 1 KMOBIPHOIO MIKOOI0, 0 SKOi MOXYTh MPU3BECTH

BIZIMOBH IOJIITHKU OE3MEKMU.
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3axonu Oe3neKu MOXKHAa BUOpAaTH 3 LBOTO CTAaHAAPTY abo0 3 IHIIMX HAOOpiB
3axo/iB Oe3reku, ab0 MO)KHA CIPOEKTYBAaTH HOB1 3aXOAM ISl 3aJI0OBOJICHHSI TIEBHUX
notped opranizaiii. HeoOXiHO YCBIZOMUTH, IO JEAKI 3aX0AH OE3MEKU MOXYTh OyTH
TaKMMH, 110 HE MOXYTh OyTH 3aCTOCOBaHI Jisi KOXKHOI 1H(OpMaIiiHOT cucteMu abo
1HPPACTPYKTYPH, 1 MOXKYTh OYTH MPAKTUYHO HE 3A1MCHEHUMH JJIs BCIX opraHizamiil. Sk
npukian, 10.1.3 onucye, sk MOXKYTh OYTH PO3MOAUICHI 00OB’SI3KU JIJIsl TTOTIEPEKSHHS
maxpaiictBa Ta MOMMIKH. J[7si HEBENMKUX Opraizauiii Moxke OyTH HEMOXIUBUM
PO3MOJUIEHHSI BCIX 00OB’S3KIB 1 MOXYTh OyTH HEOOXIAHUMH IHIII HUISXU AOCATHEHHS
Tiel >k 1Ll 3axony Oesneku. [nmumi npuknazn, 10.10 onucye, sik MOXKHa 3/11MCHIOBATU
MOHITOPUHT BUKOPUCTAHHS CHUCTEMH 1 30upatu noka3u. OmucaHi 3axoau Oe3MeKH,
HAMpUKJIad, peecTpaliss TNOJii, MOXYTh CYNEPEYUTH YUHHOMY 3aKOHOJABCTBY,

HaIpUKIIAJl, 3aXUCTy pOOOUNX MiCIlh 00 MEPCOHATBHUX JAHUX KIIIEHTIB.

3axoau iHGOpMaIiifHOT Oe3MeKr MOBUHHI PO3IIIAIATUCA HA CTAIIX BUSHAUCHHS
BUMOI' JIO CHUCTEM 1 NPOEKTIB Ta Ha €Tall MpPOeKTyBaHHA. BigMoBa BiJ LOTO MOXKE
MPU3BECTH JI0 IOAATKOBUX BUTPAT 1 MEHII €(DEKTUBHUX PIIICHB 1, MOXJIMBO, Y T1pHIOMY

BUITAJIKY, 10 HEMOKJIUBOCTI1 JJOCSATTH HEOOX1THOT O€3MeKH.

Tpeba matu Ha yBa3i, IO 3 YKOAHUM HAO0OpOM 3axoiiB O€3MEKH HE MOXKHA
JOCSITTH MOBHO1 O€3MeKH, 1 [0 MOBUHHI OyTH BIPOBAXKEH1 TOAATKOBI il 3 YIPABIIHHS
JUIS. MOHITOPUHTY, OI[IHIOBAaHHSI Ta BJOCKOHAJICHHS J1€BOCT1 Ta €(EKTUBHOCTI 3aXOJ1B

Oe3MneKu 1Sl MATPUMKH MparHeHb opraHizariii.
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5 IMoaiTuka 0e3meKun

5.1 Hoaituka ingopmauniiHoi 6e3nmeKkn

[ine: 3abe3meunTd pEryirOBaHHA Ta MIATPUMKY 3 OOKYy KepiBHUITBA
iHpopMaIiifHoi 6e3MmeKu 3TiJHO 3 BUMOraMu Oi3HECY Ta BIIMOBIAHUMH 3aKOHAMHU 1

HOpMAaTUBAMH.

BinnoBigHo g0 1iied Oi3Hecy KEpIBHUIITBO TIOBUHHE BCTAHOBUTH YITKE
pPEryiIOBaHHS TOJITUKM 1 3a0e3Nme4YuTH MIATPUMKY Ta 3000B’s3aHHS  LI0JI0
iHpopmarliiiHoi Oe3neku BHUJAHHAM TOJITUKM 1H(oOpMmamiiHoi Oe3neku Ta il

MIATPUMKOIO B OpraHi3aiiii.

5.1.1 JlokymMeHT o0 noaiTuku ingopmaninHoi 0e3nexkun

3axoau Oe3neKu

JIOKyMEeHT 100 TONITUKH 1H(opMaliiHOi Oe3neKku TMOBUHEH OyTu
3aTBEp/KEHUIN KEPIBHULITBOM, BUJAHUN Ta JIOBEJEHUHN 10 BiJJOMa BCHOTO HAMMaHOTO

NePCOHAY Ta MOTPIOHUX 30BHILIHIX CTOPIH.

HacTtaHoBa 111010 BOpOBaKCHHS

JIOKyMEHT MOMITUKY 1H(pOopMaliiHOT Oe3MeKy MOBUHEH BCTAHOBUTH 3000B’ I3aHHS
KEpIBHMIITBA 1 BUKJIACTH MIAX1JI OpraHizamii 10 ynpapiiHHs iHGOpMaIiiiHOIO Oe3MeKoro.
JIOKyMEHT MOMITHKY 1H()OpMaliiHOT O€3MeKH TOBUHEH MICTUTH MOJOKEHHSI CTOCOBHO:

a) BU3HaueHHA 1HQopmaniiHoi Oe3neku, ii 3aranbHUX wIeH 1 chepu
3aCTOCYBaHHS, a TaKOX BaXJIMBOCTI O€3MeKH SK MEXaHI3My YMOXKIJIMBIICHHS
PO3MOBCIOKEHHS 1H(OpMaIlii (IUB. BCTYII);

b) mosnoxeHHs 10A0 HaMIPIiB 1 MIATPUMKH KEPIBHUITBOM METH Ta MPUHIUIIIB
iHdopMaIliitHOT 6€3IeKH 3riTHO 3 013HEC-CTPaATErI€I0 Ta MUISIMU;

C) OCHOB BCTAHOBJICHHS IILJICH 3aXO0/1B OC3MEKH 1 3aX0/11B O€3MEKH, BKIIOYAIOUH
CTPYKTYPY OIIIHKHM PU3UKY Ta YIPABIIHHS PUSUKOM;

d) KOpOTKOro MOSCHEHHS OCOOJIMBO BaXJIMBUX JUIsl OpraHizaimii MOJITHKU
Oe3MeKu, MIPUHIIUITIB, CTAHAAPTIB 0€3MeKH 1 BUMOT 11010 BIMOBIIHOCT, BKJIIOYAIOYH:

1) BiI[HOBiI[HiCTB 3dKOHOJaB4YMM, HOPMATUBHUM Td KOHTPAKTHHUM BUMOI'aMH;
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2) BUMOTH JO OCBITH, HaBYaHHsS Ta IMOIH(POPMOBAHOCTI MEPCOHATY IIOJI0
Oe3IeKH;
3) ympaBiinHs O6e3nepepBHICTIO Oi3HECY;
4) HacHIKW NOPYIICHHS MOJITUKU 1HPOpMaLiitHOT Oe3nexu;
€) BU3HAYCHHSI 3araJIbHUX Ta CHEIliaIbHUX 000B’SI3KIB 3 YIIPaBIIHHA 1H(POPMAIIHHOIO
0e3MeKo10, BKIIOYAl0UH 3BITYBaHHS 111010 IHIMACHTIB H(POpMAIIIHOT Oe3MeKu;
f) mocunanp Ha JTOKYMEHTAIlilO, sIKa MOE MIATPUMYBATH MOJITHKY, HAPUKIIA]I,
OUTbII JleTajbHI TMOJITUKU Ta MPOLEAYpPU sl MEeBHUX 1HGOPMAIIHHUX cucTteM abo

npaBuiia O0e3MNeKu, Kl KOpUCTyBayl MOBUHHI BUKOHYBATH.

JlomoBHeHHSsI

PekoMeHyeThCsl pO3poOMTH 3arajbHy MNOJITUKY 1H(pOpMaliiiHOi Oe3neku, ska mae OyTH
3pO3yMIJIOI0, KOPOTKOIO Ta JOCTYITHOIO IS YCiX KOPUCTYBAUiB, @ TAKOK OUTBII JIeTalbHI IMOJITHKHA Ta
npouenypu abo mpaBuia Oe3NekH, sKi KOpPUCTyBadl MOBHMHHI BUKOHYBATH, SIK CKJIQJOBY YaCTUHY

MOJIITUKY 1H(pOpMaLiiHOT Oe3MeKu.

Ils momituka iHQopmalliiHoi Oe3neku TOBHHHA OyTH JOBEJACHa JO BigoMma
KOPHUCTYBauiB BCi€i opraHizailii y BiAMOBIJIHINA, JOCTYMHIN Ta 3po3yMUTId I 4yMTaya,

SAKOMY BOHA IIpU3HaYeHa, GopMi.

JlomoBHeHHsI

VYci kopucTyBayl oprasizaiii Ta 3a HeOOX1AHICTIO NMPEACTaBHUKU TPETUX CTOPIH MOBUHHI OyTH

03HalloMJIeH]1 3 MOJITUKOI IHPOpPMAaIIITHOT O€3MeKH MiJ] BIACHOPYYHUHN MIIHKC.

JlonaTrkoBa iHMGOpMaILis

[lomituka iH(pOpMaIiiHOT Oe3rekrn Moke OyTH YacTHMHOI JOKYMEHTa II0/0
3arajbHOI MOJITUKH. SIKIIO MOJiTHKa iHGOpMaIliiiHOT Oe3MeKH MOIIUPIOETHCS 32 MEXKI1
opraHizaiii, Tpeba mnombaTu Mpo HE PO3TOJOMICHHS KOHDiAeHIIiHOT 1HhOopMaIii.

JlonatkoBy 1H(pOpMaIIil0 MOXKHA 3HANTH B [3].
5.1.2 Ileperusaa moaiTuky iHpopmaninHoI 0e3neKku

3axoau Oe3neKu

[Tonituka iHpopmarlliiiHoi Oe3nekd MOBHUHHA MEpPEeryIsiIaTUCh Y 3alljlaHOBaHI

TepMiHM a00 3a MOSBHU ICTOTHUX 3MIH 3 METOIO 3a0e3MeueHHs ii MOCTIMHOI MPUAATHOCTI,
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aJIeKBaTHOCTI Ta €()eKTUBHOCTI.

HacTtaHoBa 111010 BOpOBaKCHHS

[lonmiTuka iHpoOpMaliifHOI Oe3reKky TIMOBMHHA MAaTW BJacHUKA, SKUW Hece
3aTBEP/KCHY KEPIBHUIITBOM BIAMOBIAIBHICTh 32 PO3BUTOK, MEPETJIsA] 1 OLIIHIOBAHHS
nomituku  Oe3neku. [lepernsii TOBMHEH OXOIUIIOBATHM  OILIIHKY  MOKJIUBOCTEH
BJIOCKOHAJICHHSI MOJIITUKHU 1H(pOpMAaIliitHOT Oe3neKn opranizamii 1 miaxig 10 yIpaBIiHHS
iHdopMalliitHOIO 6€3MeKor0 B pa3i 3MiH 1HGPACTPYKTYpH OpraHizaiiii, 013Hec-00CTaBUH,

MIPaBOBHX YMOB a00 TEXHIYHOT iHQPACTPYKTYpPH.

[lepernsg nmoniTuku iHGOpMAaIIHHOT O€3MEKN TOBUHEH BPaXOBYBATH PE3yJbTaTH
neperasaiB 3 0oky kepiBHMITBA. [IoBMHHI OyTHM BHU3HAY€H1 MPOLEIYpU MEPErisiay 3

OOKY KEepIBHMIITBA, BKIIIOUaIOUH rpadik ado NepiogudHICTh Nepersiay.

BxinHi nani A neperisy KepiBHUIITBOM IMOBUHHI MICTUTH 1H()OPMAIIiIO 100:

a) 3BOPOTHOTO 3B’SI3KY BiJl 3aI[IKaBJIEHUX CTOPIH;

b) pe3ynbTatiB HE3aNCKHUX NeperisaaiB (qus. 6.1.8);

C) cTaTycy 3alo0DKHUX Ta KOPUTYBaIbHUX AiH (nuB. 6.1.8 Ta 15.2.1);

d) pe3ynbTaTiB MonepeaHixX MeperisaiB 3 00Ky KepIBHUIITBA;

€) NPOAYKTUBHOCTI TPOLECIB Ta BIAMOBIIHOCTI MOMITULI 1HQOPMALIHHOT
Oe3IeKH;

f) 3MiH, fKi MOXYTh BIUIMHYTHM Ha MWIAXIJ OpraHizamii A0 YIpaBIiHHSA
iHbOopMaIliitHOIO 0e3MeK0r0, BKIYAI0un 3MIHUA B 1HGPACTPYKTYpl opranizaiii, Oi3Hec-
0o0CTaBUHAX, JIOCTYMHOCTI PECYPCiB, KOHTPAKTHUX, HOPMATUBHUX 1 MPABOBUX yMOBaX
a00 B TeXHIYHIN IHPPACTPYKTYPI;

g) TEHJEHIIIH 111010 3arpo3 Ta BPa3JIMBOCTEH;

h) 3apeecTpoBanux iHIUACHTIB iHGOpMaIiitHOT 6e3neku (auB. 13.1);

1) peKOMEeH IaIlii, HaIaHUX BIITOBITHUMH IIOBHOBKHUMHU OpraHizaIlisMu (uB. 6.1.6).

JlomoBHeHHSsI

B saxocti pekomeHpaimiii, HagaHWUX BIAMOBIAHUMH TIOBHOBRXHUMHU OpraHi3amisMu, OaHKH
VYkpaiHu TOBMHHI BUKOPHCTOBYBATH B IIEpIIy YEpPry HOPMATHUBHI JIOKYMEHTH Ta PEKOMEHMAIlii

HanionanebHoro 6anky Ykpainu, a TakoK HOpMaTUBHI JOKYMEHTHU Ta IHCTPYKILII IHIIMX NOBHOBAXXHUX
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H oprasizailiii, HanpuKsaa, CTOCOBHO OyIBEIbHUX, CAHITAPHUX Ta IHIIUX HOPM. H

Buxinni nani neperyisigy 3 00Ky KEpIBHHUIITBA MTOBUHHI MICTUTH OY/b-SIK1 PIIIICHHS
Ta J1i CTOCOBHO:
a) BIOCKOHAJIEHHS MIAXOAYy oOpraHizamii A0 yOpaBiiHHSA 1H(OpMAaIIiHOIO
0e3MeKkoro Ta ii mpoiecamu;
b) BaocKkoHaNEHHS IUIeH 3aX0iB O€3IEeKH Ta 3aX0/1B OC3IEeKH,
C) BIIOCKOHAJICHHSI pO3MOJIUTY pecypciB Ta/abo 000B’sI3KiB.
[loBuHHA MIATPUMYBATHCS peecTpallisi NeperisaiB 3 00Ky KepIBHUIITBA.

HepCFHHHYTa MOJIITHKA IIOBUHHA 6YTI/I 3aTBCPAKCHA KepiBHI/IHTBOM.
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6 Opranizauis inpopmaniiiHoi 0e3nexu

6.1 BayTpimns opranizanis

Hinb: Yropasnsatu iHGopMarliiiHoo 0e31eKor0 B OpraHizaiiii.

[loBuHHa OyTH BCTAHOBJIEHA CTPYKTypa YOpPaBIIHHS JJIs 3alOYaTKYBaHHS Ta
KOHTPOJIIO BIPOBAKeHHS 1HGOpMaIliiiHO1 Oe31eKkn B oprasizaiiii.

KepiBHMLITBO MOBMHHO 3aTBEPAUTH MONITHKY 1HopMaliitHoi  Oe3mnexwu,
NPU3HAYUTH POJII MO0 Oe3MeKu 1 KOOPAMHYBATH Ta MEpPerjisiaaTh BIPOBAIKCHHS
Oe3MeKku B Opratizaii.

3a HeoOXIJHOCTI, B OpraHizailii MOBUHHE OYTH CTBOPEHE JKEPEN0 peKOMEeHaIii
¢daxiBuiB 3 iHdopmaniiHOi Oe3mexku 1 3abe3neyeHud JOCTynm A0 HbOro. Tpebda
PO3BUHYTH KOHTaKTH 3 30BHIMIHIMU (DaxiBIsIMU a00 rpyrnaMu, BKIIOYAIOYH BIANOBIAHI
MOBHOBAXKH1 Opradizaiii, no0 He BIJCTaBaTU BIJ MPOMUCIOBUX TEHACHIIIMN,
3IACHIOBATH MOHITOPUHI CTAHJAPTIB Ta METOJIB OI[IHKM 1 3a0€3MeUYUTH MOKIHUBICThH
o0roBopeHHs1 MiJ 4ac oOpoOJieHHs 1HIUACHTIB 1H(dopMmaliitHoi Oe3neku. HeobximHo

320X04YyBaTH OaratorjiaHoOBUM mMiaXia 1o iH(opMalliitHoT 6e3eKu.

JlonmoBHeHHSsI
banku mnoBuHHI MaTu Trpyny/miapo3aiun 3 (axiBUiB 3 nuUTaHb 1H(opmaiiliHOT Oe3neku
(apmiHICTpaTOpiB 3axucTy iH(MOpMaIli) s 3a0e3MeueHHsT BIPOBAKEHHS Ta MIATPUMKH CHUCTEMU

yrpaBiiHHA HPOPMaLIHHOO OE3MEKOIO.

6.1.1 3000B’s13aHHA KepiBHULTBA 11010 iHpopMaLiiiHOI Oe3neKkH

3axoau Oe3neKu

KepiBHMIITBO MOBMHHO aKTHBHO MIATPUMYBAaTH O€3MeKy B MeXax opraHizarlii
[UISIXOM YITKOTO PEryJOBaHHs, MIATBEPAXKEHUX 3000B’s3aHb, YITKUX MpPHU3HAYEHb Ta

BHU3HAHHS BIJMOBIIAJIBHOCTI 3a 1H(OpMaIliiiny O6e3IeKy.

JlomoBHeHHsI

KepiBHULITBO 0OaHKy NOBMHHO 3aTBEPAUTH HAKa30M [PU3HAYEHHS BIANOBIIATBHUX 3a
iHpopMaLiiiHy Oe3neky Ta po3MOJALT NOBHOBAXEHb MDK HUMH. YcCl MNpaliBHUKU OaHKy MaroTh
BJIACHOPYY MiANUcaTH 3000B’s3aHHS MO0 BIANOBIJAIHHOCTI 32 BUKOHAHHS BUMOT 3 1H(MOpMAIIITHOT

0e3MeKu Ta IHCTPYKIIIH 11070 BUKOPUCTAaHHA 3ac001B 3aXUCTY 1H(popMarii.
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HacTtaHoBa 111010 BOpOBaKCHHS

KepiBHUIITBO MOBUHHO:

a) 3abesneunTtd, MO0 3amadi iHopMmaiiiiHOi Oe3neku Oyiu BHU3HAYEHI,
BIJIMOBIZJAIM BUMOTaM OpraHizailii i 0yJu IHTErpoBaHi y BIAMOBIAHI IPOLIECH;

b) chopmyntoBaTH, meperasgaTH 1 3aTBEPAKYBATH MOJITUKY 1HGOpMAIIHHOT
Oe3IeKH;

C) meperisaaTd e€(PEeKTUBHICTh BIPOBAKEHHS MOJITUKA  1HPOpMaLIHHOT
Oe3IeKH;

d) 3a0e3neunTy YiTKE PEryIIOBaHHS Ta SIBHY MIATPUMKY 3 OOKY KEepiBHUIITBA
IHII[IaTUBaM 11070 O€3MEeKU;

€) HajaBaTH pecypcH, MOoTpiOHI s iHbopMaliiiHOT Oe3neKu;

f) 3atBepAMTHM TpU3HAYEHHS TIEBHUX poOJied 1 OOOB’S3KIB  CTOCOBHO
iHopMmarliitHoi Oe3neKu B opraHizallii;

g) 3alo4aTrKyBaTH IUIAaHW Ta MPOrpaMH MIATPUMKH TMOIH(MOPMOBAHOCTI IIOA0
1HpopMmarliitHoi Oe3neKu;

h) 3abe3neuntu, MO0 BNPOBAKEHHS 3aX0iiB iH(MOpMaliitHOT Oe3neku Oyio
CKOOPJMHOBAHE y MeXax opranizaiii (nqus. 6.1.2).

KepiBHMIITBO MOBHUHHO BH3HAYUTH TOTPEeOM B PEKOMEHJAIISIX BHYTPIIIHIX Ta
30BHIIIHIX (axiBIiB 3 i1HGOpMaIiifHOT Oe3meku 1 HeperisgaTd Ta KOOPAUHYBATH
pe3yNbTaTH pEKOMEHIallii Mo BC1i opraHizarlii.

3anexxHo BIJ po3Mipy oOpraxizaiii, Taki 3000B’s3aHHS MOXXE BHUKOHYBAaTH
cnemianbHUi KepiBHUM ¢GopyM abo iCHYIOUYMII KepiBHMM opraH, Hampukiaa, paja

TUPEKTOPIB.

JlonmoBHeHHSI

Pexomennyerbcst Oankam copMyBaTH crieliaJbHUNA KEepIBHUM OpraH 3 HHUTaHb iH(popMaliiHOi
Oe3neKku 3 KEepIBHUKIB, BIANOBIIAIBHUX 3a OKpeMl Ol3HEeC-IpolecH, A PO3IVIsiaAy Ta BUKOHAHHS
BIAMOBIIHMX BUMOT 3 iH(opMarlliiiHoi 6e3nexku. @opMyBaHHS TAKOrO KEPIBHOIO OpraHy TUIBKH 3 (haxXiBLIB
3 nUTaHb 1H(POopMaliiHOT Oe3NeKH € HEIOLUIbHUM, OCKUIBKM B TAKOMY BUIIQJIKY MUTAHHS 1HPOPMALIIHOT
Oe3mekn OyAyTh 32 MEKaMU yBaru KepiBHUKIB, BIAMOBIAAIBHUX 32 OKpeMi Oi13HEC-TIPOIeCcH, a00 TUTaHHS
iHopMarliiiHoT Oe3neku OyIyTh BUPINIYBATUCS OKPEMO Uil KOKHOTO OI3HEC-TIPOIIeCy, IO CTBOPHTH

JOJaTKOB1 YMOBH JJIsl HECAHKI[IOHOBAHOTO JIOCTYIY A0 1H(OpMAaLl Ta MOpPYyIIeHHS KOH(IEHIIHHOCTI, a
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H TaKOK MPU3BEIYTh 0 A0JATKOBUX (DIHAHCOBUX BUTPAT .

JlonaTrkoBa iHMGOpMaILis

Honatkosa iHpopMalis MiCTUTbCS B [3].
6.1.2 Koopannauisi indopmaniiinoi 0e3nexku

3axoau Oe3neKn

JisbHICT MO0 1HQOpMaLIMHOI Oe3MeKn MOBUHHA OYTH Y3rOJKEHOI MIXK
NpeJCTaBHUKAMM PI3HUX MIJPO3AUIIB oOpraHizaimii 3 BIINOBIIHUMU pOJIAIMH Ta

mocagoBUMHU 000B’ I3KaMU.

JlomoBHeHHSsI

baHku MalTh CTBOPIOBATH €AMHY cUCTeMY 1H(MOpMalLiiHOT Oe3neku it ycix O13Hec-IpolieciB
Ta KOOPAMHYBAaTU Ail PI3HUX HIAPO3JAUIIB s 3a0€3MeUYEeHHsS] BUKOHAHHS 3arajlbHUX BHUMOT IIOJIO
iHpopManiiiHO1 6e3neku. [l ycix KOpUCTYBayiB MPOrpPaMHO-TEXHIYHUX KOMIUIEKCIB MOBUHHI OyTH
BHU3HAUEHI BIIMOBIAHI POJIM, SIKI MalOTh OyTH 3a3HayeHl B MocaaoBux o0oB’s3kax. KpiMm toro, yci
MpaiiBHUKM OaHKIB MOBUHHI OyTH 3a0e3neyeHi 1HCTPYKIISIMU IIOA0 MOPSAIKY Jiil B pasi BUIAIKIB

HEBIJIOBIAHOCTI/TIOpYILLIEHHS 1H(OpMaLIHHOT Oe3MeKH.

HacTtaHoBa 111010 BOpOBaKCHHS

3a3Buyaii, koopauHalis iHQopmaliiHoi Oe3MeKu TMOBUHHA CTOCYBAaTHUCS
CHIBpOOITHUILITBA 1 KOOpAMHAII CHUIBHOI AISUIBHOCTI MEHEIKEPiB, KOPHUCTYBAUiB,
aJMIHICTPATOPIB, PO3POOHUKIB MPUKIATHUX TPOrpaM, ayJUTOPIB 1 MEpcCOHaNy Oe3MeKH,
a TakoX (axiBIIB Yy TaKUX Tally3sX, SIK CTpaxyBaHHsS, MPaBOBI MUTaHHS, JIOJCHKI

pecypcu, ynpasiinus [T abo pusukamu.

IMosicHeHHs
Jlist  koopauHaiii iHpopmariiiiHoi Oe3nmeku Moke OyTH CTBOpeHa OKpeMa Tpyma 3

nepexpecHuMu QyHKIIAMU 3 QaxiBLIB PI3HUX M1APO3IUTIB.

s AisTbHICTH MOBHHHA':
a) 3abe3rneunTd, MO0 IUIBHICT, 3 O€3MeKHM BHUKOHYBajacs BIIMOBIAHO 0
MOJIITUKY 1HGOpMaIliiiHOT Oe3neKu;
b) BU3HAUUTH, sIK OOPOOISATH HEBIATOBITHOCTI;
C) 3aTBEPAUTH METOAOJIOTII0 Ta mpolecH 1HGOopMaIiiHOT O€3MeKH, HAIPUKIIAI,

OLIIHKY PU3HKY, KIacu}ikailito iHdopmaii;
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JlomoBHeHHsI
KepiBaunteo Oanky wmae 3abe3nednTH 3aiiicHeHHs kiacudikamii  iHGopmarii, sKka
00pobIIsieThC B OI3HEC-TIPOIIEcax, Ta O3HAMOMHTH YCIX MpaIliBHUKIB OaHKY 3 I[iI€I0 Kiacu]ikaiiero

iHopMallii i BIaCHOPYYHUHN MIATHC.

d) imeHTH(]IKyBaTH 3HAYHI 3MIHU 3arpo3, 1 TaKOXX HE3aXMIIEHICTh BiJl 3arpo3
iHopmarlii Ta 3aco6iB 00poOKH 1HPOpMAIIii;

€) OLIHUTH JOCTAaTHICTb Ta KOOPAMHYBAaTH  BIPOBADKCHHS  3aXOIB
1HpopMmarliitHoi Oe3neKu;

f) edexkTuBHO cnpusATH B Oprasizallii OCBITI, HABYAHHIO Ta MOIH(POPMOBAHOCTI

nepcoHay moao0 iHpopMaIliiHoi 0e3neKu;

JlomoBHeHHSsI

KepiBHuuTBO 06aHKY NMOBHHHE 3a0€3M1€YMTH HAaBUaHHS MPALIBHUKIB 3 NMUTaHb 1H(GOPMALIAHOT
Oe3neku. PexkoMmeHNyeTbCs MPOBOAUTH O3HAMOMIIEHHS 3 MOJITUKOIO O€3MeKH Ta IHCTPYKUISIMHU 3
nuTaHb 3a0e3nedyeHHs iHQopManiiiHOl Oe3leKku MiA 4Yac HPUUHATTS Ha poOOTy 1 B MOJANBLIIOMY
MEepiOMYHO 32 HEOOXIAHICTIO (HampuKIIaZ, MICHIs Meperisay MOJITUKU Oe3Nneku abo BIPOBAKEHHS

HOBHUX 3aX0/1iB O€31eKn).

g) BUKOHYBAaTH OILIHIOBaHHS 1H(OpMaIllii, OTPUMAHOi BIJ MOHITOPUHTY Ta
neperisay IHUUACHTIB 1HQopMaliifHoi Oe3neku, 1 peKOMEHIYyBaTh HeoOX1mHi Ali y
BIIMOB1Ib HA 17IeHTU(]IKOBaH] IHIMACHTH 1H(OpMaIIiitHOT Oe3IeKu.

SIkuro oprasizaiisi HE CTBOPIOE OKpEMY IpYIy 3 MEpPeXpecHUMHU (PYHKIISIMH,
HaIpUKJIaa, yepe3 Te, U0 TaKa rpyrna He BIANOBIAa€E po3Mipy opraHizailii, BUIIICONMHUCAH1
A1l MOBUHHI 3A1MCHIOBATHCS I1HIIMM TPUJATHUM KEpPIBHUM OpraHoM abo OKpeMHUM

KEpPIBHUKOM.
6.1.3 Po3noais 000B’A3KiB 010 iHpopMmaniiiHoi 0e3nexku

3axoau Oe3neKu

VYci 060B’s13kM 111010 1HPOPMAITIHHOT O€3MeKn HEOOX1JHO YITKO BUSHAYUTH.

HacTtaHoBa 111010 BOpOBaKCHHS

Posnoninn 060B’s3kiB 110710 1HPOpMAIliiHOI Oe3NeKu MOBUHEH 3/1MCHIOBATHUCS
BIIMOBIIHO /10 MOJITUKH 1H(MOpMaIiitHo1 6e3neku (muB. po3nain 4). OO00B’sI3KU MO0

3axucty okpeMux pecypciB CYIb Ta BUKOHaHHS MEBHHUX Mpolenyp Oe3neKku MOBUHHI
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Oytn 4yiTKO i1eHTU(diKoBaHi. Taki 0OOB’A3KM TMOBHMHHI JONOBHIOBATUCS, 3a
HEOOX1THOCT1, OUIBII JOKJIAJHOK HACTAHOBOIO MIOJ0 OKPEMHUX MICIhL PO3MIIICHHS Ta
3aco0iB 00poOku iHpopmarrii. [ToBuHHI OyTH YITKO BU3HAaUY€H1 000B’SA3KH 111010 3aXUCTY
pecypciB CYIb Ha wMmicusgx Ta BHUKOHAHHS TIEBHUX TIpoleayp Oe3NeKkH, TaKuX SK
TJIaHyBaHHs O6€3MepepBHOCTI Oi3HECY.

Oco0u 3 BU3HaAYeHUMU O0OB’sI3KaMU IIOAO0 O€3MEeKH MOXKYTh JIeNEryBaTH 3ajauil
Oe3meku iHmMM. He3Bajkarouwm Ha Iie, BOHM 3aJIMIIAIOTHCS BIAMOBITAILHUMHU 1 TIOBUHHI
BU3HAYUTH, YU BC1 JIeJIErOBaH1 3a1a41 BUKOHYIOTHCS MPABUIILHO.

[loBuHHI OyTH 4YITKO BCTaHOBJIEHI cdepu BIANOBIAAIBHOCTI OKPEMHUX OCIO;
30KpeMa, TOBUHHO MaTH MICIe HaBeJICHE HUKYE:

a) MOBMHHI OyTH iaeHTU(dIKOBaHI Ta 4YiTKO BuU3Ha4eH1 pecypcu CVYIb Ta
npoueaypu 0e3nexu, MoB’sI3aHi 3 KOKHOI0 OKPEMOIO CUCTEMOIO;

b) moBuHHA OyTH Npu3HaYeHa ocoba, BiamoBimanbHa 3a KoxHUM pecypc CYIb
M Tpoleaypy Oe3MeKH 1 111 000B’sI3KU MMOBUHHI OyTH JOKJIQJHO 33JOKYMEHTOBaH1 (JIUB.
Takox 7.1.2);

C) TOBMHHI OYTH 4YiITKO BU3HAYEHI i 3a]IOKYMEHTOBAaHI1 PiBHI CAHKI[IOHYBaHHSI.

IosicneHnHsn
PiBHi caHkIiOHYBaHHS JocTyny 10 iHQopMmaniiiHux pecypciB CYIb moxyTh OyTu, Hanpukiaz,

,,TUIbKW YUTaTH’, ,,aUTATH 1 3aMUCYBAaTH , ,,TUTbKH 3alMCYBATH  TOIIO.

JlonaTrkoBa iHMGoOpMaIlis

VY OaraThboX opraHizaiisx KepiBHUK 3 1H(opMaiiiHOi Oe3neKu MPU3HAYAETHCS
MOBHICTIO BIJAMOBIJAIBHUM 32 PO3BUTOK 1 BIPOBAJKEHHS O€3MEKU Ta 3a MIATPUMKY
BU3HAUYECHUX 3aXO0/1B O€3IMEKH.

[Ipote, BinMOBIIANBHICTE 32 A0OIp peCypCiB Ta BIPOBAKEHHS 3aXOA1B Oe3MeKn
4acTO 3aJIMIIAETBCS 32 OKPEMHUMH MEHEIKepaMu. 3BHYAWHOI0 MPAKTHKOIO €
npu3HadeHHs Ui koxHoro pecypcy CVYIb BrnacHuka, sSIKMil BHACHiOK I[bOTO CTa€

BIIMOBITAJILHUM 3a I10JieHHMH 3axuct pecypcy CVYIb.
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6.1.4 Ilpouec caHKUHiOHYBAaHHSI BHMKOPHCTAHHA 3ac00iB 00poOJieHHS

iHpopmaii

3axoau Oe3neKu

[Ipomiec  ympaBiiHHS  CAaHKIIOHYBaHHSIM  BHUKOPHCTaHHS HOBHUX  3ac00iB

o0po6uieHHs 1H(opMallii Tpeba BUSHAYUTH Ta BIIPOBAIUTH.

HacTtaHoBa 111010 BOpOBaKCHHS

Jlis mporiecy CaHKI[IOHYBaHHS TOBUHHI OyTH pO3IJIAHYTI HABEIEHI HMKYE
HACTaHOBH:

a) HOBI 3aco0M TIOBMHHI MaTH HAJIEKHY CaHKIII0 KEpIBHUITBA, sKa
NIATBEPIKYE iX LIl Ta BUKOpUCTaHHA. HeoOXiZHO TakoXX OTPUMATH CaHKIIIO BIJ
KEepIBHHMKA, BIAMOBIIAJIBHOIO 32 NIATPUMKY 1HQPAaCTpyKTypu O€3MeKH JOKaJIbHOI
iHbopMaIliitHOT CUCTEMM [JIsi TapaHTii TOro, IO BUKOHAHI BCl Ba)KJIMB1 TMOJITUKH
Oe3IIeKH Ta BUMOTH;

b) Tam, Ae 1e HeoOXiHO, MOBUHHI OYTH TEpeBipeH1 amapaTHi 3aco0u Ta
nporpamMHe 3a0e3NedeHHs], 00 rapaHTyBaTH iX CYMICHICTb 3 IHIIMMH KOMIOHEHTaMU
CUCTEMU;

C) BUKOPHUCTaHHS MEPCOHAIBHUX YM NMPHUBATHUX 3ac001B 00poOkM iH(opMaIlii,
HaAMpUKIaa, MOPTaTUBHUX, JOMAIIHIX a00 KHUIIEHbKOBUX MPUCTPOIB, AJIi OOpOOKH
Oi3Hec-iH(popMallli MOKe CHPUYMHUTH HOBI BpAa3JIMBOCTI, TOMY IOBHUHHI OyTH

imenTru(diKoBaHi i1 3ampoBaKEH1 HEOOX1HI 3aX0/I1 OE3MEKH.

JlomoBHeHHsI
banku wmaroTh OpUIUIATH OCOOJIMBY yBary NUTaHHSAM I1HQoOpMauiiiHOl Oe3neku mnpu
BUKOPHUCTAaHHI HOBITHIX I1H(OpPMAIIHHUX TEXHOJOTI BIJIAJICHOTO JOCTYNMy J0 OaHKIBCHKOT

iHopMallii, HanpuKIIal, pecypcu Mepexi [HTepHer, 6e3apoToBUIA 3B’ A30K TOLIO).

6.1.5 Yroau moao koH@pineHuiinHocTi

3axoau Oe3neKu

Bumorn mono koH]igeHIIHHOCTI a00 yYroaw WI0J0 HEPO3TOJIONIEHHS, K1
BIIOOpaXyloTh MOTpeOU opranizauii y 3axucti 1Hdopmarllii, MOBUHHI OyTH

i1eHTH(]IKOBaH1 Ta MIJUIATAI0Th PETYJISIPHOMY TIeperIsiy.
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HacTtaHoBa 111010 BOpOBaKCHHS

Yroau moao KOHQIASHIIHHOCTI a00 HEPO3TOJIOUIEHHS MOBHHHI ypaXxOBYBaTH
BUMOT'M 3aXHUCTYy KOH(ineHIiiHOI iHQopMallii 3 BUKOPUCTAHHSIM ICHYIOUMX MPABOBUX
HopMm. Jlns imeHTtudikamii BUMOT J0 yroja 1ojao KoH]igeHIiiHOCTI abo
HEPO3TOJIOUIEHHS TpeOa PO3TIIIHYTH HaBEEH1 HUKYE €JIEMEHTH:

a) BU3HaueHHs 1H(QopMallii, ska TOBMHHA OyTH 3axulleHa (HaNpUKIAI,

KoH(piaeH IIiHa 1HDOopMaIllis);

JlomoBHeHHsI
baHku MaroTh 4YITKO BU3HAYUTH B yrojax Mepeiik BimomocTted 3 rpudom «OaHKIBChbKa
TaEMHUIA» Ta 1HpopMalli 3 IHIUMH TpudaMu KOHDIAEHIIIHOCTI B pa3l HEOOXIAHOCTI (HampuUKIIa,

KOMepIIiiiHa TAEMHHMIIS, TIEPCOHATBHI JIaH1 KITIEHTIB TOIIIO).

b) ouikyBaHa TPUBAJIICTh YTOAH, BKIIOUAOYM BUIAJIKH, KOJU KOHDIICHIIIHICTh
MOBUHHA MIATPUMYBATHCS HEOOMEKEHO;

C) HeoOXiIHI Jii miciisg NPUIUHEHHS YTO/Iu;

d) BimmoBimaJbHOCTI Ta il CTOpPiH, IO MIANUCAIA Yroay, IJis 3aroOiraHHs
HECaHKIIIOHOBAHOMY PO3TroJIONIeHHIO 1H(opMalii (TUMy ,,He0O0X1THO 3HATH);

€) IpaBo BJIACHOCTI Ha 1H(OPMAIlil0, CEKPETH BUPOOHUIITBA Ta THTEIEKTYyaJIbHA
BJIACHICTb 1 SIK BOHM CITIBBITHOCSITHCS 3 3aXMCTOM KOH(ieHII1iHOT iHpopMallii;

f) no3Bosene BUKOpHUCTaHHS KOH(D1IEHIIHHOT iHpOpMAaIlii 1 MpaBa CTOPOHH, SKA
nifnucan€a yroay, KOpucTyBaTUcs 1H(OpPMaIIETO;

g) IpaBO ayAMTYy 1 MOHITOPUHTY MISIIBHOCTI, TMOB’s3aHOI 3 KOH(IAEHIIHHOIO
iHbOopMaIIi€ro;

h) mpouec  crnoBimieHHs ~Ta  3BITYBaHHS  IIOJO  HECAHKIIOHOBAHOTO
po3roJjioieHHs ado nopyueHb KoHdieHiiitHoi iHpopMmalii;

1) TEpMiHM MOBEpHEHHA a00 pylHHyBaHHA 1HGOpMAIIii y pa3i IPUIIMHEHHS YTOJU;
Ta

j) OUIKyBaHi A1, IKUX Tpeba BKUTH y pa3i MOPYUICHHS YTOAH.

Buxonsun 3 BuMOr Oe3meku opraHizaiii, MOXe BHUHHUKHYTU HEOOXIIHICTb

BKJIIOYATH B Yroay WI0J0 KOH(MIACHIIIHHOCTI ab0 HEPO3TOJIOMICHHS TAaKOX IHIII

CIICMCHTHU.
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VYroau moa0 KoH(MIACHIIIHHOCTI Ta HEPO3TOJIOMICHHS TOBUHHI BIJIMOBIIATH yCIM
ICHYIOUUM 3aKOHAM Ta HOpMaM JUIsl IOPUCIMKINI, 16 BOHU BUKOPHUCTOBYIOTHCS, (IUB.
takox 15.1.1).

Bumorn no yrog moao KOH(DIAEHIIHHOCTI Ta HEPO3TOJIONICHHS IMOBUHHI

nepersiAaTUCh IePIOANYHO, 1 Y BUMTAIKAX 3MiH, SIK1 BIUIMBAIOTh HA 111 BUMOTH.

JlonaTrkoBa iHMGOpMaILis

Yroau mon0 KOH(IICHIIIHHOCTI Ta HEPO3TOJIONICHHS 3aXMINATh 1H(OpMaIIiio
opraHizaiii Ta iIHQPOPMYIOTh CTOPOHH, AKI MIAMUCATN YTOJH, PO iX BiANOBIAAIBHICTD
II0JI0 3aXUCTY, BUKOPUCTAHHS Ta PO3TOJIOLIEHHS 1HQOpMaLii JUIe y BIAMOBIIATBHUN
Ta CaHKIIIOHOBAaHUM CIOCI0.

B opranizamnii Moke BHHHUKHYTH HEOOXIHICTb BUKOPHUCTOBYBATH pi3HI (popmu

yro 0/10 KOH(1ACHIIHHOCTI Ta HEPO3TOJIOMICHHS 3a PI3HUX 00OCTaBHUH.
6.1.6 KoHTaKTH 3 NOBHOBAKHUMHU OPraHAMH

3axoau Oe3neKu

HeoOxigHo migTpUMyBaTH HaJIeKHI KOHTAKTH 3 BIANOBIIHUMH MOBHOBaXHUMH

opraHamu.

HacTtaHoBa 111010 BOpOBaKCHHS

B opranizanii noBuHH1 OyTH HasgBHI MPOLIEAYPHU, SKI BU3HAYAIOTb, KOJIH 1 3 IKUMHU
MOBHOBRXHUMHU OpraHaMu (HampuKIaJ, OpraHaMu 3a0e3MeueHHs IPaBOMOPSIAKY,
MOKEKHOT OXOPOHU, HAIJISAOBUMHU OpraHamMu) TpeOa KOHTAaKTYBAaTH 1 SIK CBOEYACHO
3BITYBAaTH MpO 1AeHTU(IKOBaH1 IHUUAEHTH 1H(OPMAIIHOT O€3MeKH, SKII0 OYIKYEThCS,

10 UM MOXYTb OyTH MOPYIIEHI 3aKOHH.

JlonmoBHeHHSsI

banku wmatote crnosimatu HarionanpHuit 6aHk YKpaiHM npo 11eHTU(IKOBaHI IHUHUJIECHTH
1H(pOopMaIlitHOT Oe31eKH, K1 MAIOTh BIUIMB YU MOTEHI[IHHO MOXYTh MAaTH BIUTUB Ha IMUIATDKHI CUCTEMH
0aHKiB, 3 METOI0 HOPMATHMBHOTO BU3HAYEHHS JOJATKOBHX BHUMOT JUIsl 3amOOIraHHS CTBOPEHHSI YMOB

BUHUKHEHHS IHUUJCHTIB IHPOpMaLiiiHOT O€311eKU B TIOJAJIBILIOMY.

Opranizaiii, Ha $Ky 3aiiicHeHMM Hamag 3 [HTepHeTy, MOXyTh 3HAIOOUTHCH
30BHIIIHI ~ TpeTi CcTOpoHM (Hampukiajd, IHTepHeT-mpoBaiizep abo omepaTop

TEJIEKOMYHIKaIlii) i1 BAKOHAHHS 1 IPOTH JKEpesa Hamamy.
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JlomoBHeHHsI
banku MaroTh CHOBILIATH MPABOOXOPOHHI OpraHu YKpaiHu Npo IAeHTU(IKOBaHI CIpoOH
1axXpaicTB 3 EJNEKTPOHHUMM IUIATDKHUMM JIOKYMEHTAMHM, SIKi MPHU3BENM 10 3HAYHUX (DIHAHCOBUX

BTpar.

JlonaTrkoBa iHMGoOpMaIlis

[linTpuMyBaHHS TaKMX KOHTAKTIB MOXXEe OYTH BUMOTOI0 IIOAO MIATPUMKH
yIpaBiliHHS HIUAEHTOM 1HpopMaiiiiHoi 6e3neku (Po3nin 13.2) abo Ge3nepepBHOCTI
Oi3Hecy Ta mpoliecy IUIaHyBaHHS i B Haa3BUuyaHux cutyauisx (Pozgin 14).
KoHTakTi 3 peryisTUBHHUMH OpPTaHaMH TaKOX € KOPUCHUMH i INepeAdaueHHs Ta
NIATOTOBKM [0 HACTYMHUX 3MIH [0 3aKOHIB Ta HOPMAaTHUBIB, SKUX IOBHHHA
JoTpuMyBaTucs opranizamis. KoOHTakTM 3 IHIIMMH TOBHOBAXHMMH OpraHamMu
CTOCYIOTbCSI MIINPUEMCTB KOMYHAJIBHOTO OOCIYrOBYBAaHHs, aBapiiiHMX cHUTyallid, a
TaKOXX 3JI0POB’sl Ta OE3MEKH, HAMPUKIAJ, BIAJIUIIB IMOXKEKHOI OXOpOHU (Y 3B SI3KYy 3
Oe3nepepBHICTIO O13HECY), ONepaToOpiB TeIEKOMYHIKAIH (y 3B’ 3Ky 3 MapIIPyTH3AIIIEI0
Ta JOCTYNHICTIO JIiHIM), MOcTayadbHUKIB BOIU (Y 3B’SA3KY 3 OXOJOJKYBaJbHUMU

3aco0amMu 00CITyTOBYBaHHS 00JIaIHAHHS).
6.1.7 KontakTu 3 rpynamMu (paxiBuiB 3 NeBHOI NP00JIeMATHKH

3axoau Oe3neKu

HeoOxigHo miaTpuMyBaTH HajeXkHI KOHTaKTW 3 Tpynamu (axiBIiB 3 TNEBHOI
npobnemaTukd abo iHmMMHU ¢GopyMamu GaxiBUiB 3 Oe3neku 4u npodeciitHuMU

00’ € THAaHHAMMU.

HacTtaHoBa 111010 BOpOBaXKCHHS

UneHnctBo y rpynax (axiBiiB 3 meBHOI mpoOiemMaTuku abo ¢opymax MOBHHHO
PO3IJIAIATUCKH SIK 3aC10 JIJIs:
a) BIOCKOHAJICHHS 3HaHb WIOJ0 HaWKpalIuxX MNPakTUK Ta MOIH(OPMOBAHOCTI
I10/10 BA)XKJIMBOI Ta HalicydacHimoi iHdopmallii 3 O6e3MeKy;
b) 3abe3nedyeHHs TOro, mo po3yMiHHS 1HQOpPMaLIHHOI OE3MeKH € Cy4acCHUM Ta
MIOBHHM,;

C) OTPHUMAHHA paHHiX MMONICPCIKCHDb 13 34aCTCPCIKCHHAMMU, HOBiI[OMJ'IeHHSIMI/I Ipo
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HeOe3MneKy, Ta KOJIB OMNEepaTHBHOIO BUMpaBieHHs (patches), siki CTOCYIOThCS aTak 1
BpA3JIMBOCTEM;
d) omepskaHHs AOCTYIy 0 peKoMeHAaIii (axiBiliB 3 iHPopMaIiiHOT OE3MeKH;
€) CHUIBHOI'O0 KOPUCTYBaHHS Ta OOMiHY 1H(QOpPMAIII€I0 MO0 HOBUX TEXHOJIOT1H,

MPOJYKTIB, 3arpo3 a00 Bpa3IUBOCTEH;

JlomoBHeHHSsI
KepiBHuurBo OaHkiB Mae 3a0e3neyuTH ydacTh (QaxiBLiB 3 1H(pOpMaliiHOT Oe3neku y
BIINOBIAHUX KOH(EPEHLIAX, CeMIHapax TOLIO Ul MIABUIIEHHS piBHS iX KBaji(ikallii Ta 3HalloMcTBa 3

TEHJCHIIISIMU PO3BUTKY 1HPOPMaLIHHUX TEXHOJIOTIH 1 3aXUCTy 1HpopMaIlii.

f) 3abe3meueHHs MOXIMBOCTI OOTOBOPEHHS Mif 4Yac poOOTH 3 IHUUJIECHTAMU

iHpopmarliitHoi O0e3neku (AuB. Takox 13.2.1).

JlonaTrkoBa iHMGoOpMaIlis

JlJisi BIIOCKOHAJIEHHS CIIBMpalll Ta KOOPAMHALII y MUTAaHHAX O€3MEeKH MOXKYTh
yKJIaJaTUCS YTOQU 100 CHUIBHOTO BUKOpUCTaHHS 1H(popmalii. Taki yroau moBUHHI

1IGHTU(IKYBaTH BUMOTH IIOJ0 3aXUCTY KOH(P1EHI1IHOT iHPopMallii.
6.1.8 Hezasne:xxnmii neperysia inpopmaniiinoi 0e3nexku

3axoau Oe3neKu

[linxin opranizamii g0 ynOpaBiaiHHA 1HGoOpMaliiiHOO Oe3nekor Ta il
BNPOBaXKEHHS (TOOTO, I 3aX0/1B O€3MeKH, 3aX0au O€3MeKH, MOJITUKU, TTPOIIECH
Ta npoueaypu iHQopmaniiiHoi Oe3Mmeku) MIIJIATraloTh HE3aleKHOMY MEeperisiay B

3aIIaHOBaH1 TEPMIHM 200 3a BUHUKHEHHS 3HAYHUX 3MIH y BIPOBAXKEHI1H Oe3neni.

HacTtaHoBa 111010 BOpOBaKCHHS

Hesanexxnuit  mepersisi; TMOBHHEH  IHIIIIOBATUCS  KEPIBHUITBOM. Takuid
HE3AJICKHUN Teperyisii HEoOXITHUU JJisd 3a0e3ledeHHs] MOJabINol MPUIATHOCTI,
aJIeKBaTHOCT1 Ta €(EeKTUBHOCTI MIAXOAY OpraHizauii 10 ympaBiiHHSA 1HQOpPMaLIHOO
oesnekoto. [lepersisan MOBMHEH OXOIUTIOBATH OIIHKY MOXJTMBOCTEH BJOCKOHAJICHHS Ta
HEOOXITHOCT1 3MIH Yy MIAXO0M1 A0 O€3MeKH, BKIIOYAIOUM TOJITHKY Ta LUl 3aXO0iB
Oe3IeKHu.

Takuit neperisig  IMOBHMHCH  BHUKOHYBATHCA OCO6aMI/I, HE3aJIC)KHUMU BiI[
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nepersiAyBaHoi  00acTi, HaNpUKIajJ, BHYTPIMIHIM  ayJuTOPOM, HE3aJICKHUM
KEpIBHULITBOM a00 OpraHizalfi€l0o TPEeThOi CTOPOHH, SKa CIELIaTI3yEThCA Ha TaKHX
nepersigax. OcoOu, siKi 3AIMCHIOIOTH TaKUM TEpersisll, MOBUHHI MaTdh BIAMOBIIHI

HABUYKHU Ta JTOCBIJ.

JlomoBHeHHSsI

B pa3i BigcyTHOCTI B OaHKY HE3aJ€KHOIO MiIPO3AUTY ayauTy 1HQOpMAaIIiiHUX TEXHOJIOTIH,
HE3aJeKHUM ayIuT T[OBHHEH BHUKOHYBATHCS OpraHizali€lo TpeTboi crtopoHu. [limpo3zain
iHpopMaLiiiHOT Oe3neKkn MOKe€ B TakOMy pa3li BHUKOHYBaTH TUIBKM KOHTPOJIb BUKOHAHHSA

npaiiBHUKaMu OaHKY yciX BUMOT 3 iH(opmaliiiHoi 6e3neKu.

Pe3ynpTaT HE3aJIe)KHOTO MEperisiny MOBHHHI PEECTPYBATUCS Ta 3BITYBaTHCS
KEepIBHUIITBY, fAKe IHIMIIOBano mnepernsf. LI 3amucu mnoBuHHI 30epiratvcs Ta
HIATPUMYBATHCS.

SIkuro He3aneXHUI Neperyisi] BUSBUB, 110 MiAXiJ OopraHizalii Ta BIPOBAKEHHS
yIpaBiliHH 1HQOPMaALIMHOIO 0E3MEeK0I0 € HealeKBaTHUM ab0 HEBIJMOBIIHUM HaIpsiMy
iHopMarliitHoi 6e3MeKu, BCTAHOBIEHOMY B JOKYMEHTI IIOJ0 MOJITHKU 1HGOpMALIiHOT

oe3mneku (quB. 5.1.1), KEpIBHULITBO MOBUHHE PO3IIISIHYTH KOPUTYBaJIbHI 3aXO0/H.

JlonaTrkoBa iHMGoOpMaIlis

OO6nacTp, sika MiAJATaeE PETrySIpHOMY MEperisay KepiBHUITBOM (auB. 15.2.1),
MOXKE TakoX OYyTH MeperyisiHyTa He3aldekHo. MeToau meperjsiy MOXKYTh BKIIOYATH
ONMUTYBAaHHS KEPIBHUIITBA, IMEPEBIPKY 3alUCIB a00 Meperisa JOKYMEHTIB MOJITUKH
6e3mneku. KoprucHi HACTAaHOBH 11100 MPOBEJICHHS HE3aJIEKHOI0 MEPErisiny, BKIIOYa0uu
pPO3pOOJICHHSI Ta BIPOBAKEHHS MPOrpaMH IMEperisiny, MOKHA Takoxk 3HauTu y [15].
[Mynkr 15.3 BuU3Hauae BaXxJIMBI 3aX0AM OE€3MEKM  HE3aJNeNKHOTOo  MEeperyisany
1HpOpMAaIIITHUX CUCTEM, IIO 3HAXOJATHCS B €KCIUTyaTallli, 1 BUKOPUCTaHHS MEXaHI3MIB

CUCTEMHOIO ayJuTy.

6.2 30BHILIHI cTOPOHHM

Hine: IlintpumyBanHs Oe3nexku i1HQopmanii opradizamii Ta i 3aco0iB
0o0po6nenHs iHdopmalii, 10 AKUX MAIOTh OCTYI, OOPOOJISAIOTh, IKUMH YIPABISIOThH
a00 3 IKUMU MIATPUMYIOTh 3B’ SI30K 30BHIIIHI CTOPOHH.

besnieka iHdopmarii 1 3acobiB  00poOneHHs iH(oOpMarllli, sAKI HaJeKaTb
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opraHizailii, He MOBMHHA 3HIKYBATHCh Yepe3 BBEACHHS B CKCILTyaTallif0 MPOIYKTIB a0o
MOCITYT 30BHIIIHBOI CTOPOHHU.

Bynp-sxuii qoctyn mo 3aco0iB 0OpoOsieHHs i1H(opmaIllli oprasizaiii, a TaKOX
o0poOneHHsT Ta mepedaBaHHS 1HQpopMalii 30BHIIIHIM CTOPOHAM TOBUHHI OyTH
KOHTPOJIbOBAHUMH.

Sxuro € 013Hec-nmoTpeda B poOOTI 13 30BHINIHIMU CTOPOHAMHU, SIKa MOKE BUMAaratu
noctymy 1o iHdopmarliii abo 3aco0iB oOpoOsieHHs iH(opwMmarlii opraxizaiii, abo B
OTPUMAaHHI BijJl 30BHIIIHBOI CTOPOHM YW HAJaHHI 1 MPOJIYKTY Ta TMOCIYTH, MOBHHHA
BUKOHYBATHCh OIliIHKa PH3WKY JJs BHU3HAUEHHS BUMOT MIOJ0 3aXOMiB O€3MeKu Ta
HACIIJKIB 1010 Oe3neku. 3axoau Oe3neKkH MOBUHHI OyTH MOTOKEHI Ta BU3HAYEHI B

yrojii 13 30BHIIIHBOI0 CTOPOHOIO.

6.2.1 InenaTudikaniss pu3uKiB, MOB’A3aAHUX i3 30BHIIIHIMH CTOPOHAMHU
9

3axoau Oe3neKu

Pusuku Oi3Hec-mporeciB, a0 SKUX 3allydeHl 30BHINIHI CTOPOHH, JJis
iH(dopmanii opraHnizauii Ta 3aco0iB ii 0OpoOJeHHS MOBUHHI OyTH 11eHTU(IKOBaHI 1

710 HaJIaHHS JIOCTYNMY MOBUHHI OYTH BIOPOBAXKEH1 HAJIC)KH1 3aX0U O€3MEKH.

HacTtaHoBa 111010 BOpOBaKCHHS

Tam, ne HeOOXiIHO JO03BOJUTH JOCTYI 3OBHIIIHIA CTOpPOHI JO0 3aco0iB
o0pobsienHs iHdopmarllii abo iHpopmarlii opraHizailii, TOBUHHAa BUKOHYBAaTUCS OIlIHKA
pu3HUKy (AuB. Takox po3aun 4) mig igeHTudikaimii Oyab-SKHMX BHUMOTI J0 TEBHUX
3axoniB Oe3neku. [nenTudikaliisi pu3HKiB, AKi CTOCYIOTbCS JOCTYITY 30BHILIHIX CTOPIH,
MOBUHHA OpaTH 10 yBaru HI>KUYEHABEICH1 MUTAHHS:

a) 3acobu o0poOneHHs iHGOpMaIlii, TOCTyny A0 SAKUX TOTpeOye 30BHIIIHSA
CTOpOHa;
b) BUI mocTymy, sIKMW 30BHILIHS CTOPOHA Oyne MaTu 110 iH(opmarlii Ta 3aco0iB
0o0pobieHHs 1H(OpMaIlii, HATPUKIIAT:
1) ¢i3uunmit goctymn, Hampukian, 10 OQICiB, KOMIT IOTEPHMX KIMHAT,
KapTOTEK;

2) JNOTIYHUHM JOCTYI, HANMpUKIad, A0 0a3 NaHuX, 1HGOPMAIIHHUX CUCTEM
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oprasizartii;
3) HagBHICTH 3B 3Ky MDK MeEpexkel opraHizamii Ta Mepexero(amn)
30BHIIIHBOT CTOPOHHU, HAMIPUKIIA, MOCTIMHUN 3B’ 30K, BiJaJICHUN TOCTYTI;
4) 4u 3MIACHIOETHCS AOCTYN B OpraHizalii yu mo3a ii Mexamu;

C) LIHHICTh Ta KOH(IACHIINHICTH 3alydeHoi 1Hpopmarllii Ta i KpUTHUHICTh IS
¢byHKUIOHYBaHHS O13HECY;

d) 3axoau 6e3neku, HEOOXIAHI IS 3aXUCTY 1H(OpMaIllli, IKy HE MPU3HAYEHO IS
JOCTYITY 30BHIIIHIX CTOPIH;

€) MepcoHaJl 30BHIIIHBOI CTOPOHH, 3alydeHUH A0 0O0poOJieHHd iHpopmarlii
oprasizartii;

f) ax opranizalis yu TEpCOHAJ, JIOCTYN SKUX CAHKI[IOHOBAaHO, MOXYTb OyTH
1IeHTU(IKOBaH1, CaHKIIA Bepu(dikoBaHa, 1 AK YacTO Ie¢ MNOTpedye MOBTOPHOIO
M1ATBEPIKEHHS,

g) pi3HI 3acobu Ta 3axoau O€3MeKH, SIKI BUKOPHCTOBYIOTHCS 30BHIIIHBOIO
CTOpOHOIO TiJ Yac 30epiraHHs, OOpOOJICHHS, JOBEACHHS JO BiOMa, CIUIBHOTO
BUKOPHUCTaHHS Ta 0OMiHY iH(OpMaIii;

h) BIUIMB BiICYTHOCTI JIOCTYIYy 3a MOTPEOOIO 30BHIIIHHOI CTOPOHU, 1 BBEJCHHS
YU OJIep>KaHHS 30BHIIIHBOIO CTOPOHOIO HETOYHOI a00 HEJAOCTOBIPHOT IHPOpMAIii;

1) TpakTUKa 1 IpoleaypH MOBOKCHHS 3 IHIIUACHTAMU 1HPOpMAIlIHHOT Oe3MeKH
Ta MOTCHI[IMHUMHU YIIKOJKEHHSMH, & TAKOX TEPMIHM Ta YMOBHU BIIIHOBJIEHHS JOCTYIY
30BHIIIHBOT CTOPOHU Y BUIMAJIKY IHIIMACHTY 1H(GOpMaIliiiHOT Oe3NeKu;

j) TpaBoOBi Ta HOPMATHBHI BUMOTH, 1HIII1 KOHTPAKTHI 3000B’A3aHHS BaXKJIUB1 IS
30BHIIIHBOT CTOPOHHU, SIK1 Tpeba B3ATH JI0 yBaru;

k) sk MOXyTh BIUIMHYTH BIANOBIAHI 3aXOAW Ha IHTEpeCH OyAb-sIKUX IHIIUX
3allIKaBJIEHUX CTOPIH.

JlocTyn 30BHILIHIX CTOPiH A0 iH(OpMalii opraHizaiii He MOBHUHEH HaJaBaTUCS
JIOKM HE BIIPOBAKEH1 BIJTOBIJIHI 3aX0Au Oe3MeKH Ta, A€ 1€ MOXKJIWBO, HE MIAMUCAHO
KOHTPAKT, KU BHU3HA4Ya€ TEPMIHM Ta YMOBHU MIJKIIOYEHHS ab0 NOCTymy Ta poOodi
3axonu. Sk mpaBWiIO, BCl BUMOTH O€3MEKH, SKi € HAcHiIKOM poOOTH 3 30BHINIHIMHU

CTOpOHAMH ab0 BHYTPIIIHIMH 3aX0/laMU O€3MeKu, TOBUHHI OYTH B110OpakeH1 B yro/i 13
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30BHIIIHBOIO CTOPOHOIO (IUB. Takoxk 6.2.2 Ta 6.2.3).

[ToBuHHO OYyTH rapaHTOBAaHO, IO 30BHIIIHSA CTOPOHA MOIH(GOPMOBAHA IIOA0 CBOiX
3000B’s3aHb 1 MpuUiMae OOOB’SA3KM Ta BIAMOBIAAIBHICTh, IOB’SI3aHI 3 JOCTYIIOM,
00poOJeHHAM, TOBEACHHSIM 70 BiioMa a0o0 yNpaBiiHHAM 1H(pOpMAIli€l0 opraHizaiii Ta

3acobamu 00poOeHHs iHdopMaIrii.

JlomoBHeHHSsI

[lin vac BUKOHAHHS POOIT 13 30BHIIHIMH CTOpOHAaMHM OaHKM MOBHMHHI BIEBHUTHCS, IO
MpaliBHUKN 30BHIINIHBOI CTOPOHH, SIKI O€3MocepeHbO BUKOHYIOTH [ii 3a BHU3HAYEHOIO YIOJIOI0,
0o0I3HaH1 B NUTaHHAX O€3NeKu MOBOJKEHHS 3 1HpopMaliero OaHKy, /10 SKOi BOHHM MOXYTb MAaTH

JOCTYII.

JlonaTtkoBa iHMGoOpMaIlis

Inpopmaniss moxe OyTd migJaHa pPU3MKY 30BHIIIHIMH ~ CTOpPOHAMHU 3
HEBIJIMOBIHUM YIpaBIiHHAM Oe3nekoro. Jljis aaMiHICTpYBaHHS JOCTYMY 30BHIIIHBOT
CTOPOHHM J10 3aco0iB 00poOseHHs iHGopMalii MOBMHHI OyTH 1IEHTH(IKOBAaHI Ta
3acTocoBaHi 3axoau Oe3neku. Hampukiaz, sKmo € meBHa motpeda KOHIIEHIIHHOCTI
1HopMaIlii, MOKYyTh OYTH BUKOPUCTAH1 YTOAM 1100 HEPO3TOJIOIIEHHS.

Opranizaiiii MOXXYyTh HapaxaTHUCS Ha PU3UKH, MOB’s3aH1 3 MbKOpraHizaliiHUMU
npolecaMM, YIpaBIiHHAM Ta 3B A3KaMM, SIKII0O Ma€ MICHE BHCOKHH CTYIiHb
ayTCOPCUHTY a00 SIKIIO 3aJTy4€HO JIeKUIbKa 30BHIIIHIX CTOPIH.

3axomu Oe3nekn 6.2.2 Ta 6.2.3 CTOCYIOThCS PI3HMX YroJl 13 3O0BHINIHIMHU
CTOPOHAMM, HAMPUKJIIAJ, BKIIOUAIOYUHN:

a) TOCTayaJIbHUKIB MOCIYT, TaKuX sIK [HTepHeT-mpoBaiiiepu, mocrayaibHUKU
MEpEXKEBUX MOCIYT, Tee(HOHHUX MOCTYT, MOCIYT 00CIYyTrOBYBaHHS Ta MiATPUMKH;

b) mocnyr O6e3neku, SKUMU yIpaBisioTh;

C) KIIEHTIB,;

d) ayrcopcunr 3aco6iB 1/abo ¢dyHkIii, Hanpukiaa, IT cucrem, mociayr 300py
naHuX, QyHKIIM HeHTpy TeneoHHOro 00CIyroByBaHHs;

€) KOHCYJIbTAHTIB 3 yNpaBJliHHA Ta O13HECY, ayIUTOPIB;

f) po3poOHMKIB Ta MOCTa4YabHUKIB, HATPUKIIA, MPOTPAMHOT0 3a0€3MeUYeHHS Ta

IT cucrewm;
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g) ToCIyr 3 MNpUOWpaHHS, XapuyBaHHS Ta IHIIUX AayTCOPCHHTOBUX IMOCITYT
MIITPUMKH;

h) TuMuacoBuil TiepcoHas, MPaAlIOIOYUX CTYJAEHTIB Ta IHIIUX THUMYaCOBHUX
KOPOTKOCTPOKOBUX TPaIliBHUKIB.

Taki yrogu MOXKYyTh JONMOMOITH 3HU3UTHU PHU3MKH, TOB’s3aHI 13 30BHINIHIMH

CTOPOHAMH.
6.2.2 BpaxyBanHs 0e3leKH i 4ac po0OTH 3 KJIi€HTaAMH

3axoau Oe3neKn

[lepmr HiK HajgaBaTH Kii€eHTaM Joctyn a0 iHdopmanii abo pecypcie CYIb

oprasizailii, ToBUHH1 OyTH BpaxoBaHI BCI1 1IECHTU(PIKOBaH1 BUMOTH O€3MEKH.

HacTtaHoBa 111010 BOpOBaKCHHS

1106 BpaxyBaTu noTpedu Oe3MeKu 10 HaJaHHs KIIEHTaM JOCTYIY 10 Oyab-sKUX
pecypciB CVYIb opranizamnii, moBuUHHI OyTH pO3IJISHYTI HaBEAEHI HMXKYE YMOBU
(3a71€3KHO Bi THMY Ta CTYIEHS HaJaHOIrO JOCTYNY MOXYTh 3aCTOCOBYBATHCS HE BCI 3
HUX):

a) 3axuct pecypcy CVYIb, Bxitouarouu:
1) mpouenypu 3axucty pecypciB CYIb opranizariii, Bkiatouarouu iHpopMmaiiiro
1 mporpaMHe 3a0e3ne4YeHHs], Ta YIPaBIiHHS BIIOMUMU BPa3IUBOCTIMU;
2) nponeypu, SKi BHU3HAYAIOTh, Y Majia Miclle Oylb-sika KOMITpOMETallis
pecypciB CVYIb, Hanpukiiana, BTpara abo Moaudikaliis 1aHUX;

3) HUTICHICTD;

JlomoBHeHHsI
VYci nnaTikHI JOKYMEHTH KJIIEHTIB, iK1 (OPMYIOTBCS 3a JOMOMOTOI0 CHUCTEM JUCTAHLIHHOTO
00CIyroByBaHHs KIII€HTIB [OBUHHI OYTH MiJNUCAHUMHU €JIEKTPOHHUM IHPPOBUM MIANHCOM

BIJIMTOBITHO IO HOPMATUBHO-TIPABOBUX akTiB HamionanbsHoTrOo OaHKy YKpaiHu.

4) oOMeXeHHS 11010 KOIIIOBaHHS Ta pO3roJIONIeHHs 1HGOopMAaIlii;
b) omuc npoaykiii abo MOCIYTH, SIKi TOBUHHI Ha/1aBaTUCS,
C) pI3HI IPUYMUHU, BUMOTH Ta MEpPEBaru MO0 JIOCTYIY KIIE€HTA;
d) mosiTHKa KOHTPOJIIO IOCTYITY, SIKa BKIIIOYAE:
1) no3BoIeHT METOAM MAOCTYINYy, a TaKOX KOHTPOJb Ta BHKOPHUCTAHHS
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YHIKaJbHUX 1JIeHTU(]iKaTOpiB, Takux gk ID (imeHTudikaTop) KOprcTyBaya

Ta MapoJIi;

JlomoBHeHHsI

banku MarOTh YITKO BHU3HAYHMTH JI03BOJIEHI METOIM JOCTYNY KIIEHTIB JJIs iX BiIJAJICHOTO
o0ciyroByBaHHs. PekoMeHyeTbcs BUKOPUCTOBYBATH MPOLEAYPY B3a€EMHOI CYyBOPOi aBTEHTH(IKaLlii
KIIIEHTIB 3 BHUKOPHUCTAHHSM KpuNTorpapiuHux KiIo4iB. B pa3i BUKOpUCTaHHS Ui JOCTYIY
i1eHTudikaTopa Ta MapoJi0 MOBUHHI OyTH mnepeadadeHi KOHTPOJII CKIAJHOCTI MapoJiiB, JOBKHHA
napoJjiB NOBMHHA OyTH HEe MeHlle 6 CMMBOJIB, NOBMHHA OyTu mependadeHa HEOOXIIHICTh 3aMIHU
MapoJjro, SKUM HaJdaHWW aJMIHICTPAaTOPOM CHUCTEMH, IPHU NEPUIOMY BXOJ1 KIII€EHTa JO CUCTEMH Ha

BJIACHUII MapoJib, IKUK HE Oyzie BIIOMUM aIMIHICTPATOPY CUCTEMHU.

2) IIporec caHKLIOHYBaHHS JOCTYITY Ta IOBHOBAKEHb KOPUCTYBAYa;

3) mOJNOXKEHHST MPO T€, L0 JIO3BOJEHUU TUIbKU O(DIMIIiHO 3aTBEpAKEHUI
CaHKIIIOHOBAaHUHN JOCTYII ;

4) nporienypy BIAKIMKAHHS TpaB JIOCTYNMy abo0 MepepuBaHHS 3B’S3KYy MIXK
CUCTEMaMU;

€) 3axX0Ju II0/J0 3BITYBAaHHSA, CIOBIIICHHS Ta PO3CIIAYyBaHHS 1H(POpPMaLIHHUX
HETOYHOCTEH (HAmpHuKiajZ, B MEepCOHANBbHIA M0OAATKOBIM 1H(OpMaIlii), 1HIUACHTIB
iHopMmaIliitHoi Oe3neKr Ta NopylIeHb O€3MEKH;

f) ommc KOXHOT MOCTYTH, KA MOBUHHA OyTH 3p00JIeHa JOCTYITHOO;

g) 3aJaHuil piIBEHb NOCIYT 1 HEPUNUHATHI PI1BHI MOCIYT;

h) mpaBo 3ailicHIOBaTM MOHITOPUHT Ta BIIMIHATH OYIb-SKY JISJIbHICTD
OB’ s13aHy 3 peCcypcamMu opraHizarlii;

1) BIIMOB1IH1 3000B’ 13aHHS OpraHi3allii Ta KJI1€HTa;

j) BIAMOBIJAIBHOCTI CTOCOBHO TMPAaBOBUX THUTaHb 1 SK 3a0e3MeuyeTbes
3aJI0BOJICHHSI TMPAaBOBUX BHUMOTI, HANpUKIIAJ, 3aKOHOJABCTBA WIOJI0 3aXHUCTy JaHUX,
0co0JMBO OepydH JI0 yBaru pizHi HAI[lIOHAIBHI MPABOB1 CUCTEMH, SKILO YTOJla OXOTUTIOE
CHIBIIPAIlIO 3 KIIEHTAMH B IHIIMX KpaiHax (AuB. Takox 15.1);

k) mpaBa inTenexTyanbHoi BiacHocTi ([PR) Ta mpu3HaueHHs1 aBTOPCHKOTO MpaBa

(muB. 15.1.2) 1 3axucT Oyap-sK01 CIbHOT poO0TH (qUB. Takox 6.1.5).

JlonaTrkoBa iHMGoOpMaIlis

Bumoru 6e3neku, moB’si3aHi 3 10CTynoM kiieHTiB 10 pecypciB CYIb opranizariii,
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MOXYTh 3HAYHO BIAPIZHATUCSA 3aJeKHO Bl 3aco0iB oOpoOsieHHs iH(opMmarlii Ta
iHpopMmarlii, 10 AKUX 3A1HCHIOBaTUMETbCA JocTyr. Lli BUMoru Oe3meku MOXKyTh OyTH
ypaxoBaHi 3 yrojax 3 KJIIEHTOM, SIKl MICTSTh yCi 11eHTU(IKOBaHI PU3UKH Ta BUMOTH

oesneku (auB. 6.2.1).

JlomoBHeHHSsI
banku maroTh YITKO BU3HAUWTHU yC1 BUMOTH IOJO BUKOHAHHS KIIEHTaMH 3aXOMIB 3aXHUCTY
iHGopMaLlli 1 BCTAHOBUTH BIANOBIIHI OOOB’S3KM Ta BIANOBIJAIBHOCTI B YroJi 3 KIIEHTOM Ha

JMCTaHLHE 00CTyroByBaHHS.

Yroau 3 30BHIMIHIMHA CTOPOHAMHU MOXYTh TaK0X CTOCYBaTHUCS IHIIMX CTOPIH.
VYroau, sKiI HaJalTh JOCTYI 30BHINIHIA CTOPOHI, MOBUHHI MICTHUTH JO3BUI Ha

MPU3HAYCHHS THITUX IPUUHATHUX CTOPIH 1 YMOBH X JOCTYITY Ta 3aJTy4EHHS.
6.2.3 BpaxyBaHHs 0e3l1eKH B yroaax 3 TPeTb0OK CTOPOHOI0

3axoau Oe3neKu

Yroau 3 TpeTIMH CTOPOHAMHU WIOAO JOCTYyIy, OOpoOJieHHs, nepenaBaHHs abo
ynpaBiliHH 1HQOpMalLi€lo opraHizaiii abo 3acobamu oOpobneHHs iHdopmaii, abo
1010 JO0JaBaHHS MPOJYKTIB YW MOCIYr 10 3aco0iB oOpobieHHs iHpopmarlii

MOBUHHI1 OXOIUIIOBATH yC1 BIJMOBIAHI BUMOTH O€3MEKH.

HacTtaHoBa 111010 BOpOBaKCHHS

VYroaa noBuHHA 3a0€3Me4yBaTH BiICYTHICTh HEMOPO3YMIHb MIX OpTaHi3alli€lo Ta
TPeThOI0 CcTOpoHOI0. OpraHizaimii MOBUHHI 3aJ0BOJIBHUTH CBOi IHTEpPECH WI0JI0
BIJIIIKOAYBaHHS 30UTKIB TPETHOIO CTOPOHOIO.

1106 3a10BOJILHUTH BU3HAUYEHI BUMOTH O€3IeKH, TpeOa pO3IIISIHYTH BHECEHHS J10
yroJi HaBeJIeHUX HUk4e yMoB (auB. 6.2.1):

a) TOJITUKH 1HPOpMaLiifHOT Oe3neKu;
b) onuc 3axonmiB Oe3neku i 3abe3nedyeHHs 3axucty pecypcie  CVYIb,
BKJIIOYAIOYH:
1) mpouenypu 3axucty pecypciB  CVYIb  opranizamii, BKIOYaIOUU
iH(dOopMallito, mporpaMHe 3a0e3nedeHHs Ta arapaTHi 3aco0u;
2) Oynb-siKi HeOOX1aH1 3acoOu Oe3MeKu Ta MeXaH13MH (HI3UYHOTO 3aXHCTY;
3) 3axomu Oe3meku Uil 3a0€3MEUEHHS  3aXHCTy B 3JIOBMHCHOTO
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nporpaMHoro 3abe3nedyeHHs (qus. 10.4.1);

4) mpouenypu Ui BU3HAUEHHS, YM Maja MICHE $Kach KOMIIpOMETAIlis
pecypcie CVYIb, nanpukian, BTpata abo Moaudikamis iHbopmarlii,
MIPOrpaMHOro 3a0e3MneyeHHs Ta anapaTHUX 3aco0i1B;

5) 3axonu 6e3rneku i 3a0e3neYeHHs MOBEPHEHHS YU 3HUIIEHHS 1HpopMarlii
ta pecypciB CYIb mo 3akiHueHHI ab0 B MOroJKEHUH MOMEHT Yacy
MPOTATOM JIii YyroJu;

6) KOH(IIEHIINHICTh, IUIICHICTh, JOCTYIHICTh Ta OyAb-sK1 1HIII BiAMOBIIHI
BiacTuBOCTI (nuB. 2.1.5) pecypciB CVYIb;

7) oOMexeHHs WIOJ0 KOMIIOBaHHS Ta pO3roJiolieHHs iHdopmalii Ta
BUKOPHUCTAHHS YTroJl [0A0 KoH}iaeHiiHOCTI (1uB. 6.1.5);

C) HAaBUAaHHS KOPHCTyBaya Ta aaMIHICTpaTopa W00 METOMAIB, MpPOLEIyp Ta
Oe3IeKH;

d) 3abe3neueHHs MOIH(GOPMOBAHOCTI KOpHCTyBaya WIOJ0 TpobieM  Ta
000B’sI3KiB 111010 1H(POpMaIlIHHOT Oe3NeKH;

€) YMOB II0JI0 TIepEMIIICHHs TIEPCOHAITY, 32 HEOOXITHOCTI;

f) BIAMOBIMAIBHOCTI CTOCOBHO 1HCTAMSAIII Ta MIATPUMKH amapaTHUX 3ac001B Ta
MPOrpaMHOro 3abe3MneyeHHs;

g) 4YITKO1 CTPYKTYpH 3BITYBaHHS Ta MOTO/KeHUX (OpMAaTiB 3BITYBaHHS;

h) 4iTKOTO Ta BUZHAYEHOTO MPOLIECY YNPABIIHHS 3MIHAMU;

1) TIOJIITUKH KOHTPOJIIO IOCTYITY, sIKa OXOTLIIOE:;

1) pi3HI NpUYMHU, BUMOTU Ta MepeBaru, siki poOJsTh AOCTYI TPETIX 0ci0
HEOOXITHUM;

2) N03BOJIEHI METOJAU JIOCTYIY, KOHTPOJIb Ta BUKOPUCTaHHS YHIKAJIbHHUX
i1eHTHdIKaTopiB, Takux sk ID kopucTyBaua Ta napodi;

3) mpoiiec CaHKIIOHYBaHHS JOCTYIy KOPUCTyBaya Ta MOBHOBAXKEHb;

4) BUMOry 1IIOAO MIATPUMKUA TEPeNiKy oci0, SIKUM HaJaHO IPaBO
BUKOPHUCTAHHS JIOCTYIHHUX MOCHYT, 1 sIK1 MpaBa Ta MOBHOBAXXEHHS LIUX OC10
CTOCOBHO TaKOTO BUKOPUCTAHHS;

5) moyioKeHHS Mpo Te, IO J03BOJEHUM TUIbKM OQILINHO 3aTBepIKEHUN
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CaHKIII0HOBAaHUHN JOCTYII ;
6) mpoilec BIIKJIMKaHHS MpaB AOCTyny abo NEpepuBaHHS 3B’S3KYy MIXK
CUCTEMaMU;

j)3aX0JiB IIOJA0 3BITYBaHHS, CIIOBIMIEHHS Ta PO3CIIAYBaHHSA 1HIUICHTIB
iHpopmartliiiHoi Oe3neku Ta TMOpylIeHb Oe3MeKd, a TaKoX MOpYIIeHb BUMOT,
BCTAHOBJICHUX B YTO/J1;

k) onucy mnponykry abo TMOCIyrd, SKi TOBMHHI HajJaBaTHCS, Ta OIMC
iHdopMallii, sika MOBUHHA OYTH JTOCTYITHOIO, pa3oM 3 ii kiacudikaiicro moa0 0e3nexu
(muB. 7.2.1);

1) 3amaHOro piBHS MOCIYTH 1 HEIPUHUHATHUX PIBHIB MOCIYTH;

m) BU3HAYEHHS KPUTEPIiB MPOJYKTUBHOCTI, SIKI MOKYTh OyTH Bepu(ikoBaHi, iX
MOHITOPHUHT Ta 3BITYBaHHS;

n) mpaBa 3[1MCHIOBATH MOHITOPUHI Ta BIAMIHATH OyIb-AKYy AISUIBHICTH, SIKa
crocyetbes pecypciB CYIb opranizartii;

0) TpaBa 3M1MCHIOBATH ayJUT BUKOHAHHS OOOB’S3KIB, BU3HAYEHUX B YTO/Il,
MaTu Takl ayJIWuTH, SIKI BUKOHYIOTHCS TPETHOIO CTOPOHOIO, Ta MepeiyyBaTH IpaBa
ayJIUTOPIB, 110 BIJMOBIIAIOTh 3aKOHOAABCTRY;

P) BCTAHOBJIEHHS MPOLIECY eCKalallii sl po3B’si3aHHA MPOOJIEeMU;

q) BUMOTH O€3MEPEPBHOCTI MOCIYTH, B TOMY YHUCHl 3aX0J1 IIOAO0 JOCTYITHOCTI
Ta HaJIIHHOCT1 BIAMIOBIHO A0 Oi13HEC-TIPIOPUTETIB OpraHizailii;

) BIAMOBIAHUX 3000B’s13aHb CTOPIH YTOJH;

S) 00OB’SI3KIB CTOCOBHO MPABOBUX MHUTAHB 1 CIIOCOOY 3a0€3MeUeHHs] BUKOHAHHS
MPaBOBUX BUMOT, HAMPUKIIAJ, 3aKOHOAABCTBA IIOJ0 3aXMUCTY JaHUX, OCOOJIUBO Oepyyu
JI0 yBaru pi3HI HaIllOHAJbHI MPAaBOBI CHUCTEMH, SKIIO yroja BKJIIOYAE CIIBIpAIIO 3
KJIIEHTAMU B IHIIUX KpaiHax (AuB. Takox 15.1));

t) mpaBa 1HTenekTyanbHoi BiacHocTi (IPR), Bu3HaHHS aBTOpChKOrO TMpaBa
(nuB. 15.1.2) 1 3axucty OyAb-sKOi cCUIbHOI pob0TH (AMB. Takox 6.1.5);

U) 3aJy4eHHs] TPEThOi CTOPOHU SK CYOMIIPSIHHMKA 1 3aX0IU O€3MeKH, SKi IIi
CyOMiAPSTHUKY MOBUHHI 3aIIPOBAIUTH;

V) YMOB Neperyisiny/IpunuHeHHs YTO:
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1) HasBHICTH Ha MICII IUIaHY A1d B HAJA3BUYAWHUX CUTYaIlIAX, SKIIO SKACh 13
CTOpiH Oa)ka€ MPUITMHUTHU BITHOCUHHU JI0 3aKIHUCHHSI YTO/IH;

2) meperiisa yroJ 3a yMOBH 3MiHM BUMOT O€3MEKU OpraHizarlii;

3) moto4yHe NOKyMEHTyBaHHs mepenikiB pecypciB CYIb, minensiii, yroa ado

paB, sIKi X CTOCYIOThCS.

JlonaTrkoBa iHMGOpMaILis

Jlist pi3HUX OpraHizaiii Ta pi3HUX TUIIIB TPETIX CTOPIH YTOAM MOXYTh 3HAYHO
Bipi3HATHCS. Tomy Tpeba 3BEpHYTHM YyBary Ha OXOIUIGHHS YroJIol0  BCIX
11eHTU()IKOBAaHUX PU3HUKIB 1 BUMOT Oe3neku (AuB. Takoxk 6.2.1). Skmo HeoOXximaHo, Y
TUIaH1 YOPaBIiHHS O€3MEeKOI0 MOXYTh OYTH pO3IIMPEH] HEOOX1IHI 3aX0au Oe3MeKHu Ta
MPOLIETYPH.

Sxio ynpapiiHHSA 0€3MEKOI 3IMCHIOETHCS HAa YMOBaX ayTCOPCHHTY, yroja
MOBUHHA BPaxOBYBAaTH, SIKUM YMHOM TPETS CTOpPOHA TapaHTyBaTMMe, L0 BIJNOBIIHA
Oe3reka, BU3HAUYEHA OIIHKOIO pU3MKY, Oyle MIATPUMYBATHCS, 1 SKUM YHHOM Oyze
MPUCTOCOBYBATUCA Oe3neka, o0 i1eHTU(iKyBaTH Ta PO3TIsSAaTH 3MIHU PU3HKIB.

Pi3HUI MK ayTCOPCHHIOM Ta IHIIMMH (OpMaMu MOCTAYaHHS MOCIYT TPETHOIO
CTOPOHOIO OXOIUTIOE€ MUTAHHS BIAMOBIAAIBHOCTI, TUIAHYBAHHS MEPEXITHOTO MEpioay 1
MOTEHIIIHOrO MOpYyHEHHA (YHKIIOHYBaHHS MPOTITOM ILOTO TMEpioay, 3aXOoAH 3
IUIaHYBaHHS JAi B aBapiiHMX CUTyalliiX 1 HaJeXHI Neperisau, 30upaHHS Ta
yrpaBiIiHHA 1HGOPMAIlIEIO MO0 IHIUACHTIB 0e3neku. ToMy BaXIIMBO, 0O opraHizarlis
IJIaHyBaja Ta yOpamisiia MEpexoaoM A0 ayTCOPCHHTOBUX 3aXOJIB 1 Majia Ha MICIISIX
BIJIMOBIJHI TPOLIECH IS YIIPABJIIHHS 3MIHAMU Ta NEpeyKIagaHHIM/TIPUITMHEHHSIM YTO/I.

[Ilo6 yHUKHYTH OYIb-SKOi 3aTPUMKH Y PO3MILIEHHI 3aMIHIOBAaHUX MOCIYT, B
yroji MOBUHHI OyTH PO3TJSHYTI MPOUEAYpU ISl MPOJOBKEHHS OOpOOKM y BUNAAKY,
KOJIM TPETSl CTOPOHA CTa€ HE3AATHOIO MOCTAaYaTH CBOT MOCTYTH.

VYroau 3 30BHIIHIMU CTOPOHAMU MOXYTh TaKOXK 3aJy4aT 1HIII CTOPOHHU. YTO/IH,
AKl HaJaloTh JOCTYN 30BHIIIHIA CTOPOHI, MOBMHHI MICTUTH J03BUI Ha MpPU3HAYCHHS

HIIUX TPUIYCTUMHUX CTOPIH 1 YMOBH iX JIOCTYITY Ta 3aJy4EHHS.

Bzarani, yrogu cnodatky po3poOJisioThbCsl OpraHizaiicro. 3a AesKuX 0OCTaBUH
MOXXYTh OYTH BHUIIQIKH, KOJH yTroja MOXE PO3pOOJIATHCS i MPUMYCOBO HaJlaBaTHCS
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opraHizaiii TpeThOol0 cTOpoHOr. OpraHizaiis MOBHMHHA 3a0e3MEYUTH, 1100 BHUMOTHU
TPEThOi CTOPOHU, TIepe0adeHl B IPUMYCOBO HaJaHUX Yrojaax, HaJMIpHO HE BILTUBAJIH

Ha ii BIacHy Oe3meKy.
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7 Yupasainua pecypcamu CYIb

7.1 BinnoBiganbHicth 3a pecypcu CYIb

Hine: Jocsartu Ta miaTpuMyBaTH HanexxHuii 3axuct pecypciB CYIb opranizaiii.
VYeci pecypcu CYIb noBruHHI OyTH BpaxoBaHi Ta MaTH MPU3HAYEHOTO BIACHUKA.

s Beix pecypeiB CYIb noBunHi OyTu 11eHTHU(IKOBaHI X BIACHUKHU 1 TOBUHHA
OyTH BCTaHOBJIEHA BIAIMOBIJANBHICTH 32 MIATPUMYBAHHS HAJCKHHUX 3aXO1B OE3MEKH.
BripoBajpkeHHsT MEBHUX 3aXOJliB O€3MEKHM MOXKE JIeJIeryBaTUCS BIACHUKOM, SIKIIO 1€
MIPUAHATHO, TIPOTE BIAMOBINAILHUM 3a HajexxHUH 3axuct pecypciB CYIb 3anummaeTrnscs

BJIaCHHK.

7.1.1 InBentapu3anisa pecypcis CYIb

3axoau Oe3neKu

VYeci pecypcu CYIb He0OX1IHO YITKO 1I€HTU(IKYBATH Ta CKJIACTH 1 MIATPUMYBATH

IHBEHTapHUI onuc ycix BaxiuBux pecypciB CYIb.

HacTtaHoBa 111010 BOpOBaKCHHS

Opranizanis noBuHHa ineHtudikysatu Bci pecypcu CYIb 1 3amoxkymeHTyBaTn
BaxuBicTh 1ux pecypciB CVYIb. IuBentapuuii onuc pecypcis CYIb noBuHeH MICTUTH
BCIO 1H(opMaIlito, HEOOXIIHY JJIs1 BIAHOBJICHHS MICJIS JIUXa, B TOMY YUCI1, TUI PECYPCY
CVIb, ¢opmar, po3ramryBaHHs, pe3epBHY Ta JiUEH3IMHY i1Hpopmarllito Ta Oi3Hec-
I[IHHICTh. [HBEHTapHMII ONMKC HE TTOBUHEH 3aiiBe AyOJIOBATH 1HIII OMKCH, IPOTE Tpeda

rapaHTyBaTH y3rOJKEHICTh iX 3MICTY.

Kpim Toro, nmnsi xoxsHoro 3 pecypciB CVYIb moBuHHI OyTH NOTOIKEH1 Ta
3ajiokyMeHTOBaH1 BiacHUK pecypcy CVYIb (muB. 7.1.2) Ta wiacudikaiis iHpopmaliii
(muB. 7.2). basyrwounce Ha BaxsmBocTi pecypcy CVYIb, ioro O6i3Hec-I[IHHOCTI Ta
kinacu@ikamii crocoBHO Oe3nekd, MOBUHHI OyTH 1A€HTH(IKOBaHI PpIBHI 3aXUCTY
npornopiiitHi niHHocTi pecypey CYIb (6unblie iHpopmalii moao Toro, siKk OLIHIOBATH

pecypcu CYIb, mo6 BiioOpa3uTH iX BaKIUBICTh, MOXHA 3HAUTH B [4]).

35




COY HBYVY 65.1 CVIb 2.0:2010

JlonaTrkoBa iHMGoOpMaIris

Icnye 6araro Tunis pecypcis CYIb, y Tomy uuncai:

a) tHdopmMmaris: 6a3u gaHuX Ta ¢Gaiu JaHUX, KOHTPAKTH Ta yroiu, CUCTEMHA
JOKyMEHTAIllsl, JOCHITHUIIbKA 1H(pOpMaIlis, HACTAHOBH JJIsI KOPUCTYBayiB, HaBYAIbHUN
Marepiai, mnpoueaypu GYHKIIOHYBaHHS a0o0 WIATPUMKH, IUIaHU Oe3MepepBHOCTI
013HeCy, 3aX0AH 1100 WOro BiTHOBJIEHHS, )KYpPHAIH ayJUTy Ta apXiBHa iHGOpMaIlis;

b) mporpamui pecypcu CYIb: npuknanne nporpamue 3a0e3Me4eHHs, CUCTEMHE
nporpaMHe 3a0e3nedeHHs, 3aco00u po3pOOKU Ta YTUIIITH;

c) ¢iBuuni pecypcu CVYIb: xomm’roTepHe oO0iagHaHHS, TEJICKOMYHIKAIliliHEe
00aHaHHs, 3MIHHI HOCI Ta 1HIIE 00JIaJHAHHS,

d) mocimyru: oOuYMCIIOBAJIbHI Ta TENEKOMYHIKAIIIiHI TOCIYyTH, KOMYHaJbHI
MOCJIYTH, HalmpHKIaJ, ONAaJeHHS, OCBITJICHHS, €HEpronocTayaHHs Ta KOHAMIIIIOBAHHS
MOBITPS;

€) Jroau Ta ix KBamidikallis, HABUYKH Ta JOCBIJ;

f) memarepianbHi pecypcu CYIbB, Taki sik penyTalis Ta IMIJ)K OpraHizarii.

IaBentapui omucu pecypcie CYIb gomomaraioTh 3a0e3NeuuTH HAasBHICTH
edextuBHOrO 3axucty pecypciB CYIb 1 Takox MOXyTh OyTH MOTPIOHUMH ISl THIITUX
Oi3Hec-1Iel, TakuX [K 370pOB’s Ta Oe3meka, cTpaxoBi abo (iHaHCOB1 (yNmpaBiiHHSI
pecypcamu CVYIbB) npuuunu. [Ipouec cknananns iHBeHTapHoro onucy pecypceiB CVYIb €

BAYKJIMBOIO NIEPETYMOBOIO YIPABIIIHHS PU3UKOM (JIUB. TAKOXK PO3aiT 4).
7.1.2 Boaoainus pecypcamu CYIb

3axoau Oe3neKu

Vea popmanis 1 pecypeu CVYIb, mnoB’szani 13 3aco0amu  00poOJieHHS

lH(l)OpMaI_Ill, IIOBUHH1 «6YTI/I Y BJJaCHOCT1» IIPU3HAYCHOI'O IIIAPO3AUITY OpraHi3alill.

2 Tepmin «BnacHUK» ineHTU(]iIKye ocoOy abo opranizaifito, s SKOT BCTAHOBIJIGHO 3aTBEPKEHY
KEpIBHULTBOM BIANOBIJAIBHICTh 1100 KOHTPOIIOBAaHHS BUPOOHMIITBA, PO3BUTKY, MIATPUMYBAHHS,
BUKOpHUCTaHHs Ta Oe3neku pecypciB CYIb. TepMiH «BlacHUK» HE O3Haudae, 10 0coba JIMCHO Mae
npaBa BiiacHocTi Ha pecypc CVYIb.
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HacTtaHoBa 111010 BOpOBaKCHHS

Brnacuuk pecypciB CYIb noBunen 0yTH BiANOBIIaNbHUMN 3a:
a) 3abesreueHHs Toro, mo iHpopmMmariis Ta pecypcu CYIb, nos’s3ani 3 3acobamu
00poOneHHs 1HpopMallii, BIANOBIAHUM YMHOM KJIaCH(IKOBaHI,
b) BU3HAUYECHHS Ta MEPIOAMYHUM NEperisg oOMexXeHb Ta Kiacudikaiii JocTyny,
Oepydu 10 yBaru 3aCTOCOBHY MOJITUKY KOHTPOJIO JOCTYITY.
Bononinus moxxe OyTH IpU3HAYEHO MI0/10:
c) Oi13HecC mpolecy;
d) BU3HAYEHOTO KOJa AISJIBHOCTI;
€) MPUKIAIHOI IporpaMu; abo

f) BU3HAueHOTO HAOOPY JTAHMX.

JlonaTtkoBa iHMoOpMaIlis

[loBcsikneHH1 3amadi MOXYTb OyTH JeJeroBaHi, HampHKiIaA, KypaTopy, SKul
moJiecHHo Harisigae 3a pecypcom CVYIb, mpoTe BIANOBIAQIBHICTH 3aJIMIIAETHCS 32

BJIACHHUKOM.

VY pa3i ckiagHux 1HPOpMaLIMHUX CUCTEM MOXKE OYTH KOPUCHHUM MPU3HAYUTH
rpynu pecypciB CYIb, sxi aitoTh pa3om A HaJaHHS OKpeMoi QPYHKIIIT 5K ,,[IOCTYTH .
VY 11poMy BUMNAJKy BIACHHUK MOCIYTH € BIAMOBIIAJbHUM 3a MOCTaYaHHS MOCIYTH, B TOMY

yucii 3a pyHkuioHyBaHHs pecypciB CYIb, ski ii HagaoTh.
7.1.3 Ilpunycrume Bukopuctanus pecypcis CYIb

3axoau Oe3neKu

[IpaBuna moao0 MpUIYCTUMOro BHUKOpucTaHHS iH(popmanii ta pecypciB CYIb,
MOB’sI3aHUX 3 3acobamu 00poOsieHHs 1HGOpMallii, MOBUHHI OyTH 1IeHTU]IKOBaHI,

32IOKyMEHTOBaH1 Ta BIIPOBAKEHI.

HacTtaHoBa 111010 BOpOBaKCHHS

Bech HalimMaHwmii mepcoHain, MIAPSAHUKA Ta KOPUCTYBadl TPEThOi CTOPOHU
MOBUHHI BUKOHYBAaTH NpaBWia LIOJI0 MPUIYCTUMOTO BHKOpPUCTaHHS iHopmarlii Ta

pecypciB CVIb, nos’s3aHux 3 3acodamu 00poOieHHs iHpopMallii, B TOMY YHCIIi:
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a) TpaBUJia KOPUCTYBAHHS €JIEKTPOHHOIO momiToro Ta [arepuerom (aus. 10.8);
b) HacTaHOBU MIOAO0 KOPUCTYBAaHHS MOOUIBHUMH MHPUCTPOSMH, OCOOJIUBO IPH

KOPHUCTYBaHHI 1032 MeXaMH CIIy>kOOBUX IMpHUMIlleHb opranizamii (aus. 11.7.1);

JlomoBHeHHSsI

banku noBUHHI po3poOWTH Ta 3aTBEPAUTH 3arajbHl IpaBHJia KOPUCTYBAHHS CIY>KOOBUMU
MepCOHAIBLHUMH KOMII' I0TepaMu, HOYTOyKaMu Ta 1HIIKUMHU 3ac00aMU KOMIT FOTEpHOT TEXHIKH, paBuia
poOoT B Mepexi OaHKy, IpaBWiIa HAJaHHS JOCTyNy [0 iH@opMmamii 1 IpOrpaMHO-TEXHIYHUX

KOMIUIEKCIB aBTOMAaTU3aIlii 0aHKIBCHKO1 JISUTHHOCTI, B TOMY YKCII1 BIIIAJICHOTO JOCTYITY.

CrnemianbHi mpaBwia a00 HAacTaHOBM TIOBMHHI HaJaBaTHUCS — BiANOBIIHUM
KepiBHULITBOM. Ciy>kK00BIll, NIAPSAHUKKA Ta KOPUCTYBadl TPETbOi CTOPOHH, SKi
KopuctyroThes pecypcamu CYIb opranizaiiii abo MarOTh 10 HUX JOCTYII, IOBUHHI OyTH
noiHGOPMOBaHI 1010 ICHYIOUMX 0OMEKEHb CTOCOBHO iX KOPUCTYBaHHS 1H(POpPMAILIi€lo,
pecypcamu CVY1b opranizariii, moB’si3aHUMH 13 3aco0amMu 00poOIeHHs 1HGopMallii, Ta ii
pecypcamu. BoHu moBUHHI OyTH BIANOBITAJIBHUMHU 32 BUKOPUCTAHHS HUMH OYIb-SKUX
pecypciB o0poOiieHHs iHpopMallii Ta Oyab-IKe Take BUKOPUCTAHHS 3MIMCHIOETHCS M

X BIAMOBIIAIBHICTIO.

7.2 Knacudikauis ingopmauii

b 3abe3neunTy, mo iHbopMallisi Mae HaJleKHUIM PIBEHb 3aXHCTY.

Inpopmaniss mnoBuHHa OyTu KiacudikoBaHa s 1AeHTH]IKaLil 1OTpedH,

MPIOPUTETHOCTI Ta OUIKYBAHOTO CTYIEHS 3aXUCTY MiJ Yac ii 00poOIeHHS.

[npopmaniss Mae pi3HiI CTyneHl KOH(PIAEHIIHHOCTI Ta KPUTUYHOCTL. JlesKki
€JIEMEHTH MOXYTh OTPEOYBaTH 1I0AATKOBOTO PIBHS 3aXUCTy a00 MEBHOT'O OOPOOICHHS.
Cxema knacu@ikamii iHdopmarlii MOBUHHA BUKOPHCTOBYBATHUCS IS BU3HAYCHHS
BIJIMOBITHOTO HA0OPY PIBHIB 3aXUCTY 1 JOBEACHHS JI0 BillOMa KOPHUCTYBayiB MOTpeOU B

CrieliaJbHUX 3aX0JIaX MOBOIKEHHS 3 1H(OpMaIIi€to.

7.2.1 HactanoBu moa0 Kiacudikamii

3axoau Oe3neKu

[npopmariiss moBuHHa OyTH Kiacu(ikoBaHa B TepMiHaX ii LIIHHOCTI, MPaBOBHUX
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BHUMOT', KOH(D1IEHLIIHHOCTI Ta KPUTUYHOCTI JIJIs1 OpraHi3alii.

JlomoBHeHHsI
baHkyM DOBMHHI 4YITKO BM3HAUUTU IIOBHHMM MEpesik BIAOMOCTEH, SIKI BIJHOCHUTBCA JIO

«0aHKIBCHKOT TAEMHUI1» BIANOBIAHO /10 3akoHY Ykpainu «[Ipo 6aHku 1 0aHKIBCHKY IISTILHICTH.

HacTtaHoBa 111010 BOpOBaKCHHS

Knacudikamis ta moB’si3aHi 3 HEO 3axoau Oe3neku o0 iHpopMmalii MOBUHHI
Opat 10 yBaru Oi3HEC-MOTPEOH, SIKI CTOCYIOThCS CIUIBHOIO BUKOPHUCTAaHHS abo

oOMesxeHHs iH(opmarlii, Ta 613Hec-BILTUBH, OB’ 13aH1 3 TAKUMU MOTPEeOaMHU.

HacrtanoBu mo0 kinacudikairii moBUHHI MICTUTH TOMOBJICHOCTI 110JI0 TIEPBUHHOT
kinacudikaiii Ta MOBTOpHOI Kiacudikamii 4Yepe3 TNEBHUM dac; BIAMOBIAHO 0

3a37aJIeTiib BUBHAUYEHOT MOJITUKU KOHTPOII0 Joctyny (auB. 11.1.1).

[loBuHHa OyTH BCTAaHOBJIEHA BIANMOBIAANBHICTG BiacHuka pecypcy CVYIb
(nuB. 7.1.2) 3a Bu3HaueHHa kiacudikauii pecypcy CVYIb, nepioguunuii ii nepermus,
3a0e3MeveHHs] MIATPUMKUA 1i B aKTyaJbHOMY CTaHi 1 Ha BIJIOBIZHOMY piBHI.

Knacudikanis moBunHa OpaTu 10 yBaru eexT o0’ eHaHHs, HaBeAeHui y 10.7.2.

Tpeba po3rasHyTH KUIBKICTh KiIacU(IKAIIHHUX KaTEropid 1 mepesar, siki OyJ1yTh
OTpUMaHI BiJ] iX BUKOpUCTaHHA. HaaMIpHO CKJIaJHI CXeMH MOXYTb CTaTU T'POMIZIKUMU
# HEeKOHOMIYHMMHM JUIsi BHUKOPUCTaHHA a0o0 BUABUTHCS HempakTuuHuMH. Tpeba
noTypOyBaTucsi MO0 I1HTeprpeTanii KiacudikamiiiHuX MO3HA4OK Ha JOKYMEHTaX 3
IHIIMX OpraHi3allii, ikl MOXKYTh MaTH 1HIII1 BUBHAYEHHS JIJISl TUX caMHUX a00 aHAJIOTTYHO

Ha3BaHHX ITO3HAYOK.

JlomoBHeHHsI
baHku MarTh BUKOPHUCTOBYBAaTHM 3arajlbHO BHU3HAHI KaTeropii Ta MO3HA4uku iHdopmarlii,
Hanpuknag, «OaHkiBcbka TaeMHuus» (bT), «xomepuiitna taemuuus» (KT) Tomro, ocobmuBo s

0OMiHY 1H(OpMAIII€IO 13 30BHIIIHIMU CTOPOHAMHU.

JlonaTrkoBa iHdGoOpMaIlis

PiBenb 3axucTy MOke€ OyTHM OLIHEHMH UUISIXOM aHali3y KOH(1IEHUIIHHOCTI,

IIJIICHOCTI Ta IOCTYITHOCT1 Ta OYJIb-SIKUX THIIUX BUMOT J0 PO3TJIsAyBaHO1 1HPOopMaIlii.

Inpopmanis yacto mepecrae OyTH KOHGIAEHUIHHOIO ab0 KPUTHUYHOIO TMICIS
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MEBHOIO TMepioAy uacy, Hampukiaja, Mmicisd Toro, sK  1HpopMalis  CTae
3arajgpHONlOCTYNHOW0. LI acmektu Tpeba B3ATH OO YyBard, OCKUIBKM HaJaMIpHA
Kkiacudikaiis MOXE MPU3BECTH JI0 BIPOBAKCHHS HEMOTPIOHUX 3aXOdIB OE3MeKH,

HACIIJKOM SIKUX OyIYTh IOJAaTKOB1 BUTPATH.

PO?)FJISII[ I[OKYMCHTiB 31 CXOKMMH BHMOTaMHU O€3IeKH Hi):[ qac IIPU3HAYCHHA

KjacudikaifHUX piBHIB MOKE IOMOMOTTH y CIIPOILIEHH1 3a/1a4il Kiacudikarii.

Bzarami, xnacudikamig, ska HamaHa iHQopMallii, € KOPOTKUM IHUIIXOM

BU3HAYEHHSI TOTO, SIK 1151 1HGOpMAIlis MTOBUHHA 0OPOOISATHCS Ta 3aXUIIIATHCS.
7.2.2 MapkyBaHHs Ta 00po0JsieHHs iHGopmamii

3axoau Oe3neKu

[loBuHHa O6yTH po3po0biieHa Ta BOPOBAKEHA HaJIEKHA MHOXKHHA MPOLETYp IS
MapKyBaHHsI Ta 00poOJyieHHs1 1H(pOopMallii 3riAHO 31 CXeMOI0 Kiacuikallii, NpUHHATOIO

Oprasizariero.

HacTtaHoBa 111010 BOpOBaKCHHS

HeoOxigno, mo6 mnpoueaypu MapKyBaHHS 1H(oOpMalii MNOIMIUPIOBAIUCS Ha

iHpopmartiitHi pecypcu CYIb B maTtepianbHOMY Ta €I€KTPOHHOMY BUTJISIIL.

Buxigni gani cucreM, SKi  MICTATH 1H(OpMalio, KilacudikoBaHy SK
KoH(ineHiiiHa a00 KpUTWYHA, MOBHMHHI MICTUTU BIANOBIAHY KiIacu(ikaliiHy
MO3HAUKy (Ha BUXO/1). MapKyBaHHS TMOBHHHE BioOpa)kaTu KiacuQikalliio BiAMOBIIHO
710 TIpaBUJI, BCTAHOBJIEHUX y 7.2.1. Po3riisiiyBanuMH e1eMeHTaMH € HaJpyKOBaH1 3BiTH,
€KpaHM JHUCIUIeiB, HOCIT 3amuciB (Hampukiad, CTpiuku, aucku, CD), enexTpoHHI

MOBIIOMJICHHS Ta OOMIH (aiiIamMu.

Jist KokHOTO Kjacu@iKaliiHOro piBHA MOBUHHI OyTH BH3HAYEHI MPOUEAYpHU
MOBOJDKEHHSI 3  1H(pOpMalli€lo, OXOIUIoun  Oe3neyHy o0poOKy, 30epiranss,
nepe/iaBaHHs, BUBEICHHS 3 Kiacudikallii Ta 3HUIICHHS. BOHW MOBUHHI MICTUTH TaKOX
MPOIIEAYPH OXOPOHHU TMOCIIIOBHOTO 3aXUCTYy Ta peecTpailii O0yab-saKkoi moaii, BaKJIUBO1

U1 OE3MEKH.
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JlomoBHeHHsI
banku MaloTh BU3HAYUTH MpaBUJia MapKyBaHHS 1H(opmalii B OKpeMoi IHCTpyKuUii abo B
MIOJIOKEHHI MPO IMOBOJKEHHI 3 KOH(QIACHIIMHOW 1HPOpMaLi€l0, B TOMY YHUCIl 3 1HPOpMALIED Ha

ManepoBUX Ta €JIEKTPOHHUX HOCIAX Ta 3 1H(OPMALIIEIO B €JIEKTPOHHOMY BUTJISAII.

Yroau 3 IHIIMMHU OpraHizallisMu, $Ki BKJIIOYAIOTh CHUIbHE BUKOPHUCTAHHS
iHpopMmarlli, TMOBUHHI MICTUTH TpoUEAypU IAeHTHdIKAIli Ki1acudikalii Takoi

iHopMmarlii Ta iHTeprpeTalii kiacudikamiiHUX MO3HAYOK THIINX OpraHi3alliil.

JlonaTtkoBa iHMGoOpMaIlis

MapkyBaHHs Ta Oe3neune 00poOsieHHs kiacudikoBaHoi iH(OpMaIlli € KIII0UOBOIO
BUMOI'OI0 YIrOJl HIOJO0 CHIUIBHOTO BUKOPHUCTaHHS 1H(popmarii. Di3uyHl MO3HAUYKU €
3arajbHONpPUUHATOI0 (opmoro MapkyBaHHsA. [Iporte, nesxi iHbopmalliiiHl pecypcu
CVYIb, Taki ik JOKYMEHTH B €JEKTPOHHOMY BHUIJIS/1, HE MOXYTh OYyTH (PI3UYHO
MO3HAa4YeHl 1 TNOTPeOyIOTh BUKOPUCTAHHSA €JEKTPOHHMX 3ac00iB  MapKyBaHHS.
Hanpuknaza, mo3Hauka COBIIIEHHS MOXe 3 SIBISATHCS Ha ekpaHi abo aucruiei. Tam, e
MO3HAYKU 3pOOUTH HEMOXJIMBO, MOXYTh OyTH 3aCTOCOBaHI iHIII 3aCO0M MO3HAYCHHS

kinacudikamii  iHQopMmalii, Hampukiana, dYepe3  mpoueaypu  abo  MeTajadi.
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8 be3neka M0aCHKHX pecypceiB

8.1 Iepex Haiimom’

Hine: TapanTyBaTu, 110 HaWMaHUW NEpCcOHAN, MIAPSIAHUKUA Ta KOPUCTYyBaui
TPETHhOi CTOPOHU PO3YMIIOTH CBOI 00OB’SI3KU, MIPUAATHI IO POJIEH, HA SIK1 IPETEHAYIOTb, 1

SMCHIIUTU PU3UK PO3KpaAdaHH:, HIaXpaﬁCTBa YU 3JIOBXXHUBAaHHA O6JIaIIHaHHHM.

OO6oB’s13k1 3 Oe3NeKu MOBUHHI OyTH BU3HA4ye€HI Mepeja HailMOM Y BIANOBIIHHUX

MOCaJI0BUX THCTPYKIISX 1 B TEPMIHAX Ta YMOBaX Halmy.

VYci kaHauaaTu Ha HalM, MIAPSAHUKK Ta KOPUCTYBadl TPEThOT CTOPOHU MOBUHHI
OyTH BIAMOBIJHUM YMHOM PETEIBHO MEpPEeBIpPEHi, 0COOIUBO MPETEHIECHTH Ha POOOTH,

OB’ s13aH1 3 KOH(D1ICHIIIHHOIO 1HDOPMAITIEIO.

Halimanuii mnepcoHan, MIAPSAIHUKA Ta KOPHUCTYBadl TPEThOi CTOPOHHM, SIKi
KOPHUCTYIOTbCS 3aco0amu o0poOeHHs iH(opmallii, MOBUHHI MIAMUCATA YTOLY CTOCOBHO

iX poseit Ta 000B’3KIB MO0 OE3IMEKH.

JlomoBHeHHSI.
VYci kaHauaaTi Ha HaM, MIJAPSTHUKA Ta KOPUCTYBadl TPEThOT CTOPOHH, SIK1 OyIyTh MpaIlOBaTH
3 KOH(]1IeHI[1iiHO0 1HPOpMaIli€to, TOBUHHI BJACHOPYY MIANUCATH 3000B’13aHHS [TPO HEPO3TOJIOIIEHHS

KOH(1AeH1IHOT IH(OopMallii, iKa cTaHe HUM BiIoMa IIiJ] 4ac BUKOHAHHS CIyK00BHUX 000B’S3KIB.

8.1.1 Pouti Ta 000B’13KH

3axoau Oe3neKu

Poni ta 000B’s3kM 100 O€3MeKu HaMMaHOrO MepCOoHaNy, MIAPSIHUKIB Ta
KOPUCTYBa4iB TPEThOI CTOPOHW TOBUHHI OyTH BH3HAYE€HI Ta 3aJI0KyMEHTOBaHI

BIJIMIOBIJTHO /10 TOJIITUKH 1H(POpMaIIifHOT 6e3neKn opraHizailii.

HacTtaHoBa 111010 BOpOBaKCHHS

Poiti Ta 000B’s13ku 111040 O€31€KH NOBUHHI MICTUTA BUMOTH II[OJ0"

a) BOPOBA/KEHHS Ta AISJIBHOCTI 3TTHO 3 MOJITHKOIO 1H(OpMaliiHOi Oe3nexu

% Mosicrenns: C0BO ,,HaiimM” OXOITIOE TYT BCl MepeiiyeHi HWK4ue pPi3HI CUTYyalli: Hailm Jronei
(TuMuacoBuil ab0 NOBrOTpUBANIMIA), MpU3HAYEHHS (YHKIIOHAJBHUX pOJIeH, 3MIHY (YHKIIOHAJIbHUX
poJiel, yKiIaJaHHS KOHTPAKTIB Ta MPUIUHEHHS Oy/1b-SKOi 3 UX YTOJ.
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oprasizariii (qus. 5.1);

b) 3axucty pecypcie CYIb Big HECaHKIIIOHOBAHOTO JOCTYIY, PO3TOJIONICHHS,
Moaudikallii, pyiHyBaHHs a00 BTpy4YaHHS;

C) BUKOHAHHS OCOOJIMBUX MpOIeaAyp a0 Miif 1mo0 Oe3MeKu;

d) rapanTyBaHHsS BCTAHOBJICHOI JJisi OCOOM BIJMOBINAJIBHOCTI 3a 3/1MCHIOBaHI
A,

€) 3BITyBaHHsS Tpo ToAii Oe3meku, a00 MOXJIMBI MMOJli, ab0 IHIII PU3UKU

Oe3MeKu JjIsl opraHizaiiii.

Poni Ta 060B’sA3kM 11040 O€3MeKH MOBUHHI OYTU BCTAHOBJICHI Ta YITKO JOBEACHI

710 BiilOMa IPETEHACHTIB Ha pOOOTY B MPOIIEC], 110 TIepeay€e HAlMYy.

JlonaTtkoBa iHMGoOpMaIlis

Jlns 1OKyMEHTYBaHHSI pojieil Ta OOOB’sA3KIB MIOAO0 O€3MEeKH MOXYTh OyTu
BUKOPHUCTaH1 NocaoBi iHCTpYyKUii. [IoBUHHI TakoX OyTH YITKO BU3HAYEHI Ta JOBEACHI
70 BiioMa poJii Ta 000B’A3KU MI0A0 O€3MeKH, 3aTy4eHUX He depe3 Mpoueaypy HaMy

oprasizallii, HalpuKJIaJ, HAMHATUX Yepe3 opraHi3alliio TPeTbOi CTOPOHHU.

JlonmoBHeHHsI
VYci ponu Ta 060B’A3KM 11010 O€3MeKH MaroTh YITKO BU3HAYATUCS Yy MOCAJOBUX IHCTPYKI[IAX
IpaliBHUKIB a00 B OKpEMHUX HakKa3ax/po3NOpsUDKEHHSIX, 3 SKUMM MpALIBHUKU TMOBHHHI OyTH

03HallOMJIEH] 11 BIACHOPYYHUI MiAMKC.

8.1.2 PerenbHa nepeBipka

3axoau Oe3neKu

[TinTBepmKyBasbHI NepeBipku OilorpadiuHUX JaHUX BCIX KaHAMAATIB HA HalM,
HIAPSIHUKIB Ta KOPUCTYBAUiB TPEThOi CTOPOHU MOBHHHI BUKOHYBATHUCH 3T1IHO 3 ycima
BIINOBIAHUMH 3aKOHAMHU, HOPMAaTUBAaMU Ta MOPAJIbHO-€TMYHUMU HOPMaMH, a TaKOXK
CHIBBITHOCHO J10 Oi13HEc-BUMOT, kiacudikauii iHpopmarlii, 0 siKoi NoTpiOeH AOCTyM, 1

YCBIOMJTIOBAaHUX PU3HKIB.

HacTtaHoBa 111010 BOpOBaKCHHS

[linTBEepKyBaJbHI ~ TMEpPEBIPKM  TMOBHMHHI  BpaxXxOBYBaTH BC€  BIJANOBIIHE
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3aKOHOJJABCTBO MO0 KOH(IAEHIIHHOCTI, 3aXUCTY MEPCOHATIbHUX JaHUX Ta/a00 HalimMy 1
MOBUHHI TaM, /i€ 1Ie I03BOJIEHO, MICTUTHU TaKe:

a) HasBHICTb 3aJ0OBUIBHUX XapaKTePUCTUK, HANPUKIAJ, OAHOI OI13HECOBOI 1
OJIHOT 0COOO0BOI;

b) mepeBipKy (Ha MOBHOTY Ta TOUYHICTh) pE3IOME MPETEH ICHTIB;

C) MIATBEPKEHHS 3asBICHOI akaJeMiuHOoi Ta mpodeciitHoi kBamidikaii;

d) HezanexHy ineHTU(dIKALIHHY TEepeBIpKy ocoOu (macmopt abo aHaJIOTTYHUMA
JTOKYMEHT);

€) OUIbIlI JeTajbHI MEPEeBIPKHU, TaKl K KPEAUTHI MepeBipKU abo MEpeBIpKU 3a

KPUMIHAJIBHUM OOJIIKOM.

Tam, ne Ha Tocaay YW MPH MOYATKOBOMY MpPH3HAYCHHI, YW MPHU MiJBUIICHHI 110
ciyk01 3amy4daroTh 0ci0, sIKI MATUMYTh JIOCTYN 10 3aco0iB 00poOieHHs iHpopMarlii, 1
0COOJIMBO, SIKIIO BOHU OOPOOJISITUMYTh BKIUBY 1H(GOpPMAILIII0, HAMPUKIAJ, (PIHAHCOBY
a6o koH(pimeHIIHY iHGOpMaIIIO, OpraHizailii TMOBHHHA TNEepeAdAYUTH TaKOX 1

MOAJbII1 OUTBII JA€TalIbHI EPEBIPKHU.

[Iponienypu  MOBWUHHI  BU3HAYaTH  Kputepii Ta  OOMEXKEHHS s
MIATBEPKYBATBHUX TEPEBIPOK, HAIMPHUKIAA, XTO Ma€ MPaBO PETEIbHO MEPEBIPATU

JOJIeH 1 51K, KOJIM ¥ YoMy MIATBEPKYBaJbHI NEPEBIPKU MPOBOISTHCA.

[Iporiec perenbHOI MEepeBIPKU MOBUHEH TAKOXX MPOBOJMTHCS IS MiAPSTHUKIB 1
KOPUCTYBauiB TPEThOi CTOPOHU. SAKIIO MIAPSIHUKN HAAIOTHCS Yepe3 areHIlito, yroaa 3
I[I€0 areHII€}0 TOBMHHA YITKO BH3HAYATH BIJMOBIIAIBHICTh areHIii 3a peTeibHY
MepeBIpKy Ta MPOIEAYPU CIOBIIICHHS, SKUX BOHA TOBWHHA JIOTPUMYBATHCS, SKIIO
peTebHy MEPEeBIPKY HE OYJIO 3aBEPIICHO a0o0 SKIO Pe3yJbTaTH BUKIMKAIOTh CYMHIB
a00 3aHENMOKOEHHS. AHAJIOTYHO Yroja 3 TPEThOIO CTOPOHOK (AuUB Takoxk 6.2.3)
MOBMHHA YITKO BU3HAYAaTH BCl BIAMOBIMAIBHOCTI Ta MPOIEAYPH CIOBIIICHHS MI00

pETENIbHOT MEPEBIPKHU.

[ndopmartist o010 BCiX KaHIUATIB, K1 PO3TISIAIOTHCS HA TIOCaAU B OpraHizarlli,
MOBUHHA 30UpaTucs Ta OOpOOJATHCS 3TiTHO 3 BIANOBIIHUM 3aKOHOJABCTBOM,

ICHyIOYMM Yy BIANOBIAHIA IOpUCAMKIII. 3ale’)XKHO BiJ ICHYIOUOTO 3aKOHOJABCTBA
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KaHJIMJATU TMOBHHHI OyTH Hamepe] MOiH(GOPMOBaHI MIOAO0 JISJIBHOCTI 3 PpETeIbHOT

MEPEBIPKH.
8.1.3 Tepminu Ta yMOBH HaliMy

3axou Oe3neKu

Sk yacTHHY CBOiX 3000B’s13aHb 32 KOHTPAKTOM, HAWMaHUM TIEPCOHA, MIIPSTHUKI
Ta KOPUCTYBaul TPEThOi CTOPOHMU TMOBUHHI MOTOJAMTH 1 MiANMUCATA TEPMIHM Ta YMOBH
CBOT'0 KOHTPAaKTy 3 HaiiMy, SIKUW TTOBMHEH BCTAHOBUTHU B3a€MHI BIAMOBITATBLHOCTI MO0

1HpopMaIiifHOT 6e3neKu.

HacTtaHoBa 111010 BOPOBaKCHHS

Tepminu Ta yMOBHM HaiiMy MOBUHHI Bi10Opa)kaTu MOJITUKY O€3MeKH opraHizalii,
a TaKOX PO3’SICHIOBATH Ta BCTAHOBIIIOBATH:

a) 1110 BeCh HaliMaHUI NepcoHal, MIAPATHUKYI Ta KOPUCTYBayl TPEThOI CTOPOHH,
AKUM HaJaHUM J0CTyn A0 KOH(QIAEHIINHHOI iH(opMalii, MOBUHHI MIANKCATH Yroay
o0 KOH(1IeHIIHOCTI a00 HEepO3roJIOUIEHHS [0 HaJaHHSA JOCTYIMy 10 3aco0iB
o0pobuieHHs 1HOpMaIIii;

b) mpaBoBy BiJINOBIATIBHICTh Ta MpaBa HAaliMaHOTO MEPCOHANY, MIAPSTHUKIB Ta
OyIb-SIKUX IHIIMX KOPHUCTYBauiB, HAMPHUKIIAJ, CTOCOBHO 3aKOHIB MPO aBTOPCHKE MPABO
a00 3aKOHOJIAaBCTBA PO 3aXUCT AaHUX (IuB. Takoxk 15.1.1 Ta 15.1.2);

C) BIANOBIAQJIBHOCTI 3a Kiacuikauiio iHdopmamii 1 ympaBiIiHHS pecypcaMu
CVYIb opranizaiii, noB’si3aHuMH 3 1HGOPMAIITHUMU CHUCTEMaMU Ta MOCIyramu, 3
AKUMHU Ma€ CIpaBy HallMaHUM mepcoHal, MAPSAHUK a00 KOPUCTYBad TPEThOi CTOPOHU
(muB. Takox 7.2.1 Ta 10.7.3);

d) BiAMOBIMAIBLHOCTI HaWiMAHOTO TMEpPCOHaANy, MIPsAIHUKA abo KOpUCTyBaua
TPEThOI CTOPOHU 3a O0OpOOJIeHHsS 1H(OpMAIlii, OTPUMAHOI Bl IHIIMX KOMMaHi# abo
30BHIIIHIX CTOPIH;

€) BIAMOBIIAIBHOCTI OpraHizallii o0 MOBOKEHHS 3 MEPCOHATILHUMU JaHUMH,
B TOMY YMCJII IEPCOHATIbHUMHU JAHUMU, CTBOPEHUMH B pPe3ynbTaTi abo B X0/l HaliMy B
110 opraHizaiito (1uB. Takox 15.1.4);

f) BiAMOBIMAIBHOCTI 1032 MEKAMU CIY>KOOBUX MPUMIILICHL OpraHi3ailii Ta mo3a
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MeXaMU 3BHYAMHOr0 poOOYOro 4vacy, HaNpukiaj, Yy BHUMNAAKy poOOTH BIoma (AMB.
takox 9.2.5 ta 11.7.1);

g) aii, sgxkux Tpeba BXKHUTH, SKII0O HalMaHWM mepcoHan, MIAPSAHUK abo
KOPUCTYBau TpPETbOi CTOPOHM HEXTye€ BHUMOramMu Oe3neku oprasizamii (AuB.

Takox 8.2.3).

Opranizaiiiss moBUHHaA 3a0€3MEUUTH, [0 HAWMaHUN TEepcOoHal, MAPSAHUKUA Ta
KOPUCTYBadl TPETHO1 CTOPOHM 3TOJHI 3 TEPMIHAMHU Ta YMOBaMH I10J10 1H(POpMAIIHHOT
Oe3neku, sSKi BIINOBIIAIOTH BHAY Ta CTYICHIO JIOCTYNY, KU BOHHM MaTHUMYTh JIO

ecypciB CVYIb opradizaiii, noB’s13aHuXx 3 1HGOPMAIIHHUMHA CUCTEMAaMHU Ta TTOCIYTaMH.
2

Tam, ne 1ie moTpiOHO, BIANOBIAAIBHICTH, 1[0 MICTUTHCS B TEPMIHAX Ta yYMOBax
HaliMy, MOBMHHA PO3MOBCIOKYBATUCS HA BU3HAUCHUH MEP10/1 MICIid 3aKIHUCHHS HalMy

(muB. Takox 8.3).

JlonaTrkoBa iHMoOpMaIlis

MoxHa 3acToCyBaTH KOJIEKC TOBEAIHKH, 00 OXOMWUTH BIAMOBIAATBHOCTI
HalilMaHOTO TEpPCOHANy, MIAPSIHUKIB Ta KOPUCTYBAdiB TPEThOi CTOPOHU CTOCOBHO
KOH(IEHIIIMHOCTI, 3aXUCTY JaHUX, €TUKHU, HAJIG)KHOTO BUKOPHUCTaHHS OOJIaTHAHHS Ta
3aco0iB opraHizaimii, a TaKoX TIAHI TOBard mpaBWia MOBEIIHKH, OYIKYBaH1
oprasizauieto. [ligpsaAHUKN Ta KOPUCTYBadl TPETHOI CTOPOHU MOKYTh OyTH OB’ s3aHi 3
30BHIIIHBOIO OpraHi3aii€lo, Bil SKOI MOXHA Yy CBOIO 4Yepry BHMaraTd BCTYyNy B

KOHTPAKTHI YTOAM B IMEH1 KOHTPAKTHOT OCOOH.

8.2 IIporsairom Halimy

[{inb: BrieBHUTHCH, 1110 BeCh HaliMaHWUW TMEepPCOHAJ, MIIPSIHUKU Ta KOPUCTyBaui
TPEThOi CTOPOHU MOIH(POPMOBaAHI MIOJA0 3arpo3 1 npobieM iHpopMaliiHOT Oe3MeKH,
CBOIX BIJIIOBIJAJILHOCTEH Ta O0OB’SA3KIB, a TaKOXK 3a0e3leueHl BCIM HEOOXITHUM, II0O
MIATPUMYBATH TOJITUKY O€3MeKu opraHizaimii B X0/l CBO€i MOBCAKIEHHOI PoOOTH 1

3MEHILINUTH PU3UK CYO’ €KTUBHOI TOMUJIKH.

[loBuHHI OyTH BHU3HAa4Y€HI BIJIMOBIJAJIBLHOCTI KEPIBHUILITBA MJisi TapaHTii, 10 B

oprasizaiii 6e3mneka 31HCHIOETHCS MMPOTATOM BChOT'0 HAltMy 0COOMU.
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Jlns miHIMi3alii MOXJIMBUX PHU3HMKIB O€3MEKH BChOMY HaWMaHOMY IEpCOHaNy,
NAPSJIHUKAM Ta KOPHCTyBayaM TpPEeThOi CTOPOHM IOBUHEH OyTH 3abe3nedeHuit
BIJIMOBIHUHN piBeHb MOIH(GOPMOBAHOCTI, OCBITU Ta HaBUYaHHS HIOJ0 Mpoleayp Oe3nexu
Ta KOPEKTHOTO BHUKOPUCTAHHA 3aco0iB 00poOneHHs iH(popMmanii. [loBunen OyTu
BCTAHOBJIEHUHN O0QiliifHO 0(OpMIIEHHI AMCUMIUIIHAPHUN Tpoiiec 0O0poOKH MOpYyIIeHb

Oe3MeKu.

8.2.1 BignoBiganbHicTh KepiBHULTBA

3axoau Oe3neKn

KepiBHMIITBO MOBHHHE BUMAaraTtv BiJi HaWMaHOTO MEPCOHANY, MIAPSAHHUKIB Ta
KOPHUCTYBayiB TPEThOi CTOPOHU 3aCTOCYBAHHSI 3aX0/[1B O€3IMEKH 3T1JIHO 3 YCTAHOBJICHUMU

B Oprasi3aliii MoJiTHKaMu Ta IPoIeIypamMHu.

HacTtaHoBa 111010 BOpOBaKCHHS

KepiBHUIITBO MOBUHHE HECTH BIAMOBIJAJIBHICTh 3a 3a0€3MEUEeHHS TOro, 00
HaliMaHU¥ TIepCOHA, MIAPATHUKN Ta KOPUCTYBaYl TPEThOi CTOPOHU:

a) HaJEKHUM YHHOM OylIM O3HaHOMJIEHI 31 CBOIMH pOJISIMH  IIOJO
iH(popMaIliitHOT 6e3MeKu Ta 000B’ A3KaMu TMepe]l HAIaHHSAM JIOCTYNY 10 KOH(1ICHIIIHHO1
iHpopmarlii a6o 1HPOpPMAIIHHUX CUCTEM;

b) Gynu 3a0e3nedyeHi HaCTAaHOBaMU JIJIs1 BCTAHOBJIEHHSI B OpraHi3ailii O4iKyBaHO1
Oe3MeKu JJIs iX poJiei;

c) OyJau MOTUBOBaHI Ha BUKOHAHHS MOJIITUKU O€3IMEKH opraHizailii;

IosicnenHsn

MortuBallisi Ha BUKOHaHHS TOJITUKM O€3MEKH OXOIUIIE: YCBIJOMJIEHHS BaKJIMBOCTI
JTOTPUMAaHHS TPOLETYpP, IHCTPYKI[iH, HACTAHOB TOIIIO, PO3YMIHHS CBOIX BIAMOBIAAIBHOCTEH 1 HACTIAKIB
HEBIJOBIIHUX i 4 3JI0B)KMBaHb 1H(popMalliero adbo 3acodamu 00pobieHHs 1H(popMallii oprasizaiii,
70 SIKMX HaJaHO JOCTYI, a TaKO>X 3HAaHHS IUCUUILUIIHAPHOTO IPOLECY 1 BIEBHEHICTh, 110 CBOE€YACHI
MONEPE/HKEHHS PO IHUUJEHTH 1H(OopMaliiHOT Oe31eKH YU BJIaCHI HEHaBMHUCHI MOPYILIEHHS Oe3MeKH 1
BUKOHAHHS TepeadavyeHux Jig [MUX BUMAAKIB A1 TPHU3BEAE M0 MEHIIWX BTpAT AJs OpraHizaiii Ta

HACTIAKIB 1711 0COOH, IO TX CIPUYMHMIIA.

d) nocsirim piBHS MOIH(POPMOBAHOCTI 1010 O0€3MEKH, KU BIMOBIIAE X POISIM
Ta 000B’s13KaM B OpraHizailii;
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€) 3aJ0BOJIbHAIOTH TEPMIHM Ta YMOBHM HalMy, IO OXOIUIIOIOTH MOJITUKY
iHopMmarliitHoi Oe3neKu opraHizallii Ta BIANOBIAHI METOIU POOOTH;

f) miaTpuMyrOTH HaNeXKH1 HABUYKU Ta KBaTI(IKAIlll0 HA BIIOBIIHOMY PiBHI.

JlonaTrkoBa iHMGoOpMaIlis

Sxio HalitMaHM TEpCOHAN, MIAPSIHUKH Ta KOPUCTYyBadl TPEThOi CTOPOHHU HE
moiH(MOPMOBAHO MO0 iX BIAMOBIJAILHOCTEH CTOCOBHO O€3IMEKH, BOHU MOXYTh
CIIPUYMHUTH 3HAYHY IIKOJY opraHizaiii. MoTuBOBaHMII TiepcoHan HWMOBIipHime Oyje

OUTBII HAJIMHUM 1 COPUYMHATUME MEHIIIE 1HIIMJICHTIB 1HpOpMaIIiHOT Oe3neKu.

HesanoBinbHe ympaBiiHHS MOXKE BUKIMKATH Yy TEPCOHANTY HEMOOIIHCHHS, IO
MPU3BOJUTH JO HETaTUBHUX BIUIMBIB Ha Oe3mneky opraxizamii. Hampukian,
HE3aJ0BUIbHE YMPABJIIHHA MOXKE TMPHU3BECTH JO HEXTyBaHHSA Oe3mnekor abo

NOTeHIIitHOTO 3710BKkUBaHHs pecypcamu CYIb opranizarii.
8.2.2 IloindopmoBaHicTh, OCBiTa | HABYAHHA 100 iHpopManiiiHOI Oe3neKH

3axoau Oe3neKu

VYBech HaliMaHU# MepcoHa OpraHizallii, a TaM, Jie 1€ CYyTT€BO, 1 MIAPSAHUKA Ta
KOPHUCTYBaul TpEThOi CTOPOHM TOBHHHI OJIep)KaTH HaJIe)KHE HaBUaHHA IS
MOIH(POPMOBAHOCTI Ta PETYJSPHO OTPUMYBATH OHOBJIEHI JAaH1 IOA0 MOJITHK 1 TPOUEAYP

oprasizalli, CyTTeBUX JJIsl iX MOCaAOBUX (HYHKIIIH.

HacTtaHoBa 111010 BOpOBaKCHHS

HaBuanHs 1715 noiHopMOBaHOCTI TOBUHHO MOYMHATHUCS 3 OPIIHHO 0hOpMIIEHOT
MIPOIIEAYPH, CIIPOSKTOBAHOI /111 O3HAHOMIICHHS 3 TIOJIITUKOIO 0€3MEKH Ta OUIKYBaHHIMHU

opraHizaiii 10 HaJaHHs TOCTyNy 110 iH(opmarlii abo mocimyr.

JlomoBHeHHsI
banku MaroTh 3anmoudarkyBaTH OQIIHY NpoLEAypy HaBYaHHS NpaBwiaM poOOTH Ha
KOMIT I0TE€pax, OCHOBAM IOJITHKHU Oe3leku OaHKy, MpaBUaM MOBEAIHKH Ta MOBOKEHHS 3 KIIIEHTaMU

TOILO AJISl YCIX KaTeropii mpaiiBHUKIB OaHKY.

HpOIIOB)KeHHH HaB4YaHHs ITOBHMHHO OXOIIIFOBATH BHMOI'H 663HCKI/I, HpaBOBi

BIJMOBITAJBHOCTI Ta 3aX0aHM O€3IEeKH, MOB’si3aHl 3 OI3HECOM, a TaKO0)X HaBYaHHS
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KOPEKTHOMY BHUKOPHUCTaHHIO 3ac001B 00poOieHHs 1H(opMalii, HampuKIiaj, mpouenypi
peecTpallii, BUKOPUCTAHHIO MAaKETiB MPOrpaMHOro 3abe3neyeHHs Ta iHdopmMallii om0

JTUCHUIUTIHAPHOTO Tpotiecy (auB. 8.2.3).

JlonaTrkoBa iHMGoOpMaIlis

[ToindopmoBaHicTh 3 Oe3meku, OCBITa Ta HABYaHHS MOBUHHI OyTH CYTTEBUMU 1
BIIMOBIIATH POJIi, BIAMOBINAJIBHOCTI Ta HaBUYKaM OCOOM, TOBHUHHI OXOILUTIOBATU
iHpOopMaIlio MO0 BIIOMHUX 3arpo3, HaJIGKHUX KaHAJIB 3BITYBaHHS IIOAO 1HIUCHTIB
iHpopmarliitHoi 6e3neku (auB. Takox 13.1) 1 TOro, 3 KUM KOHTAaKTyBaTH JIJIsl OTPUMAHHS

MoAANBIINX PEKOMEHAAIlIN 3 O€3IeKH.

HaBuanHs 111 mosinmiueHHs MOiH(GOPMOBAaHOCTI MpU3HAYEHE MJisi TOro, 100
HAJaTH MOKJIMBICTh MPaI[IBHUKAM YCBIIOMHUTH NMPOOJIEMHU Ta IHIUIAEHTH 1HGOpMAIITHOT

0e3MeKH 1 pearyBaTH 3riIHO 3 MOTpedaMHu IXHIX MOCaTOBUX POJICH.
8.2.3 IucummniiinapHuii mpouec

3axoau Oe3neKu

[loBuHeH icHyBaTtu oQiUiHHO O(QOpPMICHUN IUCHUIUTIHAPHUKA MPOLEC LI0J0

HallMaHOTO IEPCOHATY, SIKUW 3/11HCHUB MOPYIICHHS O€3MEKH.

HacTtaHoBa 111010 BOpOBaKCHHS

JIMCIMIUTIHApHUNA TIpolleC HEe MOBUHEH pO3MOYMHATHCA 0€3 MOoNepeHbOro
NIATBEPIKEHHA TOro, IO MOpPYIIEHHS Oe3meku craiocs (auB. Takox 13.2.3 miono

30MpaHHs T0Ka3iB).

OdiuiitHo odopmileHH AUCHUILUIIHADHUM TpoLEeC TOBUHEH 3a0e3neuyBaTu
KOPEKTHUH Ta CHOpaBeMJIUBUI pPO3IJIA] CHpaBM HAaWMaHOTO MEpCOHANy, SIKOTO
Ni03pIOIOTh Yy BYMHEHHI mopyuieHb Oe3neku. [loBuHEeH IcHyBaTH OQIUIHHO
oopMIIeHUI TUCHUIUTIHAPHUH Tpoliec s TudepeHiioBaHOTO pearyBaHHs, ke Oepe
70 yBaru Taki (akTopu: BIJATOBIIHE 3aKOHOJABCTBO, O13HEC-KOHTPAKTU, CYTHICTh Ta
TSOKKICTh TMOPYIIEHHS 1 HOro BIUIMB Ha Oi3HEC, YW € I mepiie abo MOBTOpPHE
MPaBOMOPYILIEHHS, NPOXOJWB UM HI MOPYUIHUK HAJEKHE HaBYaHHS, a TaKOX IHIII

HeoOXiaH1 ¢akTopu. Y CcepHO3HUX BHUIAJKAX HEHAJIEKHOIO IOBOXKEHHS IPOIEC
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MOBUHEH IependayaTd HEBIJIKIAJHE I11030aBieHHs OOOB’S3KiB, MpaB JOCTYNy Ta
MOBHOBa)XEHb 1 HerailHe BHUIPOBAJKYBaHHS, 3a HEOOXITHOCTI, 3 NPUMIIICHb

oprasizartii.

JlonaTrkoBa iHMGoOpMaIlis

JIMCIMIUTIHApHUNA TIpOlLleC TOBHMHEH TaKOXX BUKOPUCTOBYBATHCS SK (HakTop
yTPUMYBaHHS BiJl MOPYIICHb MOJITUKH Ta MNpPOUEAYp O€3MeKH, a TaKOXK Oyab-sIKHUX
IHIIUX MOpYIIeHb Oe3MeKH HalMaHUM MEePCOHATIOM, MIAPSAHUKAMU 1 KOPUCTyBauaMu

TPEThO1 CTOPOHHU.

8.3 lIpunHenHs a00 3MiHA YMOB HaliMy

ine: BrieBHUTHCH, 1II0 BeCh HalMaHUW MEPCOHAN, MIIPSAHUKUA Ta KOPUCTYyBayi
TPEThOi CTOPOHM 3AJMILNAIOTH OpraHiz3alil0 4Yd 3MIHIOIOTh YMOBU HalWMy B

YCTAaHOBJICHOMY MOPSIKY.

[ToBuHHI OYyTH BCTaHOBJICHI BIAMOBIMAIBHOCTI MJid TapaHTIi, 10 HalMaHUU
MepcoHas, MIAPSIHUKN Ta KOPUCTYBadl TPEThOI CTOPOHU MOKUAIOTH OPTaHi3alliio i
KOHTPOJIEM 1 L0 3aBEPILIECHO MOBEPHEHHS BChOT'O O0JIAJHAHHS Ta BUAAJIECHHS BCIX IpaB
JOCTYyTYy.

VYrpaBiiHHS 3MIHOIO BIAMOBIAAIBHOCTEH Ta YMOB HaliMy B OpraHizallii HOBUHHE
BUKOHYBATUCS SIK MPUIMHEHHS Tepea0adyeHux BIAMOBIIATbHOCTEH ab0 yMOB HalMy
3TITHO 3 UM PO3JAUIOM, a OyJIb-IKUMH HOBUMH YMOBaMHU HaiiMy TpebOa yHpaBisTH SK

omucaHo B po3aimi 8.1.

8.3.1 IIpunuHeHHs BiANOBIKAJIBLHOCTEN

3axoau Oe3neKu

[ToBrMHHI OyTH 4ITKO BU3HAYEHI Ta BCTAHOBJICHI BIAMOBIAJIBHOCTI 32 BUKOHAHHS

npoueAyp NPUIMMHEHHI HaliMy a00 3MIHU YMOB Haiimy.

HacTtaHoBa 111010 BOpOBaKCHHS

[Ipu nmpunuHEHH! BIANOBINAILHOCTEN MOBUHHI JIOBOJUTHUCS JO BIJOMY BHUMOTHU

Oe3MeKy Ta MpaBoBa BIAMOBIAAIBHICTD, 110 MPOJAOBXKYIOTh MISTH, , 1, 33 HEOOXITHOCTI,
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BIIMOBINAIBHOCTI, IO MICTAThCS Yy OyAb-fAKiM yrojai moAo KOH(MIACHIIHHOCTI
(nuB. 6.1.5), Tepminu 1 yMOBU Haiimy (auB. 8.1.3), siIKi IPOJOBXKYIOTHCS HA BUSHAYCHUI
nepioj micis 3BUIbHEHHS] HaMaHOTO TIepCOoHaNy, MAPSIHUKA a00 KOPUCTyBaya TPEThOi

CTOPOHH.

BinnosinansHOCTI Ta 000B’SI3KH, 111€ YMHHI MICIS MPUIIMHEHHS HalMy, OBUHHI
MICTUTHUCS Y KOHTpaKTaX HaiMaHOTO MepcoHaly, MIAPsAHIKA a00 KOPUCTYBaya TPEThOT

CTOPOHH.

3MiHaMU BIJNOBiJAIbHOCTI a00 yMOB HailmMy Tpeba YNpaBisTH TaKOX, SK
MIPUNIMHEHHSM Tepen0auyeHoi BIAMOBIAATBLHOCTI a00 HaiiMy, a HOBI BIANOBIIATbHOCTI

a00 yMOBH HailiMy MMOBHUHHI KOHTPOJIIOBATUCA SIK OMKMCAHO B po3Aaiii 8.1.

JlonaTtkoBa iHMGoOpMaIlis

3a3Buuail BIAAUI KaJIpiB € BIANOBIAJBHUM 32 BECh IPOLIEC IPUNMHEHHS HAlMYy 1
JUISL YTPaBIIIHHSA acrleKTaMu O€3MEeKH BaXKJIUBUX TNPOLEAYp NPUIUHEHHS HalMy
CIIBIpaIltoe 3 0e3mocepeHiM KEPiBHUKOM OCOOH, 110 3BUIBHSETHCS. Y BUIAIKY, KOJU
11e MIAPSIHUK, e MpoIec MPUIMUHEHHS BIIMOBIIAJILHOCTI MOYKE BUKOHYBATH arcHIlis,
BIIMOBiAJIbHA 32 MIAPSAHUKA, a Y BUMAAKY 1HIIOTO0 KOPUCTyBaya 1€ MOKe BUKOHYBATU

Horo opranizaiis.

Moxe BUHUKHYTH HEOOXIAHICTh MOBIIOMJISITH HalMaHHW TEpPCOHAJI, KIIIEHTIB,
NIAPSIHUKIB @00 KOPUCTYBauiB TPETIX CTOPIH MPO 3MIHU Yy 3aX0JlaX, 0 CTOCYIOTHCS

HepcoHally Ta poOoTH.
8.3.2 IloBepuenns pecypciB CYIb

3axoau Oe3neKu

VBech HaliMaHWii TMepcoHaN, MIAPAIHUKH Ta KOPUCTYBaudl TPEThOI CTOPOHU
nmoBUHHI noBepHYTH Bci pecypcu CVYIb opranizanii, mo nepedyBaroTh y iX BOJIOJIHHI,

MICIIs] IPUNMHEHHS X HaMYy, KOHTPAKTY YU YT OJIU.

HacTtaHoBa 111010 BOpOBaKCHHS

OdiuiitHo odopMieHud Tpolec MNPUNUHEHHS HaWMy T[OBHUHEH BKJIIOYATH
MOBEPHEHHSI YChOT'O paHillle BUIAHOTO MPOTPAMHOI0 3a0e3MeuUeHHs, KOPHOpaTUBHUX
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JOKYMEHTIB Ta o0naaHanHs. Takox Tpeda noBepHyTH iHIIl pecypcu CYIb opranizariii,
Takl K MOOUIbHI OOYMCIIOBaJIbHI TMPUCTPOI, KPEAUTHI KApPTKU, KAPTKU JOCTYILY,
nporpamMHe 3a0e3neueHHs, IHCTPYKIIi Ta iH(opmalio, 30epekeHy Ha eJEeKTPOHHUX

HOCISX.

Skuo HaillmMaHUW TepcOHAN, MIAPAIHUKA Ta KOPUCTYBadl TPETHOI CTOPOHH
KyIyloTb oOJaHaHHS, 110 HAJIEXKUTh OpraHizaiii, a0 BUKOPUCTOBYIOTh CBO€ BJacHE
nepcoHanbHe o0JagHaHHs, Tpeba CiayBaTH MpoleaypaM, sKi 3a0€3Meuyr0Th, 10 BCA
BaXJIMBa 1H(GOpMAaIlisl MepeJaeThCsl OopraHizaiii 1 HaAlliHO BUJANSETHCA 3 0OJaTHAHHS

(nuB. Takox 10.7.1).

VY Bunaakax, Kojiu HallMaHUW MepcoHas, MIIPSIHUKA Ta KOPUCTYBaudl TPEThOi
CTOPOHM MalOTh BIIOMOCTI, BaXKJIMBI JUIsl TOAANBIIOTO (YHKLIIOHYBAaHHS OpraHizalii, 1

iHopMaIlis TOBUHHA OYTH 3aJIOKYMEHTOBAHA 1 IEpeiaHa opraHizalii.
8.3.3 BuiiyuyeHHs IpPaB 10CTYIy

3axoau Oe3neKu

[licns npunuHEHHs HaMy, KOHTPAKTy UM Yroad OyIb-SKOro HailMaHOTro
NepCcoHany, NIAPATHUKIB 1 KOPUCTYBAdiB TPEThOI CTOPOHU IMpaBa iX JAOCTYIY 10
iHpopmalii Ta 3acobiB 00poOieHHs 1HGopMalii NOBUHHI OyTH BuiIy4deHl abo

MPUCTOCOBAH1 10 3MIHHU.

HacTtaHoBa 111010 BOpOBaKCHHS

[Ticns npunuHeHHs HaliMy mpaBa J0cTyiy ocodu a0 pecypciB CYIb, nmoB’s3aHux
3 iHGOpMAIIHHUMU CHUCTEMaMH Ta MOCIyraMmu, NOBUHHI OyTu mneperisinyTi. [loTpibHo
BU3HAUYUTHU, YU HEOOXIJHO BUAAIUTHU MpaBa JOCTYNMy. 3MIHM yYMOB HaliMy MOBHHHI
B1100Opa3uTHCs Y BUJAJIEHH] BCIX MpPaB JIOCTYITY, SIKI HE 3aTBEPIKEHO JIJIT HOBUX YMOB
Haiimy. IlpaBa moctymy, Kl MOBMHHI OyTH BUJaieHi abo aganToBaHl, CTOCYIOTHCS
¢G13MYHOrO Ta JOTIYHOTO JOCTYNy, KIIIOUIB, 1IEHTU(]IKAIMHUX KapTOK, 3aco0iB
o0poOnenHst iHopmanii (quB. Takox 11.2.4), nepeamnatu (MANUCKK), BUJATICHHS 3
OyIb-KOi JOKYMEHTallll, sKa 1IeHTU(]IKye HWOro SK HaABHOIO MpeACTaBHUKA

oprasizauii. SIkuio HailMmaHu# epcoHa, MapsSIHUKA a00 KOPUCTYBayd TPEThOi CTOPOHH,
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10 3BUIBHAIOTHCS, 3HAIOTh MapoJIi OOJIIKOBUX 3aMKCIB, 5Kl 3aJUIIAIOTHCS AKTUBHUMH,
BOHU TOBHHHI OyTH 3MiHEHI MICJIsl MPUMMHEHHS a00 3MIHU YMOB HaiiMy, I0roBopy abo

YTOJIN.

[IpaBa nmoctyny no iHdopmamniitnux pecypciB CYIb Ta 3aco6iB 00poGiaeHHs
iHdopMallii MOBUHHI OyTH CKOpoYeHI ab0 BHJAJICH]1 10 MPUIMHEHHS a00 3MIHU YMOB
HaliMy 3aJI€KHO BiJl OI[IHIOBAHHS TAKUX (PAKTOPIB PUSUKY:

a) un Oyno npunuHeHHs abo 3MiHA YMOB HalMy iHIlIlOBaHO HaWMaHUM
MEPCOHANIOM, TIAPATHUKOM ab0 KOPUCTYBAayeM TPEThOI CTOPOHH YM KEPIBHHUIITBOM 1
MPUYMHU NPUTTUHEHHS HaliMY;

b) moTouHi 00OB’SI3KM HalMaHOrO MepcoHaly, MiAPAIHUKA a00 KOpUCTyBaya
TPETHhOI CTOPOHU;

c¢) miHHICTB pecypciB CVYIb, siki 3anuiatoThCsl TOCTYITHUMU.

JlonaTrkoBa iHMoOpMaIlis

3a nesxkux oOCTaBMH IMpaBa AOCTYNY MOXKYTh PO3MOJAUISATUCS TaKUM YHHOM, 1100
OyTH JOCTYNMHHUMU OUIBIIIN KUTBKOCTI1 JIIOJIEH, HIXK 3BUIBHIOBAaHWN HaWMaHUI MepcoHal,
HIAPSIHUK a00 KOPUCTYBAaU TPETHO1 CTOPOHU, HANPUKIIAJ, IPYIOBI 1AeHTU(IKaTOpHU. 3a
TaKMX 0OCTaBUH 3BUIbHIOBaH1 0COOM MOBHHHI OyTH BUAAJICHI 3 YCIX CIIUCKIB IPYIIOBOTO
J0CTyNy, 1 MOBUHHI OyTH BXKHT1 3aX0AM, 1100 PEKOMEHAYBAaTH IHIIOMY HallMaHOMY
NepcoHany, miapsgHukaM abo KOpPUCTyBauyaM TPEThOi CTOPOHHM, SIKUX 1€ CTOCYETHCH,

Jaii He BUKOPUCTOBYBATH 1H(OPMAIIIEIO CIIUIBHO 13 3BUIBHIOBAHOIO 0CO00I0.

VY Bumajgkax NPUNUHEHHS HaiiMy, IHINIHOBAHOIO KEPIBHUILTBOM, OOpa)KeHUMH
HallMaHUW MEepPCOHAN, MAPATHUK a00 KOPUCTYyBad TPEThOI CTOPOHU MOXKYTh HABMUCHO
3irncyBatu iH(opMalio abo MOIKOIUTH 3aco0u 00poOseHHs iHpopMallil. Y BUNAAKY
BIICTaBKH JIIOJICH BOHU MOXYTh 3poOUTH copoOy 3i0patu iHGOpMaIlio s

Maﬁ6YTHBOFO BHKOPHUCTAaHHAI.
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9 dizuyHa Oe3nmeka Ta 0e3nexka iHGpacTpyKTYpH

9.1 3ouu 0e3nmexkn

ine: 3amobirty HECaHKIIOHOBAHOMY (DI3UYHOMY JIOCTYIY, YIIKO)KCHHIO Ta

BTOPTHEHHIO JI0 CITY>KOOBUX MPUMIIIEHb OpraHi3allii Ta BTpy4aHHIo B ii iHpopMalliro.

3aco0u 0O6pobieHHsT KpUTUYHOI a00 KOH(1IeHUIMHOI 1HpOopMallil MOBUHHI OyTH
poO3MilIeHl B 30HaxX O€3MeKH, 3aXUIICeHUX BHU3HAYCHUMH MepUMETpaMu Oe3NeKkH, 3
HaJeXKHUMH Oap’epaMu Oe3reku Ta 3axoaamu Oe3neku npuOyTTs. Bonu noBuHH1 OyTH

(bh13UYHO 3aXUIIEHI Bl HECAaHKIIIOHOBAHOTO JIOCTYMY, YIIKO/KEHHS Ta BTPYYaHHS.

Hapnanuit 3axuct noBuHeH OyTH IPOMOPLUINHUM 11€HTU(HIKOBAHUM PU3HKAM.

9.1.1 llepumeTp ¢pizuuHOI Ge3MeKH

3axoau Oe3neKu

JIJist 3aXUCTy 30H, 110 MICTATH 1H(OpMaIito 4 3acodbu oOpobieHHs iHbopMallii,
Tpeba BUKOPUCTOBYBATH NepuMeTpu Oe3neku (0ap’e€pu, HANPUKIAL, CTIHU, KaPTKOBO-

KOHTPOJIbOBaH1 BX1JIHI OpamMu a00 MOCTH YEPTOBHUX).

JlomoBHeHHSsI
baHky NMOBHHHI BUKOHYBAaTH yCi BUMOTM HOPMaTHBHO-IIPAaBOBUX akTiB HalioHaibHOro GaHky
VYkpaiHu 3 NUTaHb TEXHIYHOIO 3axucTy 1H(opmamii [uis NpUMILIeHb OaHKIB, Jie¢ 00poOJAIOThCA

€JIEKTPOHH1 0aHKIBCbKI JJOKYMEHTH.

HacTtaHoBa 111010 BOpOBaKCHHS

lono nepumeTpiB Gi3UUHOT Oe3MeKku Tpebda pO3rIsTHYTH Ta BIPOBAAUTH TaM, 1€
HaJIEeXHO, TaKl HACTAHOBHU:

a) mepuMeTpu Oe3NeKu MOBUHHI OyTH 4YITKO BHM3HAYEHI, a PO3MILIECHHSA Ta
MIIHICTh KO>KHOT'O 3 IEPUMETPIB MOBUHHI 3aJ€XKaTH BiJi BUMOT 0€3MEKHU 11010 PECYpPCiB
CVYIb y mexax 1bOro nepuMeTpa Ta pe3ysbTaTiB OLIIHKUA PU3UKY;

b) mepumeTpu OyaiBii ab0 MNPUMIIIEHb, SKI MICTATh 3aco0U OOpPOOJIEHHS
iHpopmarlii, MOBUHHI OyTH (QI3MYHO HAAIMHUMU (TOOTO TaM HE TOBMHHO OYyTH
MIPOMIKKIB y TIEpUMETP1 a00 30H, JI€ JIETKO MOKE CTATUCh 3JIaMyBaHHsI ); 30BHIIIHI CTIHU
NPUMIIIEHb MOBUHHI OyTH MIIHOT KOHCTPYKLII 1 BCl 30BHIIIHI JBEp1 MOBUHHI OyTH
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BIJIMOBITHUM YHHOM 3aXHWIIEHI BiJl HECAHKI[IOHOBAHOTO JOCTYIYy KOHTPOJIbHUMU
MEeXaHI3MaMHM, HaNpUKJIaJ, 3acyBaMU, TPUBOXKHOIO CHUTHAJI3alli€l0, 3aMKaMu TOIIO;
JBEp1 Ta BIKHA MOBUHHI OyTH 3aMKHEH1, KOJIM 3aJUIIAI0ThCs 0€3 Harsay, Takox Tpeba
nepe0aynTH 30BHIMIHIN 3aXUCT JIJIs1 BIKOH, 0COOJIMBO HA PIBHI 3eMJIi;

C) MOBUHHI OyTHM HasBHUMHU 30HA 4YepryBaHHd abo 1HIII 3acO0U KOHTPOIIIO
(G13MYHOrO JOCTYIY A0 MpHUMIilIeHb ad0 OyiBii; TOCTYyN 10 IpHUMilleHb a0 Oy/iBeb
MOBUHEH JI03BOJIATUCS JIMIIE TIEPCOHANY, SIKUI OTpUMaB CaHKIIIIO;

d) mo6 3ano0irTM HECaHKI[IOHOBAaHOMY (I3UYHOMY JOCTYIy Ta IICyBaHHIO
1HPPaACTPYKTYpH TaMm, Jie Lie MOTPiOHO, MOBUHHI OyTH 0OyA0BaH1 Pi3uuHi 6ap’epu;

€) ycl MOXEXH1 JBepl y NepuMeTpi Oe3leKku MOBUHHI OyTH o00saaHaHi
TPUBOXKHOIO CHUTHAJI3aIli€l0, Tpeba 3A1MCHIOBATH iX MOHITOPUHT Ta TECTYBaTH Pa3oM 3i
CTiHaMH, I00 BCTAaHOBUTH TMOTPIOHWI piBEeHb OMOPY 3TIAHO 3 BIANOBIIHUMHU
perioHaJbHUMHU, HAIIOHAIBHUMHM Ta MIDKHAPOJAHMMM CTaHIapTaMU; BOHU TOBUHHI
0e3B1iIMOBHO (hYHKITIOHYBATH 3T1IHO 3 MICIIEBUMU MPAaBUJIAMH TOXKEKHOT O0€3MEKH;

f) 3rimHO 3 HalllOHANTBHUMHU, PETIOHATLHUMHU a00 MIKHAPOJHUMHU CTaHAApTAMU
MOBUHHI OyTH BCTAHOBJIEHI MPHUIATHI CUCTEMHU BUSBICHHS MOPYIIHUKIB, iX Tpeba
PEryJISIPHO TECTYBATH HIOJI0 OXOIUJICHHS IITMMU CHCTEMaMH BCiX 30BHIIIHIX JBEpel Ta
JOCTYITHUX BIKOH; HE3alHATI 30HU MOBHUHHI MOCTIHHO OYTH Mil OXOPOHOIO TPUBOMKHOT
CUTHaII3aIlll; TakoX HEOoOXiAHO 3a0e3meuyBaTU HAJAaHUW 3aXUCT Ui I1HIIMX 30H,
HaIPUKJIaa, KIMHAT 3 KOMIT I0TepaMiy Ta 3ac00aMu KOMYHIKaIliif;

g) 3acobu o0poOneHHs iH(opMaIllli, SKUMU YIpaBJs€ OpraHizallis, MOBUHHI

Oyt (13MYHO BiTOKpEMIIEHI BiJ] 3aC001B, SIKUMH YIIPaBISAIOTh TPETI CTOPOHH.

JlonaTrkoBa iHMGOpMaILis

@®i3U4HOT 3aXMIIEHOCTI MOXKHAa JOCSTTH CTBOPEHHSM OJHOTO UM OLIblIe
¢i3uuHUX Oap’epiB HABKOJIO CIY)XKOOBHX MpUMILIEHb Ta 3aco0iB 00poOJeHHs
iHpopmartlii opranizanii. BuxopucraHHs 4yucieHHHX Oap’€piB HaJae J0JAaTKOBHM
3aXMCT, 3a SKOrO0 BiIMOBA OJHOrO Oap’epa HE O3HA4Ya€ HEralHOi KOMITpOMeTallii

Oe3MeKu.

30HOO Oe3neku Moxke OyTu odic, IO 3aMHKa€ThCA, ab0 ACeKiIbka KIMHAT,
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OTOYEHHMX CYLUIBHUM BHYTpIlIHIM Oap’epoM ¢i13uuHoi Oe3nexku. [[ns KOHTpoIiio
(G13MYHOTO JOCTYNy MK 30HAMH 3 PI3HUMH BHUMOTraMu O€3I[EeKH BCEPE/IMHI EPUMETPY

0e3MeKkr MOXYyTh OyTH NOTPIOH1 10JaTKOB1 O0ap’€pu Ta MEPUMETPH.

Oco06nmBO1 yBaru o0 0e3neku (Ppi3MIHOTO JOCTYIMY MOTPeOYIOTh OYIIBII, 1€

po3TalioBaHi pi3Hi Opraxizaiii.
9.1.2 3axonu 0e3nexu Qi3MIHOrO NpUOYTTH

3axoau Oe3neKn

30HU Oe3MeKu MOBUHHI OYTH 3aXUIICH] HAJIGKHUMU 3aX0/4aMH Oe3leKu MpuoyTT,

1100 3a0€3MeUnTH, 110 JOCTYII TO3BOJICHUM TUTHKH MEPCOHAITY, SIKWM OTPUMAaB CaHKIIIIO.

HacTtaHoBa 111010 BOpOBaKCHHS

Tpeba po3rasiHyTH HaBeIeH1 HH)KU€ HACTAaHOBHU:

a) Tpeba 3amuMcyBaTh JaTy Ta yac OpuOyTTS Ta BiAOYTTA BiABiIYyBauiB Ta
HarjIsaTd 3a BCIMa BIABIyBauaMH, SIKIIO TUIBKM HaJaHHA 1M JOCTYIy He OyIo
MONepeIHbO 3aTBEP/XKEHO; Tpeda HaJaBaTH IM JIOCTYM JIMIIE 3 BpaxXyBaHHSM MEBHUX
CaHKIIIOHOBAaHUX LJIEH 1 BUJABATU THCTPYKIIII 0JI0 BUMOT O€3MEKH 30HH Ta MPOLEeaAyp
Ha BUIAJO0K HaJ3BHUYaHUX 00CTaBHH;

b) moctyn nmo 30H, jnae 30epiraloTb abo 00poOIATH KOHQIICHIINHHY
iHpopmarlito, Tpeba KOHTPOJIOBATH Ta OOMEXKWUTU JIMILIE MEPCOHAJIOM, SKUH Mae
CaHKIIIIO; A CaHKI[IOHYBaHHS Ta MIATBEPIKCHHS BCIX JOCTYMmiB Tpeba
BUKOPUCTOBYBATH 3acO0M aBTEHTH(QIKaIlli, HANpUKIAA, KApTKA KOHTPOJIIO JOCTYIY
witoc ITIH (mepconanbumii ineHTUdIKAIHHUI HOMED); Tpeba MiATpUMYyBaTH Oe3neKy
KYpHAIIB ayJIUTY BCIX JTOCTYIIIB;

c) Tpeba BuMmaratd, o0 Bech HaliMaHUN TEpPCOHAN, MIAPSIAHUKA Ta
KOPHUCTYBaul TpPeTbOi CTOPOHHM, @ TaKOX ycl BIJBiIyBaul HOCHUJIU TEBHY BUIUMY
IGHTU(QIKALII0 1 HEraHo CHOBINIAJIM MEPCOHAN CIyXOW Oe3MeKu, SKIIO BOHHU
3yCTpI4aloTh BiJIBiIyBauiB 0€3 CynpoBoay Ta Oyab-Koro 0€3 BUIUMOI i1eHTU(IKAITIT;

d) mepconany ciayx0u NIATPUMKHU TPEThOi CTOPOHH, JIMILIE 3a MOTPeOU, TOBUHEH
OyTu HamaHuil OOMEXEHHH JOoCTyl 10 30H Oe3neku abo 3aco0iB  0OpoOsIeHHS
KoH(pieHiiHOT 1H(OpMallii; TpeGa 3I1HCHIOBATH CAHKI[IOHYBaHHS Ta MOHITOPHUHT
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I[bOTO JIOCTYMY;
€) mpaBa JOCTYIly 10 30H Oe3leku Tpeda peryisipHO MeperisiaaTti Ta

aKTyasli3yBaTH, a B pa3l HEOOX1AHOCT1 BIAMIHATH (1uB. 8.3.3).
9.1.3 Yo6e3neuenns odiciB, KiMHAT i 00/1aTHAHHA

3axoau Oe3neKu

[ToBuaHa OyTu po3poOiieHa 1 3acTtocoBaHa (izuuHa Oe3meka odiciB, KiIMHAT 1

o0J1agHaHHS.

HacTtaHoBa 111010 BOpOBaKCHHS

Tpeba po3ryistHYTH HaBeJieH1 HUYKYE HACTAHOBU 11010 Oe3neku odiciB, KIMHAT Ta
oOJtaTHaHHS:

a) Tpeba BpaxoByBaTH ICHYIOUl HOPMATHUBH Ta CTaHJAPTH OXOPOHHU 370POB’S Ta
Oe3IeKH;

b) ocHOBHI 3acOo0M MOBHHHI OYyTH PO3TAIIOBAaHI TAKUM YHUHOM, 100 YHUKHYTH
MyOJIIYHOTO TOCTYIY;

C) 32 MOXJIMBOCTI, OyAiBIl MOBHHHI HE MpPUBEPTaTH YyBary 1 MiHIMaJIbHO
MO3HAYaTH CBOE MPU3HAUEHHA, 0€3 BUIMMMX O3HAK BCepeauHI a00 330BHI OyaAiBIIi, 110
1IEHTU(IKYIOTh HasIBHICTb JISTILHOCTI 3 00po0eHHs iHdopMaIlii;

d) MOBiIHUKM Ta BHYTPIIHI Tele(OHHI KHIKKH, SKI 1IeHTU(DIKYIOTb
po3MilIeHHs 3ac001B 00poOIeHHs KOH(D1IeHIIIHOT 1HpOopMallii, He TOBUHHI OyTH JIETKO

JOCTYITHUMHU ISl IUPOKOTO 3araiy.
9.1.4 3axucr Bix 30BHIIIHIX Ta IHPPACTPYKTYPHHUX 3arpo3

3axoau Oe3neKu

[loBunen OyTu po3poOJeHUN Ta 3aCTOCOBAaHUM  (PI3UUHUNA 3aXUCT  BiJ
MOIIKOJKEHHSI BHACIIJOK TMOXEXI, TTOBEHI, 3eMJIETpYyCy, BUOYXY, aKiliii IrpoMaachKOl

HEMOKOPH Ta THIIHUX (GOPM CTUXIHHOrO a00 CIPUYMHEHOIO JIOJbMU JIHXA.

HacTtaHoBa 111010 BOpOBaKCHHS

Tpeba po3misiHyTH Oyab-sKi 3arpo3u Oesmeli 3 00Ky CYCITHIX CIIY»KOOBHUX
NpUMIIIEHb, HAMPUKIIAJ, MOXKeXKa B CYCIAHIN OyIiBii, BOJAA, IO MPOTIKAE 3 JaXy YU
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MIPOCOYYETHCS 3 MOBEPXIB MIA3EMHOI0 PiBHS, 400 BUOYX Ha BYJUIIL.

1106 YHMKHYTH MOILIKOJXEHb BHACIIJOK MOXEX1, MOBEHI, 3eMJIETPYCY, BUOYXY,
aKuid TpoMaJChbKOl HETOKOPH Ta THIIKMX (GOPM CTUXIMHOrOo ab0 CIPUUMHEHOTO JIOABMHU
nuxa Tpeda po3rIIHYTH HaBeJeHI HUKYEe HACTAHOBU:

a) HebOe3nmeyHi abo 3aliMUCTI MaTepiadu NOBUHHI 30epiraTvicsi Ha Oe3neyHid
BiicTaHl BiJ 30HM Oe3meku. ONTOBI 3amacH, Takl SK KaHIEISIPChbKE MPWIaais, HE
MMOBUHHI 30epiraTucs B Mexax 30HU OE3MEKU;

b) obnagHaHHS BIJHOBJIEHHS Ta HOCIi pPE3EpBHUX KOIMIM TMOBUHHI OyTH
po3MilieH1 Ha Oe3neuHii BiCTaHl, 100 YHUKHYTH YIIKOJKEHHS BiJ JIXa, SIKe BIUIMBAE

Ha OCHOBHC ITpUM iH_IeHHSI;

JlomoBHeHHsI
banku MaroTh 3a0e3neuyBaTv BUKOHAHHS BUMOI HOPMAaTHBHO-IIPaBOBUX akTiB HaiioHanbHOro 6aHky
VYkpainu 1moao 3ale3neyeHHs Oe3nepepBHOrO (PYHKIIOHYBaHHS Ta pe3epBYBaHHs I1HQOpMaLIIHUX

cucteMm OaHKIB YKpaiHu.

C) Tpe6a HaaaTHu 1 NpuaaTHUM YUHOM pOSMiCTI/ITI/I HaAJIC)KHC IIPOTUIIOKCIKHE

oOJtaTHaHHS.
9.1.5 Po6oTa B 30HaX 0e3leKH

3axoau Oe3neKu

[ToBuHH1 OyTH PO3pOOJIEHI Ta 3aCTOCOBaHI (PI3UYHUMN 3aXHMCT 1 HACTAHOBU ILIOJO

po0OOTH B 30HaX OE3MEKHU.

HacTtaHoBa 111010 BOpOBaKCHHS

Tpeba po3risiHyTH HaBeeH1 HUKY€ HACTAHOBH:
a) Tpo iCHyBaHHS 30H Oe3meku ado MIsIIbHICTh Y HUX MEPCOHAN MOBUHEH OyTHU
noiH(OpPMOBaHUI JIHIIIE B MEKaX HEOOXITHUX JJIsl HOTO poOOTH;
b) Tpeba yHuKaTu poOOTH B 30HAX Oe3neku 0e3 HATJAIYy SK 3 IPUYUH Oe3MeKH,
TaK 13 METOIO 3aIT00IraHHs MOJKIIMBIN 3JIOBMHUCHIHN JISUTBHOCTI;
C) He3alHATI 30HM Oe3MeKHM MOBUHHI OyTH (PI3UYHO 3aMKHEH1 1 MEepPIOAUYHO
nepeBIpSITUCS;

d) Bukopuctanus gporto-, Bieo-, ayJi0o- Ta IHIIOTO 00JIAJHAHHS JJIs 3aIUCY, SK,
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HallpuKJIaa, KaMep B MOOLIIBHHUX Teﬂe(l)OHaX, HC IIOBHMHHO O03BOJISITHUCA, JOKH BOHO HC

CAHKI[IOHOBAHO.

3axoau 1040 poOOTH B 30HaX OE3NEKM BKIIIOYAIOTH K 3aXOAU OE3NEKH 070
HaliMaHOTO MEePCOHAIY, NIAPAIHUKIB 1 KOPUCTYBaUIB TPEThOI CTOPOHHU, SIK1 MPALIOIOTH B

30Hax OE3MEeKH, TaK 1 MO0 1HIIOT AISUTBHOCTI TPEThO1 CTOPOHHU, KA TaM 31HCHIOEThCS.
9.1.6 30HH 3araIBLHOr0 JOCTYILY, JOCTABKH TA BIABAHTAKCHHS

3axoau Oe3neKn

1106 yHMKHYTH HECAHKIIIOHOBAHOT'O JOCTYITy, TOBUHHI OyTH KOHTPOJHOBAaHI 1, 3a
MO>KJIMBOCTI, 130JIbOBaH1 BiJ 3aco0iB 00poOsieHHA 1H(OpMAIl TOYKH JIOCTYILY,
HaIPUKJIaa, 30HU JOCTABKU Ta BIJIBAHTAXKEHHS, a TAKOX 1HIII TOYKHU, Yepe3 SKi 0coOu,

JOCTYI SIKUX HE CAHKI[IOHOBAHO, MOKYTh YBIUTHU JI0 CIY>KOOBUX MPUMIILIECHb.

HacTtaHoBa 111010 BOpOBaKCHHS

Tpeba po3rasiHyTH HaBeICH1 HIXKUE PEKOMEH Al

a) TepcoHall, SKOMY 13 30BHI OyJIMHKY HAJa€ThCS AJOCTYI 0 30H MOCTAYaHHA Ta
3aBaHTAKEHHs, HEOOXITHO 1eHTU(]IKyBaTU 1 BIH MOBHUHEH MATH CAHKIIO Ha TaKUH
JOCTYI;

b) 30HM TOCTauaHHS Ta 3aBAHTAXKEHHSI MOBHHHI OyTH CIPOEKTOBaHI TaKUM
YUHOM, 1100 MOCTaBKU MOIJIM OYTHM pO3BaHTAa)KEH1 0€3 OTpUMAaHHS MEPCOHANIOM, KU
3M1MCHIOE TOCTaBKY, IOCTYMY /IO IHIIKUX YaCTUH OYyIiBIi;

C) 30BHIIIHI JBEP1 30HU NOCTAYaHHS Ta 3aBaHTaXEHHS MMOBUHHI OYTH 3aMKHEHI,
KOJIM BIIYMHEH1 BHYTPIIIHI ABEPI;

d) matepianu, M0 HAAXOASATh, MOBUHHI OOCTEXKYyBaTUCS Ha MOTEHLINHHI 3arpo3u
(muB. 9.2.1d) mo TOro, sIK BOHM OyIAyTh MEpEMIlllEHI 3 30HU IOCTAYaHHS Ta
3aBaHTAKEHHSI 10 MICISI BUKOPUCTAHHS;

€) Marepiaiiy, 10 HAIXOJATh, TOBUHHI PEECTPYBATHUCS 3T1IHO 3 MPOIEAYPOIO
yIpaBJliHHS pecypcoM (auB. Takox 7.1.1) Ha BX01 10 IPUMIILIEHHS;

f) maprtii TOBapy, IO HAAXOAATH 1 BIICWIAIOTHCS, IOBUHHI OyTH, 3a

MOXJIMBOCTI, (DI3UYHO PO3MOIJICHI.
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9.2 be3neka 00J1aJHAHHSA

[inp: 3amo6irty BTpaTam, YIIKOJDKEHHIO, KpaaKill abo KOMIIpOMeTallii pecypciB

CVIb Ta nepepuBaHHIO JIsJIBHOCTI OpraHi3alii.
OO6naiHaHHA MOBUHHE OyTH 3aXUIleHe BiJl (PI3MYHUX Ta €KOJIOTTYHUX 3arpo3.

Jlist 3MEHIIeHHST pU3MKY HECaHKIIOHOBAHOIO AO0CTymy 10 iHdopmaiii Ta s
3aXUCTy BIJ BTpaTH Ta YIIKOJ)KEHHS OOJaJHAHHS TOBUHHE OyTH 3aXuUIIeHE
(BKJTIOYAIOUM MaWHO, 10 BUKOPUCTOBYETHCS 30BHI, 1 T€ MalHO, 110 MEPEMIIIYETHCS).
[Ipu oMy Tpeba TaKoXK PO3TJIIHYTH PO3MILICHHS Ta BWIYYeHHs oOnanHaHHA. s
3aXMCTY Bl (PI3MUHMX 3arpo3 1 JJIsE OXOPOHHU 3aCO0IB JKUTTE3a0€3MEUYCHHS, TaKUX SK
CJIEKTPOXKUBJICHHSI Ta KabOeilbHa 1H(QPACTPYKTYpa, MOXKYTh OyTH MNOTPIOHUMHU

CHEIAJIbHI 3aX0H O€3IEKH.

9.2.1 Po3MillieHHS Ta 3aXMCT 00JIaTHAHHSA

3axoau Oe3neKu

OO6nanHaHHS TIOBUHHE OyTH pPO3MIIIEHE YW 3aXWILEHE TaKUM YHWHOM, 100
3MEHIIUTA PU3UKK  1HQPACTPYKTYpHMX 3arpo3 1 HeOe3lnek Ta MOXKIHUBOIO

HECAHKI[IOHOBAHOI'O JIOCTYITY.

HacTtaHoBa 111010 BOpOBaKCHHS

Jlnst 3axucty obnagHaHHs TpeOa po3TISHYTH HaBeJICHI HUXKYE HACTAHOBH:

a) oOJaJHaHHS MOBUHHE OyTH PO3MIllIEHE TaK, 100 MIHIMI3yBaTH HEMOTPIOHUM
J0CTYI A0 POOOYHX 30H;

b) 3acobu oOpoOseHHs iH(opmaIllii, Mo 00poOIAI0Th KOHGIAEHIIINHI JaHi,
MOBUHHI OYyTH pO3TalloBaHi IMiJ OOMEXEHHM KYyTOM OTJISIIY IJis 3HUKEHHS PUBHKY
criocTepexkeHHs1 iH(opMaiii ocobamu, ski HE MalwTh Ha 1€ CaHKIi, mig vac Ti
BUKOPUCTaHHS, Ta 3a0e3rneuuTu Oe3neky 3aco0iB 30epiraHHs Il YHUKHEHHS
HECaHKI[I0HOBAHOT'O JIOCTYIY;

C) €JIEMEHTH, WI0 NOTPeOYIOTh CHEUIAIbHOIO 3aXUCTy, IMOBUHHI OyTH
130J1bOBaHI, JIJIs1 3MEHIIICHHSI 3arajJbHOTO PIBHS HEOOXITHOTO 3aXUCTY;

d) moBuHHI OyTH y3ro/kKeHl 3axoau O€3MeKru g MIHIMI3aIil PUBHKY
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MOTEHIIMHUX (PI3UYHUX 3arpo3, HAMpHUKIaJ, KpaJbKK{, BOTHIO, BUOYXIB, IUMY, BOJH
(ab0 BIIMOBHM TMOCTaYaHHS BOJM), TWJIY, BiOparii, XIMIYHUX BIUIMBIB, 3aBa]l
CJIEKTPOKUBJICHHS, KOMYHIKAI[IMHUX 3aBaj, €JIEKTPOMAarHITHOTO BHUIPOMIHIOBAHHS Ta
BaHJaiI3MYy;

€) MOBHUHHI OyTH po3poO0JieHI HACTAaHOBW IIOAO0 NMpHIIMaHHS XKi Ta HamoiB, a
TaKOX NaliHHA N00au3y 3ac061B 00poOIeHHs 1HdopMaIlii;

f) Tpeba 3aiiicHIOBaTH MOHITOPUHI YMOB JOBKUUIS TakHUX, K TeMIlepaTypa Ta
BOJIOTICTh, SIKI MOXKYTh HETaTUBHO BIUTMHYTH Ha (DYHKILIOHYBaHHS 3aC001B 0OpOOICHHS
iHbopMaIlii;

g) /i Bcix OynmiBesib TpeGa 3aCTOCOBYBATH 3aXMCT Bia OJMCKaBKH, a JI0 BCiX
BXIJHUX JIIHIA €HepronocTayaHHs Ta KOMYHIKalid MOBUMHHI OyTH BOymoBaHi (QiTbTpU
3aXUCTY BiJ OJMCKaBKWU;

h) ans obGinagHaHHA B NPOMMCIOBOMY OTOYEHHI HEOOXITHO PO3TJISHYTH
3aCTOCYBaHHS CIEIaJIbHUX METO/IIB 3aXHUCTY, TAKUX SIK 0OOJIOHKM Ha KJIaBlaTypy;

1) TpeOa 3axucTUTU O0JaAHAHHS 0OpOOJIeHHS KOH(DIIEeHLIHHOT 1HpopMaLiil s

MiHIMi3allli pU3UKYy BUTOKY 1H(OpMaIlii BHACIIOK BUIPOMIHIOBaHHS.
9.2.2 JIonmoMizKHI KOMYHAJIbHI CJIyKO0H

3axoau Oe3neKu

OO6nanHaHHS MOBUHHE OYTH 3axWIICHE BiJl aBapiiHUX BIIKIIOYEHBb JKUBIICHHS Ta

IHIIKUX NOPYILIEeHb, BHACIIAOK aBapiil 3aco01B KUTTE3a0€3MEUCHHS.

HacTtaHoBa 111010 BOpOBaKCHHS

VYeci 3aco0u  KUTTe3a0€3MEUCHHS, TaKi SK eJEKTpUKa, BOJOIMOCTAYaHHS,
BOJIOBIZIBEJICHHS, ONAJICHHS/BEHTWISIIS Ta KOHIUIIFOBAHHS TOBITpPs, MOBUHHI OyTH
JOCTaTHIMU JJIsI CUCTEM, SIKI BOHU MIATPUMYIOTh. 3aCO0M KUTTE€3a0€3MCUCHHS MTOBUHHI
pPEryJsipHO OTJIANAaTUCS 1, 3a HEOOXITHOCTI, TeCTyBaThUCS IS 3a0e3MeueHHs 1X
HaAJEXKHOr0 (PYHKUIOHYBaHHS 1 JJI 3HWKEHHS BCUISIKOTO PU3HMKY BiJ X HECHPAaBHOCTI
a6o BigMoBU. [loBuHHE OyTH HaJaHe MNPUJATHE EJICKTPOKHUBJICHHS, SIKE BIAMOBITAE

crienudikarisiM BUpoOHUKA 00JIaTHAHHS.

Jis obnagHaHHA, IO MIATPUMYE KPUTUYHI Oi3HEc-orepallii, peKOMEHI0BaHO
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3aCTOCOBYBaTH JiKepena OesmnepebiiiHoro kuBieHHs (UPS) mns  3a0e3nedeHHs
MPaBUWIBHOTO 3aKpUTTA ab0 moAanbioi ix podoTu. [Tnanu aiit B aBapiiiHuX oOCTaBUHAX
CTOCOBHO KUBJICHHsI IOBUHHI BKJIIOYaTH A1i, K1 Tpeda BxuTH npu Bimmosi UPS. fkmio
noTpidHo, 100 podoTa MPOAOBXKYBaJIACh y pasl TPUBAJIOi BIAMOBH >KHBJIECHHS, Tpeba
nepen0avyuTH pe3epBHUI renepatop. s 3a0e3nedeHHss poOOTH reHepaTopa MpoTAroM
TPUBAJIOr0 Yacy MOBUHEH OyTH HasBHUM BIANOBIAHUM 3amac najiabHoro. OOjagHaHHS
UPS Ta renepaTopu NMOBUHHI PEryjisipHO MEpPeBIPATHCS, 1100 3a0€3MeUnTH, 0 BOHHU
MaroTh HEOOXITHY MOTYXHICTh 1 TPOTECTOBAHI1 3riIHO 3 PEKOMEHALIIMH BUPOOHHUKA.
Kpim Toro, tpeGa po3riasiHyTHM BUKOPUCTAHHS PI3HUX JKEPEN >KUBJICHHS a0o, SKIIO

HpI/IMiH_ICHHH € BCIIMKHUM, OKPCMY HiI[CTaHLIiIO JKUBJICHHA.

JIJist CipysiHHS IIBUIKOMY BUMKHEHHIO JKUBJICHHS B pa3l aBapiHUX A1 moOau3y
aBapiiiHUX BHUXOJIB 3 NPUMIIIECHb 3 00JIafHAHHSAM MOBUHHI OYTH PO3MIIIEH] aBapiiiHi
BuMHKadl. Ha Bumazok BIIMOBH OCHOBHOTO KUBJICHHS MOBHHHE OyTH mependayeHe

aBapiiiHe OCBITJIICHHS.

Bongonoctayanuss moBuHHE OyTHM CTaOUILHUM 1 JOCTaTHIM JUIs 3a0e3NedeHHs
KOHJIUIIIIOBaHHSI TIOBITPS, 3BOJIOKYBAJIbHOTO OOJaJHAHHS Ta CUCTEM IOKEKETaCIHHS
(16 BOHM BHUKOPHUCTOBYIOThCS). HecnpaBHOCTI y cUCTeMi BOJOIOCTAYaHHS MOXYThb
VIIKOAUTH o0nagHaHHA abo0 HE JaTh MOMJIMBOCTI €(EeKTUBHO IIpaIfoBaTh
MOKEKETaCiHHI0.  SIKIo MmoTpiOHO, JUIsi BHUSABJICHHS HECHpPaBHOCTEW 3aco0iB

KUTTE3a0€3MeUeHHs TOBUHHA OyTH OIliHEHA i 1HCTAJIbOBaHA CUTHAJIbHA CUCTEMA.

TenexomyHikaiiiHe o0JaJHAaHHS MOBUHHE OyTH MiAKIIOYEHE J0 MOCTayalbHUKA
MOCJIYTY IIOHAWMEHIIIe JBOMA MapHIpyTamu, 100 3amo0irTd BUJAJIECHHIO T'OJIOCOBHX
MOCJIYT MPHU BIIMOB1 OHOTO KaHajy 3B’s3Ky. ['0JI0COBI mOCIyru MOBHHHI BIANOBIAATH

MICIIEBUM MPABOBUM BHUMOTaM I110JI0 aBAPIHHOTO 3B’ A3KY.

JlomoBHeHHsI
banku maroTh 3a0e31meuuTH pe3epByBaHHs KaHATIB 3B’ SI3KY HE TUIBKH JJISl TOJIOCOBUX HOCIYT, a
TakoX JUIs 3a0e3meueHHsl Oe3NepepBHUX IMOCIYr INepenaBaHHs iHGopmalii 3 ypaxyBaHHSM BHUMOT

Oi3Hecy.
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JlonaTtkoBa iHMGoOpMaIlis

BapiaHTOM JOCATHCHHA 663HCpCpBHOCTi CJICKTPOXHUBJIICHHA € BHKOPHUCTAHHA

PI3HUX JpKepe KUBJICHHS, 100 YHUKHYTH B1IMOBHU UBJICHHS B OJHII TOYIIL.
9.2.3 be3neka ka0eJIbHUX MEpPex

3axoau Oe3neKu

CunoBi Ta TelleKOMYyHiKallliiH1 KabelbHI Mepexi nepenayl JaHuX abo MiITPUMKU

1HGOpMALIIITHUX TTOCITYT, TOBUHHI OYTH 3aXMILIEHI BiJl IEPEXOIUIIOBAHHS YH YIIKOIKEHb.

HacTtaHoBa 111010 BOpOBaKCHHS

[ToBuHHI OyTH PO3TISHYTI HABEICHI HI)KYE HACTAHOBH IIOA0 Oe3meku KabelbHOT
MEpEexi:

a) CWIOBI U TeJNEeKOMYHIKalliH1 JiHII y 3acobax oOpoOneHHs 1H(opmalii
MOBHHHI, JI¢ MOXJIMBO, OYTH 3a3eMJyieH1 a00 3a0e3MeueHi BIAMOBITHUM aJbTePHATHBHUM
3aXUCTOM;

b) kabenpbHa Mepeka TMOBMHHA OYTH 3axuIleHa BiJ HECaHKI[IOHOBAHOIO
NEepexoIUIeHHsT a00 YIIKOJKEHHS, HANpHUKIaJ, BUKOPUCTaHHSAM KabenenpoBoay abo
YHUKHEHHSIM MapUIPYTIB Yepe3 3aralbHOJOCTYIHI 30HH;

C) CWIOBI Ka0edl MOBMHHI OyTHM BIJIOKpEMJIEHI B TeJIEKOMYHIKaUIHHUX
ka0eniB, 00 3aMo0IrTH B3aEMHOMY BILIUBY;

d) g MiHIMIZalmiiT TOMWIOK HENPaBWJIBHOTO TOBOJKEHHS, TaKOro sK
BUIIQJIKOBA KOMYTallil HEMpaBUIBHUX MEpEeXHUX KabeniB, TpeOa BUKOPUCTOBYBATH
YITKO 11eHTH(IKOBaH1 Kabeli Ta MapKoBaHe 00JIaJTHAHHS;

€) A1 3HIWKEHHS  MOXJMBOCTI  IMOMHUJIOK Tpeba  BHKOPUCTOBYBATHU
32/IOKyMEHTOBAaHUM CIIMCOK KOMYTAIIiif;

f) nna BaxiMBUX a00 KPUTHYHHX CHUCTEM HEOOXITHO PO3IJIIHYTH JOAATKOBI
3aX0JH OE3IEKH, SIK1 BKIIIOYAIOTh:

1) BUKOpUCTAaHHSA 3axXuIIeHOro KalOenempoBoay Ta KIMHAaT abo mad, sKi
3aMHUKAIOThCS, Yy TOYKAaX BHUMIPIOBAaHHA Ta TMpPUEIHAHHS 30BHIIIHBOTO
MIPOBIIHUKA;

2) BUKOPUCTAHHSI  aJIbTEPHATUBHUX  3aco0iB  MapmipyTtuzaiii  Ta/abo
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nepeaaBaHHs, SKi 3a0€3MeUyl0Th HAJIEKHY Oe3MeKy;

3) BUKOPHUCTAHHS ONTOBOJIOKOHHHUX KaOeiB;

4) BUKOPUCTAHHS €JIEKTPOMArHITHOT'O €KpaHyBaHHsI JIJISI 3aXUCTY KaOeiB;

5) BBeZileHHAd  TEXHIYHUX 3aco0iB Ta  (Pi3UYHUX OOCTEKEHb MO0
HECaHKI[I0HOBAHUX MPUCTPOIB, MPUETHAHUX 10 KaOelliB;

6) KOHTPOJIBLOBAHMK JOCTYN J0 KOMYTalllMHUX TaHened Ta KaOeJIbHUX

MPUMIIICHb.
9.2.4 O0cryropyBaHHs 00J1aITHAHHA

3axoau Oe3neKn

OO6nanHaHHS TOBMHHE MPAaBUIBLHO OOCIYrOBYBaTHCs, 1100 3a0€3MeYuTH HOTo

MOCTIMHY JOCTYHHICTh Ta LUTICHICTb.

HacTtaHoBa 111010 BOpOBaKCHHS

Tpeba po3riisiHYyTH HaBelEeHI HI)KY€ HACTAHOBH IIOAO OOCIYroBYBaHHS
oOJtaTHaHHS:

a) oOciayroByBaHHsI 0O0JIafHAHHS TIOBMHHE BUKOHYBATHCS BIJMOBITHO 10
PEKOMEHIOBaHUX MMOCTAaYaIbHUKOM crelu(ikailiil Ta mepiofiB 00CIyroByBaHHs;

b) peMOHT Ta 0OCIyroByBaHHS OOJIalHAHHS TIOBUHEH 3J1MCHIOBATU JIMIIIC
00CIIyTOBYIOUHMH TIEPCOHAI, SIKUM Ma€ Ha 1€ CaHKIIIO;

C) TOBHHHI 30epiratucsi 3alucyd CTOCOBHO BCIX OUYIKYBaHHUX ab0 (DakTHUHMX
HECIIPaBHOCTEH Ta yChOro 3aro01>KHOr0 Ta KOPUT'YBaJIbHOTO 00CIIyTOBYBaHHS;

d) miianyBaHHg ~ OOCIYroByBaHHs  OOJaJHAHHS TIOBMHHE Iepeadadatu
BIIPOBA/XKCHHS HAJIEXKHHUX 3aXO1B Oe3leKku, Oepydu 0 yBaru, 4u 3A1MCHIOETHCS Take
0oOCIIyrOBYBaHHS BHYTPIIIHIM TEPCOHAJIOM OpraHizaiii, 4YM 30BHIIIHIM; SKIIIO
He0oOX11HO, KoH(piaeHIIiHa 1HOpMaIlis MOBMHHA OYyTH BHBaHTaX€Ha 3 OOJaTHAHHS
ab0 00CIIyroBYIOUYMH TIEpCOHA NOBUHEH OYTH JOCTaTHBHO MPOIHCTPYKTOBAHUM;

€) TOBUHHI 33JI0BOJILHATUCS yC1 BUMOTH, HAKJIaJICHI CTPaXyBaHHSIM.
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9.2.5 be3neka o0JiaIHAHHA 11032 CJIYKOOBUMH NPUMIillIEHHAMH

3axoau Oe3neKu

Jlo obnagHaHHs 1032 CIIYKOOBUMHU MPUMIIIECHHSIMH TMOBUHEH OYTH 3aCTOCOBHUIA
3aXMCT 3 YypaxyBaHHSM PI3HUX PU3UKIB POOOTH 1032 CIIYKOOBUMHU MPUMIIICHHSIMHU

oprasizarti.

HacTtaHoBa 111010 BOpOBaKCHHS

HezanexHo Bin BIacHUKA, BUKOPUCTAHHS Oy/b-SKOro oOJagHaHHS OOpOOIeHHS
iHpopmallli 1o3a MNPUMILICHHSIMH OpraHi3auii MOBUHHE OyTH CaHKIIOHOBaHE

KEpPIBHUIITBOM.

Jlist 3axucTy 00JIafHAHHS 10332 MPUMIIIEHHSIMHU opraHizaiii Tpeda po3IIsHYyTH
HaBEeJIEH1 HUKY€ HACTAHOBHU:

a) oOjajHaHHS Ta HOCIi, BUHECEH1 3 CIYKOOBUX MpPHUMIIIEHb OpraHizailii, He
MOBUHHI 3ajMIIaThcs 0€3 Hariiay Yy 3arajbHOJAOCTYIHUX MICUAX; HOPTAaTUBHI
KOMIT'IOT€pU MpH Tepeiznax Tpeda MepeHOCUTH K pYYHHMl Oarax 1, 3a MOKJIMBOCTI,
PUXOBYBAaTH;

b) 3aBxkau Tpeba AOTPUMYBATHCS IHCTPYKLIA BHPOOHHMKA MION0 3aXUCTY
oOnaHaHHs, HAPUKIIAJI, 3aXUCTY B1Jl BIUIUBY CHJIBHUX €JIEKTPOMArHITHUX MOJIIB;

C) 3axoau Oe3neku i HaJAOMHOIO OOJIaHAHHS T[IOBMHHI BU3HAYaTHUCS
OILIIHKOIO PU3UKY 1 3aCTOCOBYBATHCS, 32 HEOOX1THOCTI, HAJEKHUM YHMHOM, HANpPUKJIIA],
madu A5 JOKYMEHTIB, IO 3aMUKAIOThCA, TOJITHKA YUCTOrO CTOJIa, KOHTPOI1 JOCTYILY
710 KOMIT I0TepiB 1 O€31euHi KoMyHiKallii 3 odicom (auB. Takox [19]);

d) ana 3axucty oOnagHaHHS Mo3a MPUMIMICHHSMU OpraHizailii MOBUHEH OyTH

HasIBHUM BIAMOBIIHUI OOCAT CTPaxoOBOTO MOKPUTTH.

Pusuku Oe3neku, HANpUKIA, YIIKOJKEHHS, KpPaALKKH abo MiICIyXOBYBaHHS,
MOXXYThb CYTTEBO BIIPIZHATHCS 3aJI€KHO Bl MICHE3HAXOMKEHHs, iX Tpeba OpaTu 10

yBaru npu BU3HAYEHH1 HAMOUTBII IPUIATHUX 3aX0/11B OE€3MEKH.

JlonaTrkoBa iHMGoOpMaILis

O6nannanHa 30epexeHHss Ta oOpoOneHHs 1H(oOpMallli BKIIOYaE BCl BUIU
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NEPCOHANBHUX KOMIT'IOTEPIB, OpraHaiizepiB, MoOOUIbHUX Tele(pOHIB, CMapT-KapT,
narepy TOIIOo, SIKI TPUMAaKTh i1 poOOTH BoMa a00 BHUHOCSTH 13 3BUYAWHOIO MICIIS

poboTH.

binbmie 1HopMarii 100 1HIIUX ACMEKTIB 3aXUCTy MOOUIBHOrO 00JIaJHaHHS

MOkHa 3HaiiTu B 11.7.1.
9.2.6 be3neyHe BWIy4eHHsI 200 NOBTOPHE BUKOPUCTAHHS 00/1aITHAHHS

3axoau Oe3neKn

Bci enemenTu o0naiHaHHS, K1 MICTSITh HOCII aM’sTi, TOBUHHI OyTH mepeBipeHi
JUIsl 3a0e3MeyYeHHs] TOTo, Mo Oyab-aKi KOH(DiIeHUIHHI 1aHi a0o JileH31iHe nporpaMmHe

3a0e3nedeHHs 0y0 BUAAJIIEHO YU O€3MEYHUM YMHOM MEepPEe3anrcato A0 BUITyYEHHS.

HacTtaHoBa 111010 BOpOBaKCHHS

[IpucTpoi, AKi MICTATh KOHQIAEHUINHY 1H(pOpMaIlil0, MOBUHHI OYTH (PI3UYHO
3pyiHOBaHi 200 iHOopMallis MoBMHHA OyTH 3pyHHOBaHA, BUJIajieHa abo mepe3arnucana 3
BUKOPHUCTAaHHSIM METO/IIB, sIK1 3a0€31e4yI0Th, 110 MoYaTKOBa 1HQopMallid He MoKe OyTH
BITHOBJIEHAa, @ HE 3 BHUKOPUCTAHHAM CTaHAAPTHUX GYHKUIA BuUgajdeHHs abo

(dbopmaTyBaHHS.

JlonaTrkoBa iHMGoOpMaIlis

VYHIKOMKEHHI MPUCTPOT, 10 MICTATh KOHPIACHIIIIHI AaHl, MOXKYTh MOTpeOyBaTH
OLIIHKM PHU3UKY [JIs BU3HAYEHHs, 110 Kpauie: (I3UYHO 3pyHHYBaTH €JIEMEHTH YU

HaJiCIaTH B PEMOHT a00 CIIUCATH.

Uepe3z Hembasie BumadeHHS a00 TOBTOPHE BHUKOPUCTAHHS  OO0JaJgHAHHS

iHpopMmarlis Moxke OyTH ckomrnpomeToBaHa (auB. Takox 10.7.2).
9.2.7 llepemMinmenns maiina

3axoau Oe3neKu

O6nannanHs, iHGOpMAIIss YU TTporpamMHe 3a0e3MeUeHHs] He TTOBUHHI BUHOCUTHUCH

Ha30BH1 0€3 monepeHbO1 CaHKIIIi Ha 111 .
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HacTtaHoBa 111010 BOpOBaKCHHS

Tpeba po3rasiHyTH HaBeIeH1 HH)KU€ HACTAaHOBHU:

a) obimanHaHHs, iHGopmalis abo mporpamHe 3a0e3MeueHHs HE IMOBUHHI
BUHOCUTHUCH Ha30BH1 0€3 mornepeaAHbOoi CaHKIIii Ha 11 Jii;

b) HaliMaHuii mepcoHaN, NIAPSIAHUKKA Ta KOPHUCTYBaul TPETIX CTOPIH, SKi
YIIOBHOBAXKEHI1 J103BOJISATU TnepeMinieHHs: pecypciB CYIb Ha30BHI, MOBUHHI OYTH YiTKO
1IeHTU(IKOBaH];

C) IOBHUHHI OyTH BCTAHOBJEHI OOMEXEHHS Ha TEpPMIH MepeMIlICHHS
oOnaaHaHHs, Tpeba NepPeBIPUTH BIANOBIIHICTh HOMY MpPHU MOBEPHEHH1 003 HAHHS;

d) Tam, ge mne HeoOxigHO 1 TmependadeHo, oOJagHAHHA TIOBUHHE OyTH

3apeecTpOBaHE AK Take, IO MEePEMIIIYETHCS, 1 3apPEECTPOBAHE IMICIIs TOBEPHEHHS.

JlonaTtkoBa iHMoOpMaIlis

BubipkoBi nepeBipKy, BXHUTI JUIsl BUSBICHHS HECAHKI[IOHOBAHOTO MEPEMIIICHHS
MaiiHa, MOXYTb TaKO>X BUKOHYBATUCS [Jis BUSBJICHHS HECAHKI[IOHOBAHUX MPUCTPOIB
3aMMCcyBaHHs, 30pOi TOIIO 1 3am00IraHHsl BHECEHHIO iX B oprasizamito. Taki BUOIPKOBI
NEepPeBIPKU TMOBUHHI BUKOHYBAaTHUCA BIAMOBIAHO JI0 3aKOHOJABCTBA Ta HOPMATHUBIB.
Oco0Ou moBuHHI OyTH MOIH(GOPMOBaHI MO0 MPOBEIECHHA BUOIPKOBUX MEPEBIPOK, 1
NepeBIPKU MOBUHHI BUKOHYBATHCS JIMIIIE 3a CAHKIIIEIO, IKOT BUMAarae 3aKOHOJIaBCTBO Ta

HOPpMAaTUBHU.
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10 YnpaB/iHHA KOMYHIKALIAMHU Ta (PyHKIIOHYBAHHAM

10.1 ITpoueaypu ekcruryaTamii Ta BiANOBIIAJIbHOCTI

[inb: 3abe3neunTu KOpEeKTHE Ta Oe3reuHe PyHKIIOHYBaHHS 3aC001B 0OpOOIeHHS
1HpopMarii.

[loBuHH1I OyTH BCTAaHOBJEHI BIANOBIAAIBHOCTI Ta MNPOUEAYPH YNPaABIIHHA 1
(GyHKIIIOHYBaHHS yciX 3aco0iB oOpoOneHHs iHpopMaiii. Lle BKkItodae po3poOsieHHs
HaJIEXKHUX MPOLEYp eKCIUTyaTallli.

Tam, ne 1ie moTpidHO, MOBUHEH OYTH 3alPOBAKEHUN PO3MOALT 000B’I3KIB IS
3MEHILIEHHS pPHU3UKY HaBMHUCHOTO a00 BHUKIMKAHOTO HEA0ANICTIO 3JIOBKMBAHHS

CHUCTCMOIO.

10.1.1 3a0KyMeHTOBaHI MPOLEAYPH EKCILTyaTaIlil

3ax0au 3aXUCTVY

[Ipouenypu excrutyaTanii MOBMHHI OyTH 3aJ0KyMEHTOBaHi, MIATPUMYBaHI Ta

3p00JIeH1 JOCTYITHUMH JIJIsl BCIX KOPUCTYBAUiB, IO iX MOTPEOYIOTh.

HacTtaHoBa 111010 BOpOBaKCHHS

[loBuHHI OyTH MIArOTOBJIEHI 3aJIOKYMEHTOBaHI MNPOLEAYPU MLI0A0 Oe3MeKu 1
eKCIUTyaTalii CHUCTeMHM, TIOB’si3aHOi 3 3acobamu  00poOsieHHs 1HQopmalii Ta
KOMYHIKaIlisIMH, Takl fK MOPOLEAYpH 3alyCKy 1 3aBeplIeHHS poOOTH KOMII I0Tepa,
PE3EepPBHOTO KOIIIOBaHHSA, OOCIYroBYBaHHS OOJlaJHAHHS, IOBOJKEHHA 3 HOCISIMHU,
YIPaBIiHHS KOMI IOTEPHUMH NPUMILIEHHAMH 1 00pOOICHHSIM MOLITH.

[Iponienypu  ekcrulyartailii MOBHUHHI BH3HA4YaTH JOKJAIHI IHCTPYKIIT s
BUKOHAHHSI KO’KHOI POOOTH, BKIIOYAIOYH:

a) 0OpoOJICHHS Ta MOBOKEHHS 3 1H(HOPMAIIIEIO;

b) pe3epBHE KOIMIIOBaHHS;

C) BUMOTHU JUCIIeTYEpH3allii, BKIIOUAIOUN B3a€MO3B’SI30K 3 IHITUMU CUCTEMaMH,
4yac caMoro paHHbOI'O MOYATKY 1 CAMOT'0 MI3HHOTO 3aBEPIICHHS POOOTH;

d) 1HCTpyKIIil 100 MOBOJKEHHS 3 MOMHUJIKaMU ab0 IHITUMH HaJA3BUYAMHUMU
o0CTaBUHAMHM, $IKI MOXYThb BHHHKHYTH TPOTSITOM BUKOHAaHHA POOOTH, BKIIOYAIOYU

0OMe)XeHHSI Ha BUKOPUCTAHHS CUCTEeMHMX yTWIIT (nuB. 11.5.4);
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€) MATPUMKAa KOHTAaKTIB y BHMMAJKy HEOUIKYBAHMX TEXHIYHHX MpobieM abo
npo0JieM eKCILTyaTallii;

f) meBH1 IHCTPYKIIIT 111010 TOBO/KEHHS 3 BUXITHUMHU JJAHUMHU 1 HOCISIMH, TaKi K
BUKOPUCTaHHSI TEBHOTO Tmamepy abo YNpaBiiHHA KOHQIACHUINHUMU BUXITHUMU
JaHUMU, BKJIIIOYAIOUM MPOLEaypU O€3MeUHOr0 BUIYyYEHHS BUXITHUX JIaHUX 13 3aB/IaHb,
1o BigMoBuau (quB. 10.7.2 ta 10.7.3);

g) TmpoueAypyu Tepe3amycKy Ta BIIHOBIEHHS poOOTH  CUCTEMH s
BUKOPHUCTAHHS y pa3i BIIMOBU CUCTEMU;

h) ynpaBiiHHS XypHaAJIOM ayauTy Ta 1HGOpPMAIEI0 PEeeCcTPaliiHOIO KypHATY
cuctemu (nus. 10.10).

[Ipouenypu ekcmilyaramii Ta 3aJJOKyMEHTOBaHI NpOLEIypU UIOJ0 poOOTH
CUCTEMU MOBUHHI PO3IJIAIATUCSA SIK CAHKI[IOHOBAaH1 KEPIBHULITBOM O(]iliiiHO oopmieHi
JOKYMEHTH 1 3MiHU. Tam, Jie 1le TEeXHIYHO MOXJIMBO, 1HGOpPMAIIiiiHI CUCTEMHU MOBUHHI
YIPAaBIATUCS OJHAKOBUM UYHWHOM, 13 BHKOPHUCTAHHSIM OJHAKOBUX IMpPOIEAYD,

IHCTPYMEHTIB 1 YTHJIIT.
10.1.2 YnpaBJiHHS 3MiHAMH

3axoau Oe3neKu

3MiHM y 3acobax o00poOneHHs 1H(opMmalii Ta cuUcTeMax NOBUHHI OyTH

KOHTPOJIbOBAHUMM.

HacTtaHoBa 111010 BOpOBaKCHHS

OmnepartiiiiHi cucTeMud Ta NPUKIAJHE TMporpamMHe 3a0e3Me4YeHHs MOBUHHI
MIJUISTaTH KOPCTKOMY KOHTPOJIIO YIIPABJISIHHS 3MIHAMH.

3okpema, Tpeba pOo3TIISHYTH HaBeACHI HUKYE EJIEMEHTH:
a) 1IeHTH(]IKALlI Ta peecTpallis 3HAYHUX 3MIH;
b) miaHyBaHHS Ta TECTYBaHHS 3MiH;
C) OIliHKA MOTEHIINHUX BIUIUBIB, BKJIIOYAIOYHU BIUIMBU TaKUX 3MIH Ha 0€3MeKY;
d) mpouenypa odiniitHoro ohopMIICHHS 3aTBEPXKEHHS 3alIPOTIOHOBAHUX 3MiH;
€) JOBEJCHHS JI0 BiJOMY BCIX BIIMOBIAHUX 0C10 MOIPOOUIIH 3MIHH;

f) mpouenypm HelTpanizauii HECHpaBHOCTEH, BKIIOYAIOUM NPOUEAYpPU Ta
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BIIMOBITAJILHOCT] IIOAO TPUIUWHEHHS Ta BIJHOBICHHS IIICJsI HEBIAAJIUX 3MIH Ta
Hernepen0auyyBaHUX MOAIH.

Ha micugx moBuHHI OyTu OoQiiiHO OoQopMIIeHI Mpouenypu A 3abe3rnedeHHs
3aJI0BUILHOTO KOHTPOJIIO BCIX 3MIH, IO CTOCYIOTbCS OOJIaJHAHHS, MPOTPAMHOTO
3abe3rneueHHst abo mporeayp. Ilicias mpoBeaeHHs 3MiH MOBUHEH TPUBAJIO 30epiraTucs

KYpHaJ peecTpallii ayuTy, sIKuid MICTUTb YCIO CYTTEBY 1H(OpPMAILiLO.

JlonmoBHeHHSsI

banku MaroTh po3poOUTH AOKIAAHI NPOLEAYPU BHECEHHS 3MIH /10 MPOrPaMHOTO 3a0e3neueHHs
CHUCTEM aBTOMAaTH3aIii OaHKIBCHKOI IISUTBHOCTI, fKI OOOB’S3KOBO IMOBHHHI BKJIFOYATH MPOIEAYPH
TECTYBaHHS NMPOTPAMHOTO 3a0€3MEUYCHHS] Ha TECTOBOMY KOMIT IOTEpPHOMY 00J1aHaHH1. 3a00POHSIEThCS
BHOCHUTH 3MIHH JI0 MPOTPAMHO-TEXHIYHUX KOMIUIEKCIB, SIK1 3HAXOAATbCA Y IPOMHUCIIOBINA eKCIUTyaTalii,

0€e3 MornepeIHbOro TECTYBaHHS.

JlonaTrkoBa iHMGoOpMaILis

3BUYAHHOIO MPUYUHOIO BIIMOB CHUCTEM a00 OE3MEKH € HEeBIAMOBIAHUN KOHTPOJb
3MiH y 3acofax o00poOneHHs iHGopmMalii Ta cucteMax. 3MIHM OIEparifHoro
CepelloBHUIIla, OCOOJMBO MpPH MEPEeBOJAl CUCTEMHU BiJ €Tamy pPO3pOOJICHHS 10 eTamy
MIPOMHUCIIOBOT €KCIUTyaTallli, MOKYTh BIUIMHYTHM Ha HaJIHHICTh MPUKIAIHUX MpOrpam
(muB. Takox 12.5.1).

3MIHU 10 CHCTEM, SIKI 3HaXOASAThCS B TPOMHMCIIOBIN €KCIUTyaTallli, MOBUHHI
3M1MCHIOBATUCS JIUIIE TOJ1, KOJIW € JiiicHa Oi3Hec-MpUYMHA iX POOWUTH, HANPHUKIA,
30UTbIIEHHST pU3UKY cucTeMu. OHOBJIEHHS CHCTEM Ha Mi3HIIIl Bepcli ornepamiiHux
cucteM abo MPUKIATHUX MPOTpaM HE 3aBXKIU BIANOBITAe Oi3HEC-IHTEpecaM, OCKUIbKU
1€ MOXE BHECTH OUIbIlIe BPa3IMBOCTEN Ta HECTAOUIBHOCTI, HIXK MOTOYHA Bepcis. Moxe
TaKOX BUHUKHYTH TMOTpeba y J0JaTKOBOMY HaBYaHHI, BUTpaTax Ha JILEH3II,
NIATPUMKY, BHUTpaTax Ha OOCIYyroByBaHHSA 1 aJMIHICTPYBaHHsS Ta HOBE arapaTHe

3a0e3MnedeHHsl, 0COOJIMBO M1 Yac MIrparii.
10.1.3 PosnoaisienHst 000B’A3KiB

3axoau Oe3neKu

[ToBuHH1 OyTH po3MOAUICHI O0O0O0B’SI3KM Ta cdepu BIANOBITATBLHOCTI IS

3MEHILEHHS MOJIMBOCTI HECAHKIIIOHOBAaHOT ab0 HEHAaBMHCHOI Mojaudikalii pecypciB
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CVIb opranizarlii 4 3J10BKUBaHHS HUMU.

HacTtaHoBa 111010 BOpOBaKCHHS

PosnoainenHss 0o0OB’SI3KIB € METOJOM 3MEHILEHHS PHU3UKY BHIAJKOBOro abo
HAaBMHUCHOTO 3JIOBXKMBaHHS cHCTeMOIo. Tpeba moTypOyBaTHCs, 1MIO0 >XKOJHA OKpeMa
oco0a He Morja MaTH I0cTyI, MoaudikyBatu abo BukopuctoByBatu pecypcu CYIb 6e3
CaHKIIIi Ha 11e 200 BUSBJICHHS 1UX AiH. [HIiliFOBaHHS TOA1T MOBUHHO OYTH BIAOKpPEMJIICHE
BiJl caHKIIOHYBaHHs. [Ipu mpoekTyBaHHI 3ax0/iB O€3MeKH MOBHUHHA OyTH PO3TJsSHYTa
MO>KJIUBICTh 3MOBH.

HeBenuki opranizaiiii MOKyTh BBa)KaTH, IO JOCATTH PO3MOAUICHHS OOOB’SI3KIB
BaXXKO, MPOTE e MPUHIIMI MOBMHEH 3aCTOCOBYBATHUCS HACKUIBKH 1€ MOXIJIHBO U
npakTuyHo. K0oXXHOro pasy, Kojiu BajKKO 3[IMCHUTH PO3MOAUICHHS, TpeOa pO3IIISHYTH
1HII 3axoaM Oe3MeKH, Takl SK MOHITOPUHT ASUTBHOCTI, KypHaJd ayauTy 1 Harjsn

KepiBHUITBA. BaxnuBo, 1100 ayauT 0e3neKu 3aJuiIaBcs He3aJIeKHUM.
10.1.4 BinoxkpemiieHHs 3ac00iB PO3PO0KH, TECTYBAHHS TA eKCILIyaTalil

3axoau Oe3neKu

3aco0u po3po0ieHHs, TECTYBaHHs Ta €KCIUTyaTallli MOBUHHI OyTH BiIOKpEMIICHI
JUTSL 3SMEHIIICHHS. PU3UKIB HECAHKI[IOHOBAHOI'O JOCTYIY JO CUCTEMHU, sIKA 3HAXOJIUTHCS B

MIPOMUCIIOBIN ekcIuTyaTallii, abo 1 HeCaHKI[IOHOBAHO1 3MIHHU.

HacTtaHoBa 111010 BOpOBaKCHHS

Tpeba igeHTH(]IKYBaTH pIiBEHb BIJOKPEMJICHHS CEPEIOBUII: eKCIUTyaTaIlli,
TECTYBaHHS Ta PO3POOJICHHS, HEOOXITHUM 111 3aro0iranHs mpobiemMam eKCITyaTarii, 1
BIIPOBAAUTH HAJIEKH1 3aX0/11 O€3MEKH.

Tpeba po3rasiHyTH HaBeIeH1 HHXKUYE E€IeMEHTH:

a) IOBUHHI OyTM BH3HA4YeHI W 3aJOKyMEHTOBAaHI TMpaBWiia MEpeBEICHHS
MPOrpaMHOro 3abe3MneyeHHs 3 eTay po3poOJIEHHS 10 eTaly eKCILTyaTallii;

b) mporpamHe 3a0e3medyeHHs, SKE PO3POOJIETbCS Ta 3HAXOAUTHCA B
eKCIUTyaTallli, MOBMHHO 3alyCKaTUCA Ha pI3HUX cHUCTeMax abo KOMIT IOTEpHUX
mpolecopax i B pI3HUX JOMEHAX a00 TUPEKTOPISIX;

C) KOMIUISTOPHU, PEAAKTOPU Ta 1HIII THCTPYMEHTU PO3pOOJsSHHSA a00 CHUCTEMHI

71



COY HBYVY 65.1 CVIb 2.0:2010

YTWIITA HE NMOBUHHI OYyTH JOCTYIHHMH 3 CHCTEM, SIKI 3HaXOASATHCS B €KCIUTyaTallli,
KOJIU 1€ HE MOTPIOHO;

d) cepenoBullle TECTyBaHHS CHCTEMH [IOBUHHE €MYJIOBaTH CEPEIOBHUILE
CUCTEMH, sIKa 3HAaXOJMUTbCS B EKCIUTyaTalii, HACTUIbKM OJM3bKO, HACKUIbKH IIe
MO>KJIUBO;

€) JJIA 3HIKEHHS pU3MKY TOMMJIKM KOPHUCTYBaul MOBUHHI BHUKOPHCTOBYBATH
pi3HI KOpPHUCTYBalbKi MpoQuIl JAOCTYMy IJs CHUCTEM, SIKl MPaLIOOTh B MPOMUCIOBIN
eKCIUTyaTallii, Ta TECTOBUX CHUCTEM, MEHIO MOBMHHI BHBOJWUTH Ha €KpaH HaJEXHI
i1eHTudiKaIiitHi MOBITOMJICHHS;

f) xondineHuidHI NaH1 HE MOBHUHHI KOIIIOBAaTUCS B CEPEJOBHILE TECTOBOL

cuctemu (nus. 12.4.2).

JlonaTtkoBa iHMoOpMaIlis

JisIBHICTE 3 PO3pOOJIEHHS Ta TECTYBaHHS MOXKE CHPUUYMHUTU Cepilo3HI
npoOJsieMu, HapUKJIa, Hebaxany Moaudikaiito ¢aiaiB abo cepeoBuIlia CUCTEMH, a00
BIIMOBY cHCTeMH. Y LbOMY pa3l € morpeda MiATPpUMYBaTH BIJOME Ta CTaOLIbHE
CepelloBUIIla, B SIKOMY 3/1MCHIOBAaTH MOBHO(YHKI[IOHAJIbHE TECTYyBaHHS 1 3amoOiraTH
HEHAJIEeXKHOMY JIOCTYIY PO3pOOHUKA.

Tam, ne nepconai, iK1l 3aiiMaeTbCs po3pOOJIECHHSIM Ta TECTYBAHHAM, MA€ JOCTYI
JI0 CUCTEMH, sIKa 3HAXOAMUTHCS B €KCIUTyaTalli, Ta il iHpopMallii, BIH MOK€ BHECTH KO/I,
0 HE CAHKIIIOHOBAHO Ta HE MPOTECTOBAaHO, YM 3MIHUTH €KCIUTyaTalliiiHi aaxi. B
JESKUX CUCTEMAX TaKOI0 MOMJIMBICTIO MOXKYTh 3JI0OBXKMBATH JJIs BUMHEHHS I1axpaiicTBa
a00 BHECEHHS HEMPOTECTOBAHOI'O YW 3JIOBMHCHOIO KOAY, SKUH MOXKE CHPUYUHUTH
cepito3Hi MpooJIeMHU eKCIUTyaTallii.

Po3poOHMKM Ta TecTyBaul TaKOX CTaBJSATh MiA 3arpo3y KOH(IAEHIIMHICTh
iHdOopMaIlii, 10 MOKe€ BUKOPUCTOBYBATHUCS B eKCIUIyaTallii. JliabHICTE 3 pO3pOOICHHS
Ta TECTYyBaHHS MOXE CHPUYMHUTH HEHAaBMUCHI 3MIHM Yy MpPOrpaMHOMY 3a0e3leyeHH1
abo 1Hdopmarlli, SKIO CHOUIBHO BUKOPUCTOBYETHCS T€ K CaMe KOMII IOTEpHE
cepenoBulie. Tomy OakaHUM € BIIOKpEMIJIEHHS 3aC001B pO3pOOJIEHHS, TECTYBaHHS Ta
eKCIUTyaTalii A 3MEHIICHHS PU3UKY BHIIAJKOBOi 3MIHM a00 HECAHKL10HOBAaHOTO

JOCTYIy 10 MPOrpaMHOro 3a0e3MedeHHs, 10 3HaXOAUThCS B €KCIUTyartallii, Ta O613Hec-
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JMaHuX (IUB. TakoXK 12.4.2 CTOCOBHO 3aXHCTY JIaHUX TECTYBaHHS).

10.2 YnpaBiiHHS HAJaHHSAM MOCJIYT TPETHOI CTOPOHOI0

ins: BrpoBanuTty 1 NiATPUMYBATH HalleXKHUHN piBEeHb 1HPOpMaIliiHOI Oe3neKu Ta
HaJlaHHS TOCTYT BIANOBIIHO A0 YO 1010 HaJAHHS MOCIYT TPETHOIO CTOPOHOIO.

Opranizaiiss TMOBHUHHA TMEPEBIPUTH  3alpPOBAPKEHHS  yroja, 31MCHIOBATH
MOHITOPHUHT BIJIMOBIAHOCTI WX YO 1 YIPABISATH 3MIHAMHU JJis 3a0€3MeUeHHs TOro, 1110

HaJIaHi MMOCJIYTH 3a10OBOJIBHAIOTH YCIM BHUMOI'aM, IIOTOJ’KCHHUM 3 TPCTHOIO CTOPOHOIO.

10.2.1 Hapanus mocayr

3axou Oe3neKn

Tpeba 3abe3neunTH, MO 3ax0AW O€3MEKH, BU3HAYEHHS TOCIHYT Ta PIBEHb iX
HA/IaHHA, SKi MICTUTh YTroJia II0J10 HaJaHHS MOCIYT TPEThOIO CTOPOHOIO, BIIPOBAKEHI,

(YHKUIOHYIOTH Ta MIATPUMYIOTHCSI TPETHOIO CTOPOHOIO.

HacTtaHoBa 111010 BOpOBaKCHHS

HananHst mociayr TpeThO CTOPOHOIO TOBHUHHE BKIIIOYATH IOTO/KEH1 3aX01u
Oe3MeKy, BU3HAYCHHS TOCIYTrd Ta AacHeKTH YIPaBIIHHS TMOCIYrow. Y BUIAIKY
ayTCOPCHUHIOBHUX 3aXOiB OpraHi3ailisi MOBHHHA IUIAaHYBaTH HEOOXiTHE MepeMIleHHS
(iHpopmarii, 3aco0iB 00poOseHHs iH(oOpMaLii 1 BChOrO I1HIIOTO, L0 MOTpeOye
MEepEMIIIeHHs]) 1 TOBMHHA 3a0€3MEeUUTH MIATPUMAHHS OE3MEeKH MPOTATOM YChOTO
nepiojly nepeMilieHHs.

Opranizalliss NOBMHHA 3a0€3ME€UYUTH, IO TPETS CTOPOHA MIATPUMYE TOCTATHI
XapaKTEPUCTUKU TOCIYTM pa3oM 13 IUIaHaMHU 3a0e3NedeHHs TMOTOKCHUX pPIBHIB

Oe3MepepBHOCTI TOCIYTH IICJSE OCHOBHUX BIAMOB TMOCIYTHM a00 CTUXIAHHUX JIMX

(nuB. 14.1).
10.2.2 MoOHIiTOPHHT Ta nmeperJsii NOCJAyr TPEeThOl CTOPOHHU

3axoau Oe3neKu

HOCJIYI‘I/I, 3BITH Ta 3alliucCu, HaI[aBaHi TPCTHOXO CTOPOHOIO, IMOBHUHH1 HiIIJIHI‘aTI/I

PEryISIPHOMY MOHITOPUHTY 1 MEPErJsay Ta NOBUHHI MPOBOJAUTUCH PETYIISIPHI ayAUTH.
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HacTtaHoBa 111010 BOpOBaKCHHS

MOHITOPUHT Ta Meperisig NOCAyr TPEThbOi CTOPOHU MOBHUHHI 3a0e3MeuyBaTH, 1110
JTOTPUMYIOTHCS TEPMIHU W YMOBH yroj 1010 1H(pOpMaIiiHOi 0€3MeKH 1 10 yIpaBIiHHS
IHIMAeHTaMu 1HpOpMaIliiHOI Oe3lekn Ta TpoOjJeMaMHu 3AIHCHIOEThCS HaJICKHUM
yiuHOM. lle mOBHMHHE OXOIUTIOBATH B3Aa€EMOJII0 Ta MPOLEC YMPABIIHHS MOCIYTrol0 MIXK
OpraHi3ali€lo Ta TPEThOI CTOPOHOIO IIO0:

a) MOHITOPUHTY PIBHIB NPOJYKTUBHOCTI MOCIYTU JAJI1 MEPEBIPKU AOTPUMaHHS
yrOJu;

b) mepersisiay 3BITIB CTOCOBHO IOCIYTH, HaJaHUX TPETHOIO CTOPOHOIO, Ta
MIPOBEJICHHS PEryJSPHUX HapaJ 11070 BUKOHAHHS POOIT 3riIHO 3 BAMOTaMHU YTOJIH;

C) HajaHHA 1HpOpMalii NPo HIUACHTH 1HPOPMAIIMHOI Oe3MeKu Ta Meperiisn
1iei iHpopMarlii TPETHOI0 CTOPOHOKO 1 OpraHi3aIli€lo 3T1IHO 3 YroJOoK ¥ OyIab-IKUMHU
HACTaHOBaMU Ta MPOUEIypaMu, IO ii MIATPUMYIOTh;

d) meperysiny KypHaIiB ayAUTy TPEThOi CTOPOHU Ta 3aMKCIB MPO MOAlT Oe3NeKH,
npoOiemMu eKcIulyaTalli Ta BIIMOBH, BIACTEKYBAHHS HEJOJIKIB Ta MOPYIICHb,
MOB’SI3aHMUX 3 HAJIABAHOIO MOCIYTOI0;

€) BUPIIICHHS Ta YIpaBIiHHS BCIMa 1IeHTU()IKOBAHUMU MTPOOIEMaMHU.

BinmnoBiianbHICTh 100 YNPABIIHHSA B3aEMOJIEI0 3 TPETHOIO CTOPOHOIO MOBHHHA
OyTu mokjajzeHa Ha oco0y abo rpyny ymnpamiiHHs nociyrorw. Kpim Toro, opraxizaiis
NMOBUHHA 3a0e3MeunTd, 00 TpeTs CTOpPOHAa BCTAHOBUJIA BIAMOBILAAIBHOCTI WIOJIO
NEPEeBIPKU  BIAMOBIIHOCTI Ta MPUMYCOBOIO 3aCTOCYyBaHHS BUMOT yroau. Jus
MOHITOPUHTY IUX BHUMOI yroaud (auB. 6.2.3) NOBHHHI OyTHM HasgBHUMH JIOCTaTHI
TEXHIYHI HABUYKU Ta PECYpCH, OCOOJMBO MAalOTh 3a/J0BOJIbHSATHCS BHMOTH
iHpopmarliitHoi 0e3neKku. SIKIIo MOMIYEeHO HENIONIKM B HaJaHHI MOCIYTH, Tpeda BXKHUTH
HaJIEXKH] Jii.

Opranizaifis MOBMHHA MIATPUMYBAaTU JOCTaTHIA 3arajJbHUA KOHTPOJb Ta
CIIOCTEPEXKHICTh BCIX acCMeKTIB Oe3neku MmoA0 KoH(DiaeHiiHoi a0o KpUTUYHOT
iHpopMallii abo 3aco0iB 0OpoOseHHs iH@opmallii, siki AOCTYIHI, 00poOIstOTECS abo
YIPAaBISIOTECS TPETHOIO CTOpPOHO0. OpraHizallisi MOBUHHA 3a0€3MEUYUTH 30€pesKeHHS

CIIOCTEPEHKHOCT1 AISUIBHOCTI 3 O€3MEKH, TaKOoi SIK YINpaBJiHHS 3MIHAMH, 11€HTU]IKALIIS
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Bpa3IMBOCTEN Ta 3BITyBaHHs/pearyBaHHS IIOJO IHUUJAEHTY O€3NeKd BIAMOBIAHO 10

BHU3HAYEHOTO Mpoliecy, GhopMaTy Ta CTPYKTYPH 3BITYBaHHS.

JlonaTrkoBa iHMGoOpMaILis

VY BUNAAKy ayTCOPCHUHIY OpraHizaiii HeoOXIJHO YCBIJOMIIIOBATH, IO KIHIEBa
BIIMOBINAIBHICTG 3a 1H(oOpMalito, sSKy o00poOJise ayTCOPCHHIOBa CTOpPOHA,

3QJIMIIIAETHCS 32 1€ OpraHi3alli€lo.

JlonmoBHeHHSsI

banku, ski ckilaJaroTh yroau IIOJO HaJaHHS AyCOPCHUHTOBUX IOCIYT TPETHOI CTOPOHOIO,
MOBUHHI 3BEpHYTH OCOOJIMBY yBary Ha 3a0e3neyeHHs 3axHucTy iHdopmarlii, sika BIIHOCUTBCS 0
0aHKIBCHKOI TA€EMHMII], HE JIONYCKaTH O3HAWOMIIEHHS TPEThOi CTOPOHHU 3 MEPCOHATIBbHUMH JIAaHUMH Ta

JaHUMHU 1po (piHAHCOBI onepauii 1 JIbHICTh KIIEHTIB Ta IHIIOK BaXKIMBOO 1H(OpMAIIi€o.

10.2.3 YnpaBJ/iiHHSI 3MiHAMH Y OCJIYTraxX TPETHOI CTOPOHHU

3axoau Oe3neKu

3MIHM y HaJaHHI MOCIYT, BKJIIOYAIOUM MIATPUMYBAaHHA 1 BJIOCKOHATIOBAHHS
ICHYIOUMX TOJITUK i1HQopMaliiHOi Oe3meku, Mmpoueayp 1 3axojiB Oe3MeKH, MOBHHHI
YNPABIATUCSA 3 YpPaxXyBaHHSM KPUTUYHOCTI 3aJIydeHHX O13HEC-CUCTEM 1 MPOIIECiB Ta

MEPEOLIHKH PU3HKIB.

HacTtaHoBa 111010 BOpOBaKCHHS

[Ipouec ynpaiiHHA 3MIHAMU JI0 TIOCAYT TPEThOI CTOPOHU NOTpedye ypaxyBaHHS
HABEJICHOTO HUXKYE:

a) 3MiHH, 3p00JICH] OpPTraHi3aIli€l0 JJIsl BIPOBAKCHHS:
1) mokpanieHb HOTOYHUX 3aIIPOIIOHOBAHUX MOCTYT;
2) po3poOneHHs Oyb-IKMX HOBUX MPUKIAJHUX IPOrPaM 1 CUCTEM;
3) moaudikailii a0 OHOBJIEHHS MOJITUK Ta IPOLEYyp OpraHizallii;
4) HOBHX 3axOMIB Oe3IeKU JUISL pO3B’s3aHHS IHIMJCHTIB O€3MeKu Ta

BIOCKOHAJICHHS O€3IICKH;

b) 3MiHU y TIOC/IyTax TPEeThO1 CTOPOHH, III00 BIPOBAJAUTH:
1) 3MiHU Ta TOKpAILEHHS Y MEPEkKaAX;
2) BUKOPHCTAHHSI HOBHX TE€XHOJIOT1;

3) moroKeHHs HOBUX MPOAYKTIB a00 HOBIIIMX BEepCiii/BapiaHTIB peaizallii;
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4) HOB1 IHCTPYMEHTH Ta Cepe/IOBUIIE pO3pOOKH;
5) 3MiHU (I3UYHOTO PO3TAllyBaHHS 3aC001B HaAaHHS MOCIYTH;

6) 3MiHY BUPOOHUKIB.

10.3 Il.1anyBaHHS Ta NPUIAMAHHSA CUCTEMH

inp: MiHIMI3yBaTH PU3UK BIIIMOBU CHUCTEM.

Jns  HamaHHs NOTPIOHOI MPOAYKTHUBHOCTI CUCTEMH OOOB’S3KOBUMH €
MEePCHEeKTUBHE MJIaHYyBaHHS Ta MIATOTOBKA, 100 3a0€3MeUnTH AOCTYIHICTH HEOOXITHOT
MOTY>KHOCT1 Ta peCypCiB.

JUist 3HMDKEHHS PU3UKY TEPEBAHTAXKEHHS CUCTEMHU Tpeba CIPOEKTYyBaTH BUMOTH
1110/10 MalOyTHBOT MPOMYCKHOT 3/TaTHOCTI.

ExcrnyaramiiiHi BUMOTM J0 HOBUX CHUCTEM TIOBHMHHI OyTu po3poOiieHi,

3aJIOKyMEHTOBAHI 1 TPOTECTOBAH1 A0 IX TPUIHATTS i1 BUKOPUCTAHHS.

10.3.1 YnpaBJ/iiHHSI IOTYKHICTIO

3axoau Oe3neKu

Jlns 3a0e3nedeHHst MOTPIOHOT TPOYKTUBHOCTI CUCTEMU HEOOX1THO 31MCHIOBATH
MOHITOPUHT Ta PETYIIOBAaTH BHUKOPHUCTaHHS PECYpCiB 1 MPOCKTYBaTH BUMOTH JO

MaiOyTHBOT MOTY>KHOCTI.

HacTtaHoBa 111010 BOpOBaKCHHS

JJ1st KO’KHOT HOBO1 200 BIIPOBAIXKEHOI AISIIILHOCTI MOBUHHI OyTH 11eHTU(DIKOBaH1
BUMOTH JO TMOTYyXHOCTI. Jlimsa 3abe3neueHHs 1, 3a HEOOXITHOCTI, MOJIMIICHHS
JOCTYITHOCT1 Ta €(QEeKTHUBHOCTI CHCTEM IMOBUHHI 3aCTOCOBYBATHCS HACTpOWKa Ta
MOHITOPUHT cucTeM. [l BYacCHOro BUSIBIIEHHS NpPOOJeM MOBHHHI OyTH HasBHUMU
BIJIMOBIHI 3aX0au Oe3mneku. [IpoekTyBaHHs MaiilOyTHIX BUMOT 10 IOTYXHOCTI TOBUHHE
Opatu 10 yBaru HOBI BUMOTH O13HECY Ta CUCTEM 1 MOTOYHI Ta MPOrHO30BaH1 TEHACHIIIT
10/10 MOXJIMBOCTEN 00poOieHHs iHpopMaIrii opranizaiii.

OcoOnuBy yBary TpebOa 3BEepHYTH Ha Oyab-sIKI pecypcH, sKi HOTpeOyIOTh
TPUBAJIOi MPOIEAYpU 3aKYIiBIl a00 BEIUKUX BHUTPAT; TOMY KEpPIBHUKH TOBUHHI
3/1IHCHIOBATH MOHITOPUHI BUKOPUCTaHHS OCHOBHHMX PECypciB cucTeMH. BoHM MOBHHHI
i1eHTU(iKyBaTH  TEHIEHII BUKOPUCTAHHSA, OCOOJMBO CTOCOBHO  O13HECOBHX
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MPUKIAJHUX TPOrpaM 1 IHCTPYMEHTIB YIpaBiIiHHS 1H(OPMAI[IHHUMU CUCTEMAMHU.
KepiBHMKM TOBUHHI BUKOPUCTOBYBATH LI0 1HQOpMaLiio s 1AeHTH]IKALil Ta

YHUKHEHHSI MOTEHI[IMHUX BY3bKHMX MICIh Ta 3aJIEKHOCT1 BiJI OCHOBHOT'O IEpPCOHAIY,

AKUU MOXE CTaHOBUTH 3arpo3y sl Oe3leku cucteMud abo MOChyr, ¥ IIaHyBaTH

HaAJIE)KH1 3aXO0/IH.

JlomoBHeHHSsI
banku MaroTh MiaHyBaTHU MOTYXHOCTI BIANOBIIHOT KOMIT'IOTEPHOI Ta TEJIEKOMYHIKALIHHOT
TEXHIKM 3 YypaxXyBaHHSM MalOyTHbOTO 3pOCTaHHS KUIBKOCT1 omepauid Ta Jid, K1 IJIAaHYEThCS

BHKOHYBATH 3 BUKOPHUCTAHHIM ITPOTPAMHO-TEXHIYHOTO KOMIUIEKCY BPaxoBYIOY1 OTpeOu Oi3HECY.

10.3.2 IlpuiiMaHHA CUCTEMH

3axou Oe3neKu

[ToBuHH1 OyTH pO3pOOIICHI KpUTEPii NpUHMaHHS HOBUX 1HPOPMALIITHUX CUCTEM,
iX MojepHi3aliii Ta HOBUX BEPCi 1 BUKOHAHI BIAMOBIJHI TECTH CUCTEM IMPOTITOM

PO3pOOIICHHS 1 Iepe1 MPUHMaHHSIM.

HacTtaHoBa 111010 BOpOBaKCHHS

KepiBHMKN TOBUHHI 3a0€3M€UYUTH, 11100 BUMOTU Ta KpUTEpii MpUMaHHS HOBHX
cucTeM OyiM 4YiTKO BU3HA4y€HI, MOTOKEH1, 3aJJ0KyMEHTOBaH1 Ta mpoTecToBaHi. HoBi
iHpopMaIliiiHi cucTeMu, MOJEpHi3alii Ta HOBI Bepcii MOBMHHI BIPOBAKYBaTUCS B
MPOMHUCIIOBY EKCIUTyaTallilo TUIbKUA MicHs OTpUMaHHS OQIUIHHO O(POPMIIEHOTO aKTy
npuitmanus. Jlo HaganHs odiuiiHO 0GOPMIIEHOrO aKTy NpUWMAaHHS TMOBUHHI OyTH
PO3IJISIHYTI HaBEJ€H1 HUKYE €TIEMEHTH:

a) BUMOTH JI0 MPOAYKTHUBHOCTI Ta MOTY>KHOCTI KOMIT FOT€PHOT TEXHIKH;

b) mpoueypu BiTHOBIEHHS MICJsl MOMUJIOK 1 MEpPe3anycKy, a TaKOX IUJIaHU A1
B aBapiiiHUX 00CTaBUHAX;

C) MIATOTOBKAa 1 TECTyBaHHSA CTaHAAPTHUX TMpPOLEAYyp eKcIulyaTamii 3a
BU3HAYCHUMU CTaHIApTaMU;

d) HasgBHICTH MOTO/XKEHOT0 HAOOPY 3aXO/IB Oe3MeKH;

€) edeKTUBHI py4yHi IPOLEIYpH;

f) 3axomm momo 6e3nepepBHOCTI O13Hecy (AuB. 14.1);

g) JI0Ka3 TOro, 110 1HCTAJSIIS HOBOi CUCTEMHU He Oy/ie HEraTUBHO BIUIMBATH Ha
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ICHYI0Y1 CUCTEMH, OCOOJIMBO y MIKOBI Yacu OOPOOISHHS, HAIPUKIA/A, Y KIHII MICSIIS;

h) noka3 Toro, mo OyJa0 PO3IJISSHYTO BIUIMB HOBOI CHCTEMH Ha 3arajbHy
Oes3MneKy opraHizarlii;

1)HaBYaHHS 11010 eKCIUTyaTallii a00 BUKOPUCTAHHS HOBUX CUCTEM;

J)3pY4HICTh BUKOPUCTAHHS, SIK BOHA BIJIMBA€ HA MPOIYKTUBHICTh KOPUCTYBaya i

YHUKHCHHA ITOMUJIOK JIFOAUHU.

JlonmoBHeHHSsI
bankam pexomMeHyeThCs 3ai1y4aT MallOyTHIX onepaTropiB Ta KOPUCTYBAdiB HOBOI CUCTEMH Ha
cTazii po3poOsieHHs AJisl IPOEKTyBaHHS HalOUIbII 3pydHOro iHTepdeicy, akuil He Oyae CTBOpPIOBATU

YMOB JJI1 HCHABMUCHHX ITOMUJIOK.

Jlist  OUTbLIOCTI HOBUX PO3pOOOK OMEpATOpH Ta KOPUCTyBadl MOBUHHI
OTPUMYBATH KOHCYJIbTAIlli Ha BCIX eTamax Mpolecy po3poOJICHHS s 3a0e3MedeHHs
e(EeKTUBHOCTI BHMKOHAHHS  3alPOIIOHOBAHOTO CHCTEMHOTO TipoekTy. [loBuHHI
BUKOHYBATHUCS HAJEXKHI TECTU VIS MIATBEPKCHHS, 10 BC1 KpUTEpii mpuitMaHHs Oyiu

IMOBHICTIO 33I0BOJIEHI.

JlonaTrkoBa iHMGoOpMaILis

[IpuitmanHs MOXe ckiagaTucs 3 oQiuiiHO 0POPMIIEHUX Mpoleayp cepTUudiKaiii
Ta akpeauTaiii s Bepudikaiii TOro, IO BCl BUMOTH O€3MEKH HAJICKHUM UYUHOM

ypaxoBaHo.

10.4 3axucT Bij 3JI0BMHCHOI0 Ta MOOLIBLHOI0 KOIY

[i1p: 3aXUCTUTH LUTICHICTh MPOTPaMHOT0 3a0e3neyeHHs Ta iHdopmarrii.

Heob6xinHa 06a4HiCTh, 11100 3aM00IrTH 1 BUSBUTH BHECEHHS 3JJOBMHUCHOTO KOy Ta
HECaHKI[I0HOBAHOT'O MOOUIBHOTO KOY.

[Iporpamue 3abe3mneueHHs Ta 3aco0u o0poOIieHHs 1H(OpMaIlii € Bpa3IMBUMH J10
BHECEHHS 3JIOBMHUCHOTO KOJy, TAKOTO SIK KOMIT IOTEPHI BIpYCHU, MEPEXKEBI ,,4ePB’SIKH ",
TPOSIHCBbK1 KOH1 Ta JioriuHi 6om6u. KopuctyBaui noBuHH1 OyTH MmoiH(OpMOBaHi 11010
HeOe3neKkn 3J10BMUCHOTO Koay. KepiBHMKM MOBUHHI, J¢ HEOOXIIHO, BBECTH 3aXOH
Oesneku g 3amnoOiraHHs, BUSBICHHS Ta BHUJAJCHHS 3JIOBMHUCHOTO KOJy Ta

KOHTPOJIOBATH MOOLIBHUMN KOJ.
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10.4.1 3axoau 0e3meKH MPOTH 3JJOBMHUCHOI0 KOXY

3axoau Oe3neKu

[ToBuHH1 OyTH BIPOBAKEHI 3aX0/ld O€3MEKH IIOJ0 BUSBICHHS, 3ar00IraHHs Ta
BITHOBJIICHHSI JUIsl 3aXUCTY BiJI 3JIOBMHUCHOTO KOJy 1 HaJeXHI HpoUeAypH

NMOiIH(GOPMOBYBaHHSI KOPUCTYBaYiB.

HacTtaHoBa 111010 BOpOBaKCHHS

3axucT BiJ] 3JJO0BMUCHOTO KOJIY MOBUHEH 0a3yBaTHCS HA BHUSBJICHHI 3JJ0BMUCHOTO
KOJIy 1 BUMPABJIEHHI MPOrpaMHOro 3abe3nedeHHs, moiHGhOpMOBYBaHHI MO0 Oe3MeKH,
HaAJEXKHOMY JOCTYIIL JI0 CUCTEMH Ta KOHTPOJI1 yIpaBiIiHHS 3MiHaMu. Tpeba po3risHyTH
HaBeJICH1 HUKY€ HACTAaHOBHU:

a) po3poOneHHs oQiMiiHO oQopMIIEHOT TMOJITUKH, sKa HE JOIyCKae
BUKOPHUCTaHHS HECAHKIIIOHOBAHOTO MporpaMHoro 3abde3neyeHHs (nus. 15.1.2);

b) po3pobsienHs odimiiiHoT odopMIEeHOI TOJMITUKKA 3aXUCTy B PHU3HUKIB,
MOB’SI3aHUX 3 OTpUMaHHSAM @QainiB 1 mporpaMHoro 3a0e3mnedeHHs Big abo yepe3
30BHIIIIHI MEPEXkKi Yd Ha OyIb-SIKOMY IHIIOMY HOCI€BI, 13 3a3HAUYEHHSAM TOTO, SIKI came
3aX0Jl1 3aXUCTYy Tpeba BKUTH;

C) NPOBEJEHHS PETYISPHUX MEPErsiiB MPOrPaMHOTO 3a0€3MeUeHHs Ta BMICTY
JaHUX CHUCTEM, SIKI MIATPUMYIOTh KPUTHYHI O13HEC-NIPOLIECH; HASBHICTH OyAb-sIKHX
HEenoropkeHux ¢aiaiB a0 HEeCaHKI[IOHOBAaHMX MOMPABOK MOBUHHA PO3CIIAYBATHCH 3
oQiiHUM 0POPMIICHHSIM;

d) iHCTanmAIil0O Ta peryispHe OHOBJEHHS MPOTrpaMHOro  3a0e3nedyeHHs
BUSBIICHHSI Ta 3HUILEHHS 3JIOBMUCHOTO KOAY JIJIsi CKAHYBaHHS KOMIT IOTEPIB Ta HOCIIB Y
AKOCT1 MPEBEHTUBHOrO 3aX0fy Oe3neku abo y 3BUYAWHOMY MOPSAKY; NEPEBIPKHU, IO
BUKOHYIOTbCSI, TIOBUHHI BKJIIOYATH:

1) mepeBipky Ha 3J10BMHUCHUI KOJ Oynb-iKuX (haiiliB Ha eJIeKTpOHHOMY a0o
ONTUYHOMY HOCII Ta (haiijiiB, OIepKAHUX YEePE3 MEPEXKI, 10 3aCTOCYBAHHS;

2) mepeBipKy 3aBaHTAXYBAaHUX Ta TMPUEAHAHUX JO EJIEKTPOHHOI MOIITH
GdaiiniB Ha 3JIO0BMHCHHMI KOJA /0 3aCTOCYBaHHA; ISl NEpeBIpKa MOBHHHA
BUKOHYBAaTHUCS Yy PI3HUX MICLAX, HAIpPHUKIad, HA CepBEpax eJIEeKTPOHHOT

MOIITH, HACTUTBHUX KOMIT IOTEpax Ta Ha BXO/I1 B MEPEXY OpraHizailii;
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3) mepeBipKy BeO-CTOPIHOK Ha 3JIOBMUCHUI KOJI;

€) BU3HAUEHHS YMNPABIIHCHKUX MPOIEAYpP 1 BIIMOBIIAILHOCTEH HIO0 3aXHUCTY
CUCTEM BIJ 3JIOBMHUCHOTO KOJAY, HaBUYaHHS BUKOPHCTAHHIO CHUCTEM, 3BITYBaHHS Ta
BIIHOBJICHHS TTICIISI aTaK 3JI0BMUCHOTO Koay (nuB. 13.1 ta 13.2);

f) miaroToBka BIAMOBIOHUX IJIaHIB Oe3MepepBHOCTI Oi3HECY AJIS BiIHOBIEHHS
MICJIS aTaK 3JI0BMHCHOTO KOJY, BKJIIFOUAaI0YHM yC1 HEOOX1IH1 pe3epBH1 KOMIIOBaHHS TAaHUX
1 IporpaMHOro 3a0e3neyeHHs Ta 3aX0/1 3 BIIHOBIEHHS (AUB. po3aii 14);

g) BIPOBAKEHHS MPOLEAYP AJI PETYISpHOro 30upaHHs 1HPOpMaIlii, TAKUX SIK
MIAMACKAa Ha CHOUCKM PO3CHIIaHHS Ta/abo mepeBipka BeO-caiiTiB, SKI HAJAalOTh
1HOpPMAILIIO II0JI0 HOBUX 3JIOBMUCHHUX KOJI1B;

h) BrpoBamkeHHss npouenyp s Bepudikamii iHdopmanii, MoB’s3aHOI 3
3IOBMUCHUM KOJIOM, 1 TapaHTyBaHHS, 110 TONEpeKyBaJibHI OIOJETeHl € TOUHUMHU Ta
1HGOPMATUBHUMU; KEPIBHUKM MOBUHHI TAPAHTYBATH, 10 AJI BUSHAUYCHHS PI3HUII MIXK
MICTU(DIKAIIEI0 Ta CIPABXKHIM 3JIOBMUCHUM KOJOM BUKOPHCTOBYIOTHCS KOMIIETEHTHI
JpKepena, HalpuKiad, >KypHaJld 3 TapHOIO permyTalieto, 10cToBipHI [HTepHeT-caiitn abo
MOCTAaYaJIbHUKH, SIKI HaJIal0Th IPOrpaMHe 3a0€3MeUeHHs, 1110 3aXUIIA€ Bl 3JI0BMUCHOTO
KOJy; yC1 KOPUCTYBadl MOBUHHI OyTH MO1HGOPMOBaHI 11010 TTpoOaeMu MicTH(IKAITIH 1

10 POOUTH MIPH X OTPUMAHHI.

JlonaTrkoBa iHMGOpMaILis

Bukopucranus naBox abo OuUIblle NPOrpaMHUX MPOAYKTIB, SKI 3aXHUILAIOTh
cepenoBuile oOpoOsieHHs 1HQopMaIlii Bl 3JOBMUCHOTO KOAY 1 OTpUMaH1 Bi Pi3HUX
BUPOOHHUKIB, MOKE MOKPAUTUTH €(EKTUBHICTh 3aXUCTY BiJ 3JI0BMUCHOTO KOJY.

Jlist 3a0e3medeHHsT 3aXUCTy Ha Cy4acHOMY piBHI Moke OyTH 1HCTajJbOBaHE
nporpamMHe 3a0e3nedYeHHs 3aXUCTy Bl 3JI0BMUCHOTO KOAY JJIA HaJaHHS aBTOMAaTHYHUX
OHOBJIEHb 0a3 JaHMX Ta 3ac001B ckanyBaHHs. KpiMm Toro, 11e nporpamMue 3a0e3ne4eHHs
MOke OyTH I1HCTaJIbOBAHE HA KOXHUM KOMII'IOTEp [JIs BUKOHAHHS aBTOMATHUYHHUX
NepeBIPOK.

Tpeba moTypOyBaTHCh 100 3aXUCTY MPOTH BHECEHHS 3JI0BMHCHOTO KOMY IiJ
yac BUKOHAHHS NpoLENyp OOCIYroByBaHHS 1 aBapiiiHUX Aii, sIKI MOXYTh OOXOAMTH

3BUYAliH1 3aX01 O€3MEeKU MPOTH 3JIOBMUCHOTO KOJTY.
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JlomoBHeHHsI
baHku MaroTh BU3HAUUTH YCl1 MOJIMBI JPKEpelia MOSBU 3JI0BMUCHOTO KOJy Ta 3a0e3MeYUTH
HaJIMHUNA 3aXUCT Ha YCIX JIUISHKaxX oO0poOku iHdopmanii. Pekomenayerbest 3abe3neunTy HaaliHUMA

AQHTUBIPYCHHH 3aXUCT, IKUH BUKOHY€ETHCS aBTOMATUYHO 1 HE 3aJI€KUTh BiJ] KOPHUCTyBaya KOMII I0TEpa.

10.4.2 3axoau 0e3meKku NPOTH MOOLIBLHOI0 KOY

3axoau Oe3neKu

Tam, ne BUKOpUCTaHHS MOOUIBHOIO KOJY CaHKI[IOHOBAaHO, KOHQIrypailis
MMOBUHHA TapaHTyBaTH, N0 CAHKI[IOHOBaHUW MOOUIBHUM KOJI BUKOPHUCTOBYETHCS
3T1THO 3 YITKO BU3HAYEHOIO ITOJITHKOIO O€3IIEKH, Ta HEOOXITHO 3aI00IrTH BUKOHAHHIO

HECaHKI[I0HOBAHOT'O MOO1TLHOTO KOJTY.

HacTtaHoBa 111010 BOpPOBaKCHHS

Tpeba po3risHyTH HaBeJICH1 HUKYE JIii JJIsl 3aXUCTY Bl HECAHKIIIOHOBAHUX i 3

BUKOHAHHS MOOLTBHOTO KOMY:

a) BUKOHAHHSA MOOUIHBHOTO KOJY B JIOT1YHO 130JIbOBAHOMY CEPEIOBUIII ;

b) 610KyBaHHS OyIb-sIKOrO BUKOPUCTAHHS MOOLTBHOTO KOJY;

c) OJIOKyBaHHS OTpUMaHHS MOOUIBHOTO KOJY;

d) akTHBallis TEXHIYHUX 3aXO0/11B, HASIBHUX Y TIEBHIN CUCTEMI, JJIsI 3a0€3MeUeHHs
TOTO, 1110 3/IIHCHIOETHCS YIIPABIIHHSA MOOUIBHUM KOIOM;

€) KOHTPOJb PECYpCiB, A0 AKX MOXKIMBHU TOCTYN MOOUIBHOTO KOJY;

f) xkpunrorpadiuni 3axoau Oe3neKu IUIs.  OJTHO3HAYHO1 aBTeHTHIKAIlii

MOOUTLHOTO KOJTY.

JlonaTrkoBa iHMGoOpMaIlis

MoOuTbHUN KOJ - II€ KOJ MpOrpaMHOro 3a0€3MEeUeHHs, SKUW TepeaacThCs 3
OJIHOTO KOMIT'IOTe€pa Ha 1HIIWH 1 Jajdi BUKOHYETHhCS aBTOMATUYHO, Ta peaiizye MEBHY
(YHKIIII0 3 HEBEJIMKOIO y4acTIO KOpUCTyBaua abo 6e3 Hei. MoOuUTbHMI KOJT TTOB’ A3aHUM
3 BEJIMKOIO KIJIBKICTIO TMOCIYT MPOrPaMHOTro 3a0e3MeUeHHsl, Ike 3a0e3mneuye 3B’ I30K.

Kpim Toro, myis 3ab6e3neueHHs Toro, 1o MOOUTLHUN KOJI HE MICTUTh 3T0BMHCHOTO
KOJly, HEOOXIIHUMHU € 3axoau O€3MeKh MNPOTH MOOUIBHOTO KOy Il YHUKHEHHS

HECaHKIIIOHOBAHOTO BUKOPUCTaHHA a0o0 MOPYIICHHS CHCTEMH, Mepexi abo pecypciB
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MPUKIAJHUX IPOrpaM, a TAKOXK IHIIUX MOPYIIeHb 1H(OpMaIliiiHOT Oe3MeKH.

10.5 Pe3epBHe KONMiOBAHHA

Hine: [ligTpumyBaTH LUTICHICTH 1 JOCTYNHICTH 1HQoOpMalii Ta 3aco0iB
00poOneHHs iHpopMallii

[ToBuHHI OyTH pO3p00JIEH] CTaHAAPTHI MPOLEIYPU BIPOBAIKECHHS 3aTBEPIKEHO1
MOJIITUKA ¥ CTpaTerii pe3epBHOr0 KOIMitOBaHHS (IuB. Takox 14.1), mo0 oTpumyBaTu

pe3epBHI KOIIii TaHUX 1 MOBTOPIOBATHU X MEPIOUYHE BITHOBIICHHS.

10.5.1 Pe3epBHe xoniroBaHHA iHpopmairii

3axoau Oe3neKu

3riiHO 3 3aTBEP/HKEHOIO MOJIITUKOK PE3EPBHOTO KOMIIOBAHHS Tpeda PEeryssipHO

pOOUTH 1 TECTYBAaTH pe3epBHI Komii iH(OpMaIi Ta MPOrpaMHOro 3a0e3neyeHHsl.

HacTtaHoBa 111010 BOpOBaKCHHS

[loBunHi OyTHM HadaHl BIAMOBIAHI 3acO0M PE3EPBHOIO KOIIIOBAHHS s
3a0e3MnedeHHsl, 0 BCs BakJIMBa 1H(OpMaIis 1 IporpaMHe 3abe3nedeHHs] MOXKYTh OyTH
BITHOBJIEH] ITICJISI CTUXIHOrO Juxa ado BIIMOBHU HOCIA.

Jlist pesepBHOro KomitoBaHHS 1H(poOpMarllii Tpeba pO3IJISHYTH HaBEACHI HIKYE
€JIeMEHTH:

a) TIOBUHEH OyTH BHU3HAYEHHN HEOOXITHUN pIBEHb PE3EPBHOIO KOMIIOBAHHS
iHbopMarlii;

b) moBuHHI OyTH 3poOJEHI TOYHI ¥ MOBHI 3alKMCH LIOJ0 PE3EPBHUX KOMIN 1
3aJIOKyMEHTOBaH1 MPOLIEYpU MOHOBJICHHS 3 PE3€PBHUX KOMIiH;

c) obcsar (Hampukiaz, moBHe abo nudepeHIiiioBaHe pe3epBHE KOIMIIOBaHHS) Ta
4acToTa pPE3epBHHUX KOIIIOBaHb MOBUHHI BlAOOpakaTH O13HEC-BUMOIM OpraHizailii,
BUMOTM O€3MeKH W00 3allydeHoi iHdopmallii Ta KpUTHYHICTH 1HGOpMaIii s
Oe3rnepepBHOro (PYHKI[IOHYBaHHS OpraHi3aiiii;

d) pesepBHi Komii MOBHUHHI 30epiratucs y BiIJaJieHOMY MICIli, Ha JOCTaTHIN
BIJICTaHI, 1100 YHUKHYTH OY/b-SIKOTO YIIKOJKEHHS BiJl CTUXIMHOIO JMXa B OCHOBHOMY
MPUMIIICHH];

€) pe3epBHUM KomisM iH(opmarllii Tpeba HagaTu HaJICKHUN piBEHb (HI3UYHOTO
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Ta 1HPPACTPYKTYPHOrO 3aXUCTY (IUB. po3alT 9), AKUH HE CyNepeunuTh CTaHAapTaM, 110
3aCTOCOBYIOTHCS B OCHOBHOMY IMPHUMIIIEHHI, 3aX0AN O€3MEeKH, 110 3aCTOCOBYIOTHCS /10
HOCIIB B OCHOBHOMY IMpHUMIIIEHHI, MOBUHHI MOUIMPIOBATUCA Ha MicUenepeOyBaHHs
pPE3epBHUX KOTIH;
f) Hocii pe3epBHUX KOMi MOBUHHI PETYJSPHO TECTyBaTHUCH, 100 3a0€3MeUnTH,
1o iM, 32 HEOOX1THOCTI, MOKHA JIOBIPSITH Y BUIMAJIKY aBapiiHUX Miif;
g) TpoueaypH BITHOBJICHHS MOBUHHI PETYJISIpHO MEPEBIPSATUCS Ta TECTYBATHUCH,
o0 3a0e3nmeynTH, 110 BOHM €(PEKTHBHI 1 110 BOHM MOXYTh OYyTH 3aBepuUIeHI Yy
MIPOMIDKOK 4Yacy, BUJIJIEHUN MpoLielypaM eKCIUTyaTalii Jyisl BIAHOBIICHHS;
h) y cutyanisx, KoJiM BaKJIMBOIO € KOH(IACHIIIHICTD, pe3epBHI KOIMIi MOBUHHI
OyTu 3axuIieHi 3acodbamu mu@pyBaHHs.
3axoaM pPE3EpBHOrO KOIIIOBAHHS ISl OKPEMHUX CHCTEM IIOBHUHHI PETYISPHO
TECTyBaTHUCS, [JIi TapaHTYBaHHS TOTO, IO BOHMU 3aJOBOJIBHSIOTH BUMOTU IUIAHIB
OesnepepBHOCTI O13Hecy (auB. po3ALt 14). s KpUTHYHUX CUCTEM 3aXOJH PE3EPBHOTO
KOIIIOBaHHS MMOBHUHHI OXOIUIIOBAaTH BCIO CUCTEMHY 1H(OpMAIli0, MPUKIATHI IPOrpaMu
Ta JaHl, HEOOX1/IH1 JJIsl BIHOBJICHHS] CUCTEMU B LIUIOMY y BUMAJIKY JIUXa.
Tpeba BU3HAUUTH MEpiOJl TPUBAIOro 30epiraHHs Ba)KJIUBOiI O13Hec-iHdopmarlii, a

TaKOX yC1 BUMOTHU JI0 apXIBHUX KOI1H, sIKI MIOBUHHI MOCTIHHO 30epiratucs (aus. 15.1.3).

JlomoBHeHHsI
Jlisa OaHkiB YKpaiHM BHUMOTM [0 apXIBHUX KOMiMl Ta CTPOKIB iXx 30epiraHHs BU3HAYarOThCS

HOPMAaTUBHO-NIPaBOBUMH akTamMu HaiioHanbHOro 6aHky Ykpainu.

JlonaTrkoBa iHMGoOpMaILis

3axou pe3epBHOTO KOIIIOBAHHS MOXYTh OyTH aBTOMATHU30BaHI1 JJisl CIIPOIICHHS
MPOIIECY PE3EPBHOrO KOMIIOBAaHHA Ta TOHOBIEGHHS 3 pe3epBHUX komid. Taki
aBTOMATH30BaH1 PIICHHS MMOBUHHI PETEIHLHO TECTYBATHCS 10 BIPOBAKEHHS Ta 4epes

MEBHI MPOMIXKKH Yacy.

10.6 Ynpasiainus 0e3nexkor0 Mepexi

ine: 3a0e3neuntu 3aXucT iHGOpPMALIil B MEpEKax Ta 3aXUCT 1HPPACTPYKTYpH, IO

iX miaATpUMYe.
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VYpaBniHHs 0€3MeK0I0 MEPEeXK, sIKI MOKYTh MOLIUPIOBATUCS 32 MEX1 OpraHizaii,
noTpedye PeTesbHOr0 PO3risAy MOTOKY JaHUX, NPABOBUX MUTaHb, MOHITOPUHTY Ta
3aXUCTY.

JlonatkoBi 3axonud Oe3NeKd MOXKYTh MOTpeOyBaTUCA TaKOX I 3aXHUCTY

KoH(D11eH1iHOT 1H(pOopMallii, iKa TPOXOJUTh Yepe3 3araJiIbHOAOCTYITHI MEPExI.

10.6.1 3axoau Oe3nexku Mepexi

3axoau Oe3neKu

Tpeba BiAMOBITHUM YMHOM YIPaBJISATH 1 3aXUIIATH MEPEXi, 00 BOHU Oyiu
3aXUIICHUMU BiJ 3arpo3 1 miATpuMyBajiacs Oe3neka CHUCTeM Ta MPHUKIAJHUX Mporpam,

K1 BUKOPUCTOBYIOTh MEPEKY, BKIIOUAIOUU 1H(OpMaILit0, 10 MEePeIaEThCS.

HacTtaHoBa 111010 BOpOBaKCHHS

KepiBHMKM Mepek MOBUHHI BIPOBAJAUTU 3aX0AU O€3MEKH JUIsi rapaHTyBaHHS
Oesmekn  1HGopMalii B Mepexax Ta 3aXMCT MIJKJIYEHUX  TOCAYr  BIJ
HECAHKIIIOHOBAHOT'O JOCTYIy. 30KpeMa, TpeOa pO3risiHyTH HaBeJACH1 HUXKUYE €IIeMEHTH:

a) BIANOBIAAJIBHICTh 32 €KCIUTyaTallll0 MEpeX MOBHHHA OyTH, 3a MOMJIMBOCTI,
B1JIOKpEMJICHA BiJ] BIIMOBIAAIBHOCTI 3a eKCILTyaTallito koM 1oTepiB (auB. 10.1.3);

b) moBuHHI OyTH BCTAHOBJIEHI BIAMOBIAAIBHOCTI Ta MPOLEAYPH YIPABIIHHSI
BiJIJaJICHUM OOJIaIHAHHAM, BKIIIOUal0uX 00JIaJHAHHS B 30HaX poOOTH KOPUCTYBAUiB;

c) Tpeba po3poOUTH MEBHI 3aX0AM OE3MEKU I 3aXUCTy KOH(DIICHIIIHHOCTI Ta
LUTICHOCTI JJAHUX, 1110 TPOXOJATh Y 3aralbHOIOCTYHUX a00 0e3IpOTOBHX Mepexkax, Ta
JUISL 3aXHUCTY MIJIKIIOYEHUX CUCTEM 1 MpuKiIaaHux nporpam (auB. 11.4 ta 12.3); neBHi
3axoau Oe3MeKH MOXYTh OyTH HEOOXITHUMM TaKOX JJIS MIATPUMAHHS JOCTYIHOCTI
MOCIIYT MEPEeX1 Ta MIAKIIOYEHUX KOMIT IOTEPIB;

d) mis yMOXJIMBIEHHS 3alUCy CYTTEBUX IJisg Oe3meku Jid Tpeba 3acTocyBaTH
HaJIEXKH1 PEECTPALIi0 Ta MOHITOPHHT;

€) KEpIBHUILITBO TMOBMHHO PETEIbHO CKOOPAMHYBATH il K JJIA ONTHUMI3allii
oOCIIyroByBaHHS OpraHizailii, Tak 1 JJisg 3a0€3MeUeHHS TOro, 1m0  3aXO0Jau Oe3NeKu

y3TOJKEHO 3aCTOCOBYIOTHCS MO BCiM IHPpACTPYKTYypi 00poOieHHs iHpopmMallii.
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JlonaTtkoBa iHMGoOpMaIlis

JlonatkoBy iH(pOpMaIrito moa0 6e3neKu Mepexi MokHa 3HaTh B [19].
10.6.2 be3neka mocayr mepexi

3axou Oe3neKu

XapakTepuCTUKU O€3MeKH, PIBHI MOCIYr, a TaKOX BHUMOTH YIPABIIHHS BcCiMa
MOCJIyTaMHi MEpeki MOBUHHI OyTH 11eHTU(}IKOBAHI 1 MICTUTUCS Y OyAb-SIKI YTOJIl 010
MOCIIyI MeEpexi, SK g T[OCIyr, [0 HaJalThCcid OpraHizaiie€lo, TakK 1 JJs

ayTCOPCHUHTOBUX.

HacTtaHoBa 111010 BOpOBaKCHHS

Tpeba Bu3HAUMTH 1 PEryJsApHO 3AIMCHIOBATM  MOHITOPHHI  3JIaTHOCTI
MOCTayaJbHUKA TOCIYT MEpeki YNPaBiIsTH MOTOHKEHHUMH TOCIyramMu y Oe3neyHui
cnoci0, mpy IbOMY NOBUHHE OYTH MOTOKEHE MPaBO MPOBEJICHHS aAYIUTY.

[loBuHHI OyTH 11eHTU(IKOBaHI 3aX0AN O€3MeKH, HEOOX1AH1 sl OKPEMUX MOCTYT,
TaKl SIK XapaKTepUCTUKU Oe3MeKH, PiBHI 0OCIYrOBYBaHHS Ta BUMOTH IIOAO YIPaBIiHHS.
Opranizaliisi MOBUHHA 3a0€3MEYUTH, 1110 MOCTAYAIbHUKH MOCTYT MEpeXki BIPOBAAWIN 111

3aXO0/IH.

JlonaTrkoBa iHdGOpMAaILis

[Tocnyru Mepexi OXOIUTIOIOTh HAJlaHHS MIJKIIOYEHb, MPUBATHI MOCIYTH MEPEexi
Ta MEpexXi 3 JOJaHOK BapTICTIO, a TAaKOX PIMICHHS II0J0 YMPABIIHHSA OE3MEKOI0
Mepexi, Takl Ik MDKMEpPEKeB1 €eKpaHu Ta CUCTEMU BUSBJIEHHsS BTOprueHHs. L1 mocinyru
MOXXYTb PI3HUTUCA BiJ MPOCTOi CMYTU MPOMYCKaHHS O€3 YNpaBIiHHA 0 CKJIAJIHUX
MIPOTO3UIIIH 3 JOTaHOK BAPTICTIO.
XapakTepucTUKaMU 0e3MeKH MOCIyT MEpex i MOXKYTh OyTH:
a) TEXHOJIOT1i, 3acTocOoBaHl Juisi O€3MeKu TOCAyr Mepexi, Takl K
aBTeHTU(DIKaIIs, IUPPYBAHHS Ta KOHTPOJI1 MEPEXKEBUX MIKIIOUEHb;
b) TexHiuH1 mapaMeTpu, NOTPiOHI JUIsi OE3MEeYHOro MIAKIIOYEHHS A0 IMOCIYT
MepexKi BIIMOBIAHO 10 MPpaBWJI O€3MEKU Ta MiIKII0YEHb MEPEXKi;
C) NpOLEAYpH BUKOPUCTAHHS MOCIYI MeEpexi JJis OOMEXEHHS IOCTYIy J0

MOCIIYT Mepexki a00 MPUKIAAHUX MTPOrpam, SKIIO 1€ HEOOX1IHO.
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10.7 IloBOMKEeHHH 3 HOCIAMMU

i1 3an00IrTH HECAHKI[IOHOBAHOMY PO3TOJIOIICHHIO, MOAM(IKAIIil, BUTYYEHHIO
a60 3uumieHHo pecypcis CYIb Ta nepepuBaHHIO 613HEC-TISUIBHOCTI.

Hocii noBuHH1 6yTH KOHTPOJbOBaHI Ta (HI3UYHO 3aXUIIEHI.

JInst 3aXyCTy Bl HECAHKI[IOHOBAHOTO PO3TOJIOMICHHS, MOAu(iKallii, BUAATCHHS
Ta 3HUIICHHS JOKYMEHTIB, KOMII'IOTEPHUX HOCIiB (HAmpHWKIaJ, CTPIYOK, JHUCKIB),
BXITHUX/BUXIIHUX JAaHUX Ta CHUCTEMHOI JOKYMEHTallli MOBHHHI OyTH pO3po0ieH]

HaJIeXKH1 TEXHOJIOT1YH1 TIPOLICTYPH.

10.7.1 YnpaBJiiHHS 3MiHHMMH HOCIAMH

3axoau Oe3neKn

[ToBuHHI OyTH HassBHUMU NPOLETYPU YIPABIIHHSI 3MIHHUMH HOCISIMH.

HacTtaHoBa 111010 BOpOBaKCHHS

Tpeba po3rissiHyTH HaBelEeHI HUK4Y€ HACTAHOBHM IIOJO YIMPABIIHHA 3MIHHUMH
HOCISIMU:

a) iHdopMmallis, SIKII0 BOHA OUIblIe HEMOTPiOHA, MIO0 MICTUTHCA Ha OYIb-SKUX
HOCIsIX 0araTopa3oBOro BUKOPUCTAHHS, K1 IOBUHHI OyTHU BHJAJIeHI 3 OpraHizailii, Mae
OyTu 3po0JieHa HEBITHOBIIOBAHOIO;

b) Tam, ne HEOOXITHO 1 JOIUILHO, MOBUHHE OYTH CAHKI[IOHOBAHE BUJIYYCHHS B
oprasizallii HOCIiB 1 3alIMCH MPO TaKi BUJIYYECHHs MOBUHHI 30epiraTucs il MiITPUMKH
KypHally ayIuTy;

C) yci Hocii MOBMHHI 30epiratucsa B HaAliiHOMY, Oe3MeuyHOMYy CcepeaoBHIII
3TiAHO 3 cnenudikaiisiMu BUpOOHUKA;

d) 30epexxena Ha HOCIi iH(OpMaIlis, sKa MOBUHHA OYTH JOCTYIHOK JIOBIIE 32
TEpMIH CHOyKOM HOcig (3riiHO 3 creuudikauisiMyd BHUPOOHMKA), MOBUHHA TaKOX
30epiratucs Jech B 1HIIOMY MicIll, 00 YHUKHYTH BTpaTH iHpOpMallii yepe3 MCyBaHHS

HOCIS;
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JlomoBHeHHsI
BiamoBinHo 10 HOpMaTHBHO-TIpaBOBUX akTiB HaimionansHOTO OaHKy YKpainu OaHKHA MalOTh HE
piale OJHOro pa3y Ha piK MEPeBIPATH MOKJIMBICTb YUTAHHS apXIBHUX KOIIM, skl 30epiraioTbcs Ha

JBOX HOCIAX PI3HUX THUIIIB 1 B pa3i HEOOX1THOCT1 BIAHOBIIOBATH 3aIIUCH JaHUX.

e) Tpeba pO3TJISHYTH pEeeCTpalliio 3MIHHUX HOCIIB 1T OOMEXEHHS MOKJIHUBOCTI
BTpAaTHU JIaHUX;

f) Tpeba BUKOpPUCTOBYBATH JUCKOBOJM 3MIHHUX HOCIIB JIMIIE TOJMi, KOJH JJIs
1IbOTO € O13HEC-TTPUYNHA.

VYci mpouenypu Ta piBHI CAaHKIIIOHOBAHOTO JIOCTYNY IOBHUHHI OYTH YITKO

32IOKyMEHTOBAHI.

JlonaTrkoBa iHdGOpMAaILis

Jlo 3MIHHUX HOCIiB BIIHOCSITBCSI CTPIYKU, JUCKH, (PJIeIl AUCKH, 3MIHHI KOPCTKI

nucku, CD, DVD, a Takox apykoBaH1 HOCII.
10.7.2 BuiiyyeHHs1 HOCIIB

3axoau Oe3neKu

Komnu Hocii 6uibilie He TOTpiOHI, BOHM MOBUHHI O€3MEeYHO 1 HAaJIHHO BUIIYyYaTHCS

13 3aCTOCYBaHHAM O(QiliifHO OPOpMIIEHUX MPOIETYP.

JlomoBHeHHSsI

[Tig yac 3HMIIeHHs 1H(OpMaMil I yciX 3MIHHUX HOCIB 1HpopMalii 3 rpudom “OaHKIBChKA
TaEMHUIS”’, TOBUHHI OyTH BUKOPHUCTaH1 IPOLEIYpH MOABIHHOIO GopmaTyBaHHs abo0 1HILI IPOLELYPH,
SK1 YHEMOXJIMBIIIOIOTH BIIHOBJIEHHS 1HQOpMaIllii, B TOMY YHMCI1 Ul )KOPCTKUX AUCKIB KOMIT IOTEPIB Ta
cepBepiB, B pa3l BUWIYUYEHHs iX 3 IPOMHUCIIOBOI eKcIiTyaTalii abo peMoHTy. B pasi Henpaue3naTHoCTi

3MIHHUX HOCIiB i1H@opmauii 3 rpudomM “OaHKIBCbKA TAaEMHHIS BOHM MIUIATalOTh (HI3UUHOMY

PYWHYBAaHHIO.

HacTtaHoBa 111010 BOpOBaKCHHS

Odimitino odopmiieHi mporeaypd O€3MeYHOro BHIIYYEHHS HOCIIB TOBHHHI
MIHIMI3yBaTU PHU3UK BUTOKY KOH(IAEHIIHHOI 1H(DOpMalii A0 oci0, SKi HE MaroTh
cankiii. Ilpomexypu Oe3medyHOro BWJIYYEHHS HOCIIB, fAKI MICTSITh KOH(IACHIIMHY
iHpopMarlito, MOBUHHI OyTH CyMIpHMMH 3 KOH(imeHuiiHicTioO 1HGopmarii. Tpebda

PO3IIAHYTH HaBeI[eHi HHXKYC CIICMCHTH:
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a) Hocii, Mo MICTATh KOH(DINeHIIHY iHQopMalliio, TOBHUHHI 30epiratucs Ta
BUJTyyaTucsa Oe3MeyHo 1 HaAliHO, HampUKJIaA, NUISXOM CHAaJeHHS 4M po3pi3aHHs, abo
CTUpaHHS JlaHUX Tepell BUKOPUCTAHHSM IHIIOK MPUKIATHOI MPOrpaMol0 B
oprasizartii;

b) moBuHHI OyTH HasBHI MpoOLEAYpU 1IeHTU(]IKALII eIeMEHTIB, fKI MOXYTh
noTpeOyBaTH OE3MEUYHOT0 BIITYUEHHS;

C) Moke OyTH Jerimie BXHUTH 3aXO[lIB IIOJ0 Oe3MeYyHOro HAKOMWYEHHS Ta
BWJIYYECHHS YCIX HOCIiB, H)K HAMaraTucs BUAUITMTH KOH(D1ACHITIHHI €JIEMEHTH;

d) G6araro oprasizanii OPONOHYE MOCIYrd 3 HAKOMUYEHHS Ta BUIYYEHHS
namnepiB, oOJaJHAaHHS Ta HOCIiB; Tpeba moAdaTu mpo BUOIP MPHUIATHOIO MiIPSIHUKA 3
BIJMOBITHUMH 3aX0JaMH O€3IIEKH Ta JOCBIJIOM;

€) BWJIYYEHHs KOH(IACHI[IHHUX €JIeMEHTIB Tpeda, 0 MOMXKIMBOCTI, PEECTPYBATH
y )KypHaJli ayIuTy.

[Ipy HakonmuyyBaHHI HOCIIB JJii BWIy4YeHHS Tpeda pO3MISIHYTH eQeKT
00’€THaHHS, BHACIIOK SKOTO BeJIMKa KUIBKICTh HE KOH(DiAeHIIHHOT 1HpOopMaIlii MOKe

CTaTH KOH(1ACHIIHHOIO.

JlonaTrkoBa iHMGoOpMaIlis

Kondinenmiitna iadopMaiiiss Moxke OYTH pO3royiollieHa uepe3 HeoOepeKHe
BUJIyYE€HHS HOCIiB (quB. Takoxk 9.2.6 crocoBHO iH(poOpMaIlii 000 BHIYYECHHS
00JTaTHAaHHS).

10.7.3 IIpouenypu nmoBoxkeHHs 3 iHGopmaniecro

3axoau Oe3neKu

Hus  3axucty 1Hpopmali Bl HECAHKI[IOHOBAHOTO PO3TOJIONIEHHS a0o
37IOBKMBaHHS OBUHHI OyTH po3po0JIeH1 NMpoleAypH MOBOIKEHH 3 1H(opMmaliero Ta ii

30€epeKeHHS.

JlomoBHeHHsI
BiamoBinHo 10 HOpMaTHBHO-TpaBoBHX akTiB HarionampHOro 6aHkKy YKpaiHu OaHKM MaioTh
YITKO BHU3HAUUTHU nepenik iHdopmanii 3 rpudom “OaHKIBCbKa TaEMHUIIS Ta 1HIIOT KOH(DiIEeHIIITHOT

1HopMallli Ta BHPOBAJUTH BHYTPILIHI IPOLEAYPH MOBOIKEHHS 3 TAKOIO 1HPOpMaIIIETO.
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HacTtaHoBa 111010 BOpOBaKCHHS

[ToBuHH1 OyTH PO3pOOJICHI TPOIEAYPH TOBOKEHHS, 0OpPOOJIEHHS, 30epeKeHHS

Ta JOBEIEHHs 110 BiaoMa iHQopMalii, sKi He cynepedarh il knacudikamii (aus. 7.2).
Tpeba po3rasiHyTH HaBeICH1 HUXKUYE €IeMEHTH:

a) TIOBO)KCHHS 3 yciMa HOCISIMU Ta iX MO3HAYEHHS BIAMOBIIHO /10 3a3HAYEHOTO
piBHSA Ki1acuikarii;

b) oOMexxeHHs TOCTYIy AJisi 3aro0iraHHs JOCTYIY MepcoHaly, KUl He Mae Ha
II€ CaHKIIII;

C) MiATpUMYBaHHA  OQIUiiHO  O(QOPMIIEHOrO  PEECTPY  CAHKI[IOHOBAHMX
OJICp)KyBayiB JTaHUX;

d) 3abe3rneueHHs, 10 BXIAHI JaHl € TOBHUMH, IO OOPOOJIEHHS 3aBEPILICHO
HaJIC)KHUM YMHOM 1 3aCTOCOBAHO MIATBEP/KEHHS BUXITHUX JTaHUX;

€) 3aXMCT MiAKaYaHUX JaHWX, SKI OYIKYIOTh BHBEJCHHs, Ha PiBHI, IO HE
CyIepeyuTh iX KOH(1ASHIIITHOCTI;

f) 30epiranHs HOCIIB BIAMOBIAHO 10 crienudikaiiil BAPOOHUKA;

g) 3BEJCHHS MOUIUPEHHS TaHUX 10 MIHIMYMY;

h) uiTke MapKyBaHHS BCiX KOMIM HOCIiB J0 yBarm  CaHKI[IOHOBAHOIO
oJlep>KyBaya;

1)TIeperisii uepe3 perysspHi IHTEpBaIM CIHUCKIB PO3MOBCIOKEHHS Ta CIHUCKIB

CaHKIIIOHOBAaHUX OJIEP>KYBayiB.

JlonaTrkoBa iHMGoOpMaILis

{1 npouenypu 3acTOCOBYIOTh 10 1HGOpMaIi Yy JOKYMEHTaX, KOMII IOTEPHHUX
CUCTEMaX, Mepexax, Mpyu MOOUTLHOMY 0OYMCIIEHH1, MOOUTBHUX KOMYHIKAI[ISX, Y MOMITI,
rOJIOCOBIM MOIITI, B3araji B MOBHUX KOMYHIKaIliX, MyJbTUME1a, 32C00aX MOIITOBOTO
00CITyroByBaHHs, PU BUKOPUCTAHHI (DAKCHMUIBHUX amapariB Ta B OYJIb-SKUX IHIIUX

KOH(IEHIIIMHUX eJIeMEeHTaX, HalpHUKiaj, OJJAHKOBUX YE€KaxX, paxyHKax-pakTypax.
10.7.4 Be3nexka cMCTEeMHOI JOKyMeHTAaIlil

3axoau Oe3neKu

Cucremna JIOKYMCHTaI_IiSI IIOBHMHHA 6YTI/I 3aXulIcCHa Bi):[ HecaHKI_IiOHOBaHOFO
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JOCTYyTYy.

HacTtaHoBa 111010 BOpOBaKCHHS

Jliist yOe3nedeHHsl CUCTEMHOT JOKyMEHTallli Tpeba po3rIsIHYTH HaBeAEH! HUXKYe
€JIEMEHTH:
a) CUCTeMHa JIOKyMEHTallis MOBUHHA Oe3Me4Ho 30epiratucs;
b) cnucok OOCTyIy A0 CUCTEMHOI JOKyMEHTAllli MOBUHEH OyTH 3BEJEHUMN 0
MIHIMYMY 1 3aTBEpPKEHUI BIACHUKOM MPHUKJIAAHOI IPOrpamu;
C) CUCTeMHa JOKYMEHTallisl, sika 30epiraeTbcs B 3araibHOJOCTYIIHIA Mepexi abo
MOCTAYAETHCS Yepe3 3arajibHOJOCTYIIHY MEpEXY, MOBUHHA OyTH 3aXUIIEHA HAJCKHUM

YHUHOM.

JlonaTtkoBa iHMGoOpMaIlis

CucreMHa JOKyMEHTallisi NMOBHHHA MICTHUTH HOMEHKJIATYPY KOHQIIEHUIIHHOT
iHpopMarllli, HaOpUKIaA, OMNUCU TMPOILECIB MNPUKIAAHUX MporpamM, MpoIleaypH,

CTPYKTYpPH JIaHUX, IPOLECH CAHKI[IOHYBaHHS.

10.8 O6min indopmamnicro

Hine: IigTpumyBatu 6e3mneky iHdopMallii 1 MporpaMHOro 3abe3reueHHsl, SKUMU
OOMIHIOIOTBCS B OpraHi3allli Ta 3 30BHIIIHIM 00’ €KTOM.

OO6MiH 1HpOpPMAITIEO 1 MPOrPaMHUM 3a0€3MEUCHHSIM MK OpraHi3alisiMu MOBUHEH
O0aszyBatucs Ha o@imiiHO odopmMIleHIM mMoJiTUIll OOMIHY, BHUKOHYBATHCSA 3T1IHO 3
yrojgamMu IoA0 OOMIHY 1 BIINOBIaTH BCbOMY ICHYIOUOMY 3aKOHOJABCTBY (AMB.
po3naun 15).

[ToBuHHI OyTH po3po0JIeH] IPOLEAYypU Ta CTAHAAPTH JJIs 3aXUCTy 1HQopMalii Ta

(G13MYHUX HOCIIB, K1 MICTATH 1HGOPMAILIIO, MiJ] Yac MepeJaBaHHs.

10.8.1 ITosiTuku Ta mpoueaypu oOMiHy iHdopManicro

3axoau Oe3neKu

[ToBuHHI OyTH HassBHUMH OQILIHHO OPOpMIIEHI MOJIITUKH, MIPOLIEYPH Ta 3aX0]1
Oe3rneku i 3aXUCTy OOMIHY iH(OpMAIEI0 3 BHUKOPHUCTAHHSIM BCiX BHJIB 3aco0iB

KOMYHIKaIIii.
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HacTtaHoBa 111010 BOpOBaKCHHS

[Ipouenypu Ta 3axoqu Oe3neku, KX Tpeda AOTPUMYBATHCS NMPU BUKOPUCTAHHI
€JIEKTPOHHUX 3aco01B KOMYHIKalii st 0OMiHY 1H(pOpMAaIli€lo, MOBUHHI CTOCYBAaTUCS
HABEJICHUX HIKUYE €JIEMEHTIB:

a) TpOIIeAYpH, CIPOEKTOBAaHI JUIsl 3aXUCTy OOMIiHIOBaHOI iHOpMaIii BiI
NEPEeXOIUICHHs, KOMIIOBaHHS, Moaudikaiii, HeNpaBWIbHOI MapHIpyTH3alii Ta
3HUILEHHS;

b) mpouenypu BUSBICHHS Ta 3aXUCTY Bl 3IOBMHUCHOIO KOAY, KK MOxke OyTH
nepeIaHuil MIITXOM BUKOPUCTAHHS €eKTPOHHUX KoMyHikaii (nus 10.4.1);

C) MpOIEeAYpPH 3aXUCTy TNepeaaBaHoi KOH(IACHIIIMHOT eleKTpOHHOI 1HpopMaIlrii
y ¢opmi npueTHaHUX (PaIiB;

d) monmitTuky abo0 HacTaHOBM, WLIO0 BHU3HAYAIOTh TMpPUIATHE BUKOPUCTAHHS
EJIEKTPOHHUX 3aCc001B KOMYyHiKawii (quB. 7.1.3);

€) IpoleAypru BUKOPUCTaHHS O€3pOTOBOI KOMYHIKallii, Oepydu 10 yBaru ii
0COOJIMBI PUBHUKY;

f) BiANOBIAAIBHOCTI HAWMAHOTO MEPCOHANY, NIAPIAIHUKIB Ta OYAb-SIKUX THIIMX
KOPHUCTYBauiB MIOJI0 HEMPHUIYCTUMOCTI KOMIIpOMETaIlii OpraHizalii, HalpuKIiaj, 4yepe3
HaKJIeTl, KPUBDKCHHs, 3alO3MYEHHs MpaB, IEpeajpecyBaHHS JIAHLIOTOBUX JIUCTIB,
HECaHKI[I0HOBaHI1 3aKyIIiBJl TOIIIO;

g) 3acTOCyBaHHS KpunTorpadiyHUX METOJIB, HANpHUKIaA, IS 3aXHCTY
KOH(1EHIIIMHOCTI, IIUTICHOCTI Ta aBTeHTUYHOCTI iHpopmarttii (quB. po3ain 12.3);

h) HacTaHOBM 100 TpuUBajgoro 30epiraHHd Ta BUJIYYEHHS 3TiIHO 3
HalllOHAJIBHUMU W  MICHEBUMM 3aKOHOJABCTBOM Ta HOpMaMH BCi€i  Oi3Hec-
KOPECTHOHIEHI11, BKIIOYal0YH MOBIIOMIICHHS;

1)HEMPUIYCTUMICTh 3aJIMIIEHHS KOH(DiIeH1iiHOT a00 KpUTUYHOT 1HpOpMallii Ha
IpYKyBaJbHUX 3aco0ax, Hampukiaj, KOMIIOBAIbHUX MPUCTPOSAX, NIPHUHTEpax Ta
(bakCUMUIBHUX amnaparax, OCKUIbKH O HUX MOKE€ MaTH JIOCTYI NEPCOHAN, IKUH HEe Mae
Ha 1I€ CaHKIIII;

j) 3axonu Oe3neKu Ta OOMEXEHHsI MOB’si3aHl 3 Tepeajipecalielo 3aco0iB

KOMYHiKaI_Iﬁ, HAIlIpUKJIdZd, aBTOMATHUYHC IICPCAAPCCYBAHHA CIICKTPOHHUX HOBiI[OMJ'ICHB
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Ha 30BHIIIHI aJJpECH MOUITH;

k) HaramyBaHHsI MepcoHally, 110 BiH MOBHHEH BXHUTH HAJECKHUX 3aO0DKHUX
3aX0/11B, HAIIPUKJIAJ, HE PO3KPUBATH KOHQIAEHIIHHY 1HPOpMaIlito, 1100 YHUKHYTH MPU
TenedOHHIN po3MOBI MiJICTYXOBYBaHHS a00 MEePEeXOIICHHS:

1) moagpMu y Oe3nocepeAHiii OIM3BKOCTI, OCOOJMBO MPU KOPUCTYBaHHI
MOOUTBHUMH TeNe(hOHAMU;

2) MpoCIyXOBYBaHHSM  Tele(OHHMX PO3MOB Ta IHIIUMH (opmamMu
MiJCIYXOBYBaHHS 4yepe3 (I3UUHUM AOCTyn 110 TeraedOHHOI ClIyXaBKH ado
TenedOoHHOT JiH1i, a00 MPU BUKOPUCTAHHI CKAHYIOUMX NPUIMAYIB;

3) JroABMHU Ha CTOPOHI OJIepKyBaya,;

1) HempuUMmyCcTUMICTh 3aJIMILIEHHS Ha aBTOBIANOBIa4l MOBIAOMIIEHD, K1 MICTATh
KOH(]1eHIIHY 1H(POpPMaIlil0, OCKUTBKH BOHH MOXKYTh OYTH BIATBOPEHI 0COOaMU, SIKi HE
MaloTh Ha 1€ CaHKIIii, 30epiraTucs y CuIbHUX cUcTeMax abo 30epiraTucsi HEKOPEKTHO
yepe3 HelpaBUibHEe HAOUpaHHS HOMEPA;

m) HaraJlyBaHHs T[EpCOHAIYy NpO MpoOJeMU BUKOPUCTaHHS (HaKCUMUIBHUX
amapariB, a came:

1) HecaHKIIOHOBaHHWM JIOCTyNn 10 BOYyAOBaHOi Mmam’ATi JJiS MOBIJOMJIEHB 3
METOIO BiTHOBJIECHHS TOBIOMJICHb;

2) HaBMucHe a00 BHUNAJAKOBE MPOTrpaMyBaHHA amnapariB sl HaJCUJIAHHS
MOBIJOMJICHb Ha MEBH1 HOMEPHU;

3) HajacuiaHHS JOKYMEHTIB Ta MOBIIOMJIEHb Ha HENpPAaBWIBHUN HOMEpP abo
yepe3 HemnpaBWibHe HAOUpaHHS HOMEpa, a00 BUKOPUCTAHHS 30€pexKEeHOro
HEIMpaBUJILHOTO HOMEPA;

n) HarajJlyBaHHsg IEpCcOHaNly, 00 HE 3amucyBaB jAeMorpadidyHi JaHi, Taki SK
azgpeca €IeKTPOHHOI MOmTH abo 1HIIY NEPCOHAIBbHY iH(MOpMaIito, Y Oyab-SKOMY
nporpaMHoMy 3a0es3reyeHHl, o0 YHMKHYTH iX 30HMpaHHS [Jii HECAaHKL10HOBAaHOTO
BUKOPHUCTAHHS;

0) HaraJyBaHHsS [EpPCOHaNly, M0 cy4yacHl (hakCUMUIbHI amapatd Ta
(GOTOKOMIIOBaNIbHI MPUCTPOi MAIOTh KEHI-CTOPIHKM 1 30€piraloTh CTOPIHKHU, SKILIO

cTajiacsl BIIMOBAa uepe3 BUICYTHICTh Mamnepy 4Yu MpHU Mepeaadi, i CTOPIHKH MOXKYTb
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OyTH HaIpyKOBaHI1 MICJsl YCYHEHHS BiJIMOBHU.

KpiMm Toro, mepconany Tpeba HaraayBaTH, IO BOHM HE TMOBHHHI BECTHU
KOH(D1/IeHII1i{H1 PO3MOBU Yy TPOMAJICBKUX MICISIX YU BIAKPUTUX odicax, UM MICHSIX IS
Hapaj, e CTIHU HE € 3ByKOHETIPOHUKHUMH.

3acobu oOMiHY iH(OpMAIlI€I0 MOBUHHI BIAMOBIIATH YCIM JIFOYMMHU MPABOBUMU

BUMOTaMH (JIUB. po3aia 15).

JlonaTtkoBa iHMGoOpMaIlis

OOMiH 1HpOpMaILli€El0 MOKE 3/IIMCHIOBATUCS 3 BUKOPUCTAHHSIM 0araThOX PI3HUX
BUJIIB 3aCO0IB KOMYHIKaIlli, BKJIIOYAIOYU EJEKTPOHHY TOIITY, Toyioc, (hakCUMUIbHI
amapaTu Ta BiJl€o.

OOMIH porpaMHUM 3a0€3MEUYECHHSIM MOKe 3/1MCHIOBATHCH Yepe3 O6arato pi3HUX
BU/IIB HOCI1iB, BKJIFOYAI0YM 3aBaHTaXECHHs 3 [HTepHETYy Ta npua0aHHg y BUPOOHUKIB, SIK1
MPOJAI0Th CepIHHI MPOITYKTH.

Tpeba po3rissHyTH BUMOTH J0 3aX0JIB O€3MEeKU 1 HACHIAKU - 013HECOBI, MPaBOBI
Ta 1040 Oe3NneKu, MOB’A3aHl 3 €JEKTPOHHUM OOMIHOM JaHUMH, EJIEKTPOHHOIO
KOMEPIIIEIO Ta €JIEKTPOHHOIO KOMYHIKAIIIETO.

Inpopmaniss  moxke OyTM  CKOMIPOMETOBAaHAa  BHACHIJOK  BIACYTHOCTI
noiH(GOPMOBAHOCTI, MOJITUKA YW MPOLEAYp IIOJ0 BUKOPUCTaHHS 3aco0iB OOMIHY
iHpopMaIli€ro, HAaPUKIal, Yepe3 MiACIYXOBYBaHHS PO3MOBH MO0 MOOLILHOMY TenehoHy
y TPOMAJChKOMY MICII, HENpaBWIbHE HAJCHIAHHA MOBIJOMIICHHS €JIEKTPOHHOIO
MOIITOI0, MIJICTYXOBYBAaHHS aBTOBIANOBIJa4Ya, HECAHKIIIOHOBAHUW JOCTYH IO CUCTEM
Ha0opy HOMEpa rojocoBOi MOMTH abo (akcoBI MOBIMOMJIECHHS, BUMAAKOBO HaslCiIaHi
Ha MOMUJIKOBE (haKCUMUIbHE 00JIaTHAHHS.

OyHKIIOHYBaHHS Oi3HECY MOKe MopyllyBatucs Ta 1H(opmanis Moxe OyTu
CKOMIIPOMETOBaHa B pa3i BIIMOBH, NIEPEBAHTAKECHHS a00 3yNMUHKHU 3aC001B KOMYHIKaIlii
(muB. 10.3 Ta posnin 14). Indopmairiss Mmoxke OyTH CKOMIPOMETOBAaHA B pa3i AOCTYITY

HECaHKIIIOHOBaHUX KOPUCTYBauiB (IUB. po3aul 11).
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10.8.2 Yroau moxo o0Miny

3axoau Oe3neKu

Mix opraHizaifi€lo Ta 30BHIIIHIMH CTOPOHAMH TMOBHHHI OyTH YKJIaJ€H1 yrojau

110,10 0OMIHY 1H(OpPMaIII€I0 Ta TPOTPAMHHUM 3a0€3IeUCHHSIM.

HacTtaHoBa 111010 BOpOBaKCHHS

Yroau mo0 0OMiHy MOBUHHI PO3IJISIIATH HAaBEICH] HIDKUE YMOBH O€3IEKHU:

a) BIJMOBIIAJIBHOCT1 KEPIBHUIITBA MI0J0 KOHTPOJIIO Ta CIHOBIIIEHHS CTOCOBHO

nepecaaBaHHsAd, BiI[CI/IJIaHHSI Ta HpHﬁMaHHH;

b) mpoueaypyu CHOBILIEHHS BIANpaBHUKA IIOAO MEpeAaBaHHsS, BIACWIAHHS Ta

[IpUAMaHHS;
C) mpoueaypH 3a0e3MeueHHs IPOCTEXKYBAHOCTI Ta HECIIPOCTOBHOCT];

d) MiHIMaJIBHI BUMOTHM TEXHIYHUX CTaHAAPTIB IOJ0 TMAaKEeTyBaHHS Ta

nepe1aBaHHs;
€) YroJu II0J0 YMOBHOTO JETIOHYBaHHS IOKYMEHTIB;
f) crannmaptu inentudikauii Kyp’epa;

g) BIANOBIIATBHOCTI Ta 3000B’s3aHHSA y BUMNAJKY IHIUICHTY i1H(poOpMaIiitHOi

6C3HCKI/I, HaIllpUKJIaa, BTPATH JaHUX;

h) BuUKOpUCTaHHS TOTOMKEHOT CHUCTEMHU MO3HAYCHb I KOH(DIAEHI[IHHOI abo
KPUTUYHOI 1HpOopMaIlii, sika 3abe3neuye, 110 MO3HAUYECHHS € 0Jpa3y K 3pO3YMUIMMHU 1 1110

iH(pOopMaIlis 3axXuIlieHa HAJIeKHUM YHHOM;

1) TpaBO BJIACHOCTI Ta BIAMOBINAJBHOCTI MO0 3aXUCTy JMaHUX, aBTOPCHKOTO
mpaBa, JIIEH31MHOT BIAMOBIIHOCTI MPOTPaMHOro 3a0e3ledeHHs Ta 1HII MO10H1

MIpKyBaHHs (quB. Takox 15.1.2 Ta 15.1.4);

j) TEXHIYHl CTaHAApTH WLIOJ0 3aMKMCYBAHHS Ta 34YUTYBaHHSA i1HQopmamii Ta

MPOrpaMHOro 3abe3MneyeHHs;

k) Oynp-sKi criemiajibH1 3aX0au O0€3MeKH, sIKi MOXKYTh 3HaJIOOUTHUCS JIJIsI 3aXUCTY

94



COY HBYVY 65.1 CVIb 2.0:2010

KOH(1IEeHLIMHUX €JIEeMEHTIB, TaKUX SIK Kpuntorpadiuni kiaroui (aus. 12.3).

Jlnst 3axucty iHGopmarltii Ta GI3UYHUX HOCIIB MiJ] Yac repeaBaHHs MOBUHHI OyTH
po3po0JieH] 1 MIATPUMYBATHUCS TIOJIITHKA, IPOLEAYPH Ta cTaHAapTH (AuB. Takoxk 10.8.3),
Ha HUX Tpeba MOCHIIATHUCS B YroJax 1010 OOMiHYy.

3MmicT OyIb-sIKOi YroAu, SIKMA CTOCYe€TbCsl O€3MeKH, IMOBMHEH Bi0Opa)kaTu
KOH(D1IEHIIMHICTH 3ay4eHoi O613Hec-1H(opMallii..

JlonaTrkoBa iHMGoOpMaIlis

Yroau MoxyTh OyTH €leKTpOHH1 a00 CKJIaJeHl BPyYHY 1 MOXYTb Matu (HopMmy
odimiiftHO 0dOpMIICHUX KOHTPaKTiB abo ymoB HaiiMy. CTOCOBHO KOH(IIEHIIIHHOI
iHpopmarlii, 0coOJMBI MeXaHI3MH, SIKI BUKOPHUCTOBYIOTHCS JMJii OOMIHY TaKoOIO
iHpopMaIli€ro, TOBUHHI OYyTH HECYNEepewIMBUMHU JUIsl BCIX OpraHizaliid Ta BCIX THUIIIB
yTO/I.

10.8.3 ®i3nuHi HOCII mix Yac neperaBaHHA

3axoau Oe3neKn

Hocii, mo Mictath iHpopMallito, TOBUHHI OyTH 3aXMILEH] B1I HECAHKLIIOHOBAHOT O
JOCTYIy, 3JIOBKMUBaHHA a00 pyWHYBaHHS MiJ 4ac TPAHCHOPTYBaHHA MMo3a (I3UYHUMU

MEKaMH opraHizariii.

HacTtaHoBa 111010 BOpOBaKCHHS

s 3axucty HociiB 1HGoOpMarllii, sKi MepefaloTbCsi MDK PI3HUMH MICISIMU
pO3TalllyBaHHs Oprasizauii, Tpeda po3rjisiHyTH HaBe[eH1 HU)KU€ HAaCTAHOBU:

a) Tpeba BUKOPUCTOBYBATH HaA1iHUII 3aci0 crioyiydeHHs abo Kyp’€piB;

b) mepenik  CaHKUIOHOBAaHUX  Kyp €piB  MOBUHEH OYTH  NOTO/KEHHI
KEPIBHULITBOM;

C) MOBHHHI OyTH pO3p00JIeH] MPOIeAYpH NEPEBIPKH 1IeHTU(IKALIIT Kyp €piB;

d) ynakoBka moBMHHA OYTH JOCTAaTHBOIO JUISl 3aXMCTY BMICTY Bifl OyAb-sKOTO
(GI3MYHOTO YIIKOJKEHHS, SIKE MOXKE BUHMKHYTH MPOTITOM TPAaH3UTY, 1 BIANOBIAATH
yciM crernudikaiisiM BUPOOHHMKA (HAMpUKIad, 00 MPOrPaMHOrO 3a0e3MeueHHS),
HAMpUKJIad, 3aXHCTy Bl OyAb-AKUX (AKTOpiB JOBKULISA, SKI MOXYTh 3HU3UTH

C(I)CKTI/IBHiCTB ITIOHOBJICHH HOCiSI, TaKUX K BIIJIMB HiI[BI/IH_ICHOT TCMIICPATYpPH,
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BOJIOT'OCT1 200 €JIEKTPOMArHiTHUX IMOJIB;
€) 3a HEOOXIJHOCTI TMOBUHHI OYTH MOTO/KEHI 3aXOAu OE3MEeKU ISl 3aXUCTY

KoH(]1AeH11iHOT 1H(pOopMaIlii Bii HECAaHKIIIOHOBAHOTO PO3TOJIONICHHST a00 Moaudikarii;
MPUKIAAA BKIIOYAIOTh:

1) BUKOpHUCTaHHS 3aMKHEHUX KOHTEHHEPIB;

2) JOCTaBJISHHS PYYHUM CIIOCOOOM;

3) ymakoBKy, sika HaJa€ JOKa3W PO3MAaKyBaHHS (SKa MOKa3ye OyIb-iKy

cripoOy OTpUMaTH JAOCTYII);

4) y Haa3BUYAMHUX BUNAAKAX PO3MOJLT BIAMPaBICHHS HA OUIBII HIK OJHY

MOCTABKY Ta BIACWJIAHHS PI3HUMHU MapIIpyTaMH.

JlonaTtkoBa iHMGoOpMaIlis

I[ndopmarniss Moxxke OyTH BpazIMBOIO O HECAHKI[IOHOBAHOTO  JOCTYIY,
3JIOBXKMBaHHS a00 pyHHYBaHHS Mi Yac (PI3MUHOTO TPaHCIOPTYBAHHS, HAMPUKIAM, MPU

B1JICHJIaHH1 HOC1iB MOIITOI0 a00 Kyp’ €pOM.
10.8.4 EneKTpoHHMA 00MiH MOBiIOMJIEHHAMH

3axoau Oe3neKu

Indopmariss, sika MICTUTBCS B EJIEKTPOHHUX TOBIIOMJICHHSIX, TMOBHHHA OyTH

3aXulli€Ha HAJICKHHUM YUHOM.

HacTtaHoBa 111010 BOpOBaKCHHS

MipkyBaHHA O€3MeKH W00 EIEKTPOHHOI0 OOMIHY IMOBIIOMJICHHSIMHU TOBUHHI

BKJIFOYATHU:

a) 3axXUCT MOBIJOMIJIEHb BiJl HECAaHKIIIOHOBAHOIO AOCTYyMmy, Monudikamii ado
BIIMOBHU B 00CIIyTOBYBaHHI;

b) 3abe3nedeHHs KOPEKTHOTO aJpecyBaHHs Ta MepelaBaHHs MOB1IOMIICHHS;

C) 3arajibHy HaJIHHICTh Ta JOCTYIHICTh MOCIYTH;

d) mpaBoOBi BUMOTH, HAIIPUKJIIAJ, BAMOTHU JI0 €IEKTPOHHUX MiMHUCIB;

€) OTpUMaHHS TOrOJDKEHHS TMepe]] BHUKOPUCTAHHAM  3arajlbHOJIOCTYIHHUX
30BHIIIHIX TMOCHYT, TAKUX SK 3aCO0M ONEPaTUBHOTO IMEpecusIaHHs MOB1IOMIEHb a0o0

CIUIbHE BUKOPUCTAHHS (aliiB;
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f) Oinbm >KOpcTKI PpiBHI aBTeHTUGIKAlli, 5SKa KOHTPOIIOE JOCTYN 3
3arajbHOJIOCTYITHUX MEPEK.

JlonaTrkoBa iHMGoOpMaILis

EnextpoHHuid OOMIH TMOBIJOMJICHHSIMH, TaKMil SK €JIEKTPOHHA IIOIITA,
enektponHud o6min ganumu (Electronic Data Interchange - EDI) Ta 3acobwu
ONEpPAaTUBHOIO MEPECUIaHHs TMOBIIOMIIEHb, BIIIrPalOTh BcE OUIbII Ba)JIMBY pOJib B
0i13HeC-KOMYHIKalisX. ENeKTpoHHUN OOMIH TMOBIIOMJICHHSMHM MA€ IHIII PU3UKH, HIK

KOMYHIKallil, OCHOBaH1 Ha OOMiH1 MarnepamH.
10.8.5 Cucremu GizHec-iHpopMmanii

3axoau Oe3neKu

[loBuHH1I OyTH po3poOJeHi 1 BOPOBAKEHI MOJITHKA 1 MPOUEAYPH 3aAXHUCTY

iHopMmallii, TOB’A3aHOT 3 B3aEMO3B’ I3KOM cHCTeM Oi3Hec-1HpopMallii.

HacTtaHoBa 111010 BOpOBaKCHHS

MipkyBaHHs 00 OE3MEKHW Ta HACHIAKIB Uil OI3HECY B3a€EMO3B’SI3KIB TaKUX
3ac001B MOBMHHI BKJIIOYATH:

a) BIJOM1 Bpa3jIMBOCTI AJMIHICTPATUBHUX Ta OYyXTraJITepChKUX CHCTEM, [I€
iHpopMaIlis CHiILHO BUKOPUCTOBYETHCS PI3HUMH M1IPO3AUTAMH OpTraHi3allii;

b) BpaznuBicTh iH(OpMaIli B KOMYHIKaUIHHUX cHcTeMax Ol13Hecy, HalpuKiaj,
3anuc TeNeQOHHUX BUKIUKIB a00 CEJIEKTOPHMX Hapal, KOH(IICHIIMHICTh BUKIHUKIB,
30epiraHHs (paKCUMUTBHUX TOBIJOMJICHB, BIJKPUBAHHS IOIITOBOT KOPECIOHACHIIIT,
MOIIUPEHHS MOIITOBOT KOPECTIOHIEHIIIT;

C) MOJITUKY Ta HaJIEXKHI 3axoAu Oe3mekd JUisl YHOpaBiIiHHSA CHUIBHUM
BUKOPHUCTaHHSM 1HPOpMaIlii;

d) BuyuyeHHs KaTeropiiu KOH(D11eHI1ITHOT 613Hec-1Hdopmaii Ta
KJIacu(IKOBAaHUX JOKYMEHTIB, SIKIIO CHCTEMa HE HAJa€ HAJIEKHOTO PIBHS 3aXUCTY
(muB. 7.2);

€) oOMexeHHs JOoCTymy A0 iH(opMallii MOIeHHUKIB MEBHUX 0C10, HANIPUKIIA,
NEePCOHANY, SKUU NMpaltoe 3 KOH(D1IEHIIHHIMEU IPOEKTaMH;

f) kareropii mepcoHany, MiApPsAIHUKIB a00 Oi3HEC-MApTHEPIB, CAHKI[IOHOBAHUX
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Ha BUKOPUCTAHHS CUCTEMU Ta MICIb, 3BIIKK MOXKE OyTH JTIOCTYII JI0 HET;

g) HaJaHHsI JIOCTYNy 10 T[E€BHOro OOJagHaHHS TMEBHUM  KaTeropisiM
KOPHUCTYBAauiB;

h) igenTudikaiis craTycy KOpPHCTYBauiB, HalpuUKIIAJ, HallMaHOTO MEepCOHATY
opranizamii a0o MIAPSAHUKIB y MTOBIIIHUKAX IS HaJaHHS TiepeBar Haj I1HIIMMU
KOPHUCTYBadyaMu;

1)30epekeHHs] Ta pe3epBHE KOMiIOBaHHS 1HGOpMAIlii, IO MICTUTBCA B CUCTEMI
(muB. 10.5.1)

J)BUMOTH Ta 3aX0J¥ YCYHEHHSI HECIIPaBHOCTEH.

JlomoBHeHHsI
banku MaroTh 3a0e3neunT BUKOHAHHS BUMOT HOPMAaTHBHO-TIPABOBHX akTiB HarioHanpHOTO

0aHKy YKpaiHu CTOCOBHO CHCTEM aBTOMAaTH3allli 0aHKIBCHKOT MISUTBHOCTI.

JlonaTtkoBa iHMoOpMaIlis

OdicHi iHoOpMaIIiiiHI CUCTEMH - 1€ MOXIJIMBICTh IIBHJIKOTO TOIIMPEHHS Ta
CHUIBHOIO  BUKOpUCTaHHs Oi3Hec-iH(popmamii 13 BUKOPUCTaHHSIM  KOMOIHAIii:
JIOKYMEHTIB, KOMIT FOTE€piB, MOOUIBHUX OOUYHCIICHb, MOOUIPHUX KOMYHIKAIliM, TOIITH,
rojocOBOi  MOWITH, MOBHOI KOMYHIKalli B3arajii, MyJIbTiMeala, MOIITOBUX

nmociyr/3aco6iB Ta (hakCUMUIBHUX amaparis.

10.9 ITocayru ejieKTpOHHOI KOMepil

[inp: 3abe3nmeyuTd 3aXUCT MOCIYT EJICKTPOHHOI KoMeplii Ta ix Oe3neuHe
BUKOPHUCTAHHS.

[ToBuHHI OyTH PO3TISHYTI HACTIAKH 1100 O€3MEKU, OB’ sA3aH1 3 BUKOPUCTAHHIM
MOCJIYT €JEKTPOHHOT KOMEpIIii, BKJIIOYAIOUU IHTEePaKTUBHI TPAHCAKIIil, Ta BUMOTH 11010
3axoniB Oe3neku. Takok MNOBUHHI OyTH PO3IMJIAHYTI LUICHICT Ta JOCTYMHICThH
iHpopMallii, omyOJiKOBaHOT B €JIEKTPOHHOMY BHUIJISAI 4Yepe3 3aralbHOJOCTYITHI

CHUCTCMU.

IosicnenHsn
Le#t po3aun BUKOPUCTOBYEThCS B OaHKax YKpaiHM TUIBKM B YacTHHI MPOJaXy OaHKIBCHKUX

MPOJIYKTiB, B TOMY YHCII1 BIIJAJIEHOTO OOCIYTrOBYBaHHS PaXyHKIB KJIIEHTIB.
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10.9.1 Enexrponna komepuis

3axoau Oe3neKu

Indopmariis, 3amyyeHa B €JIEKTPOHHY KOMEPIIIO, $Ka NPOXOJUTH Yepe3
3arajbHOJIOCTYIHI MEpeki, MOBMHHA OyTH 3axuIlleHa BiJ MIAXpaiCbKOl ISIIBHOCTI,

KOHTPAKTHUX CYNEPEYOK 1 HECAHKI[IOHOBAHOTO PO3TOJIONIEHHS Ta MOIUDIKaLIii.

HacTtaHoBa 111010 BOpOBaKCHHS

Jlist  eneKTpOHHOT KoMepuii MIpKyBaHHS WIOAO0 O€3MeKH MOBUHHI BKJIIOYATH
HaBeJIEHE HUXKYE:

a) piBeHb KOH(IEHUIMHOCTI, HEOOXITHUN KOXKHIA CTOPOHI Yy KOXHIN I1HIIIN
3asiBJICHIM TOTOXKHOCTI, HAITPUKJIaJ, Yepe3 aBTeHTUDIKAIIIO;

b) mporiec npu3HadeHHs 0Ci0, K1 MAIOTh TPAaBO Ha BCTAHOBJICHHS I11H, BUJAHHS
a00 MiJIUCaHHsI OCHOBHUX TOPTOBUX JIOKYMEHTIB;

¢) 3a0e3neueHHs, 10 TOPTroBl MAPTHEPH MOBHICTIO 1H(HOPMOBAHI MO0 HAAAHUX
iM CaHKIIIH;

d) BU3HAYEHHSI BUMOT Ta BIAMOBIIHICTh iM 100 KOH(IACHIIIHHOCTI, IIIJTICHOCTI,
J0Ka3iB BIICWJIAHHA Ta OJEp>KaHHA OCHOBHMX JOKYMEHTIB, HECIPOCTOBHICTh
KOHTPAKTIB, HAIPUKJIAJ, OB’ I3aHUX 3 TEHAEPaMU Ta KOHTPAKTHUMU MPOLIECAMH;

€) piBeHb JOBIpU, 00OB’I3KOBUM IJIs IIUTICHOCTI O(PIIIHHO OTOJIOIMICHUX II1H;

f) xoH]igeHIIHHICTD Oyb-IKUX KOHPIAEHIIMHUX JaHuX a00 iHpopMmarlii;

g) KOH(IAEHIIHHICT, Ta IUIICHICTh BCIX 3aMOBJICHUX TPAHCAKIIM, TMIATIXKHOL
iHpopMmarlii, oaApoOHULb HI0JI0 aAPEC JOCTABKU Ta MIATBEPKEHHS O/I€pKaHb;

h) cTtynmias Bepudikamii, skuil BignoBigae iHGoOpMaIi MEpPEeBIPKU IIATEXKY,
HaJaHOI KII1€HTOM;

1)BUOIp HAMOUIBII MPUIATHOT PO3PAXyHKOBOT (POPMU IIJIATEXKY ISl 3aXHUCTY Bijl
1axpancTsa;

J)piBEHb 3aXUCTY, MOTPIOHUH AJIs MIATPUMAaHHS KOH(DIIEHIIMHOCTI Ta IUTICHOCTI
iH(pOopMaIIii 111010 3aMOBJICHB;

k) yHuKHeHHs BTpaTu abo nyOroBaHHs 1HGOpMAIll TpaHCAKIIIT;

1)3000B’s13aHH4, 1OB’s13aHi1 3 OY/b-5KOIO0 HEJIOCTOBIPHOIO 1HGOPMAIII€TO;

m) CTpaxoBl BUMOTH.
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barato 3 BuUKIIaJeHUX BHILE MIPKyBaHb MOXKHA ypaxyBaTH 3aCTOCOBYIOUYHU
kpunrorpadiuni 3axonu Oesneku (auB. 12.3), OGepyun 10 yBard BIANOBIAHICTH
nmpaBoBuM BuMoram (auB. 15.1, ocob6muBo 15.1.6 mromo kpunrorpadgigHoro
3aKOHOJIaBCTBA).

3axoaM MIOAO EJIEKTPOHHOT KOMEpIii MK TOPrOBUMHU IMapTHEpPaAMU MOBUHHI
MNIATPUMYBATHUCS 3aJI0KYMEHTOBAHOIO Yro/0I0, SIKY YKJIaJaloTh OOUBI CTOPOHH WLI0JI0
MOTO/KEHUX YMOB TOPTiBJl, BKIIOYAIOYM MOAPOOUIl IIOA0 MpU3HAUYEHHS (IuB. b)
BUIlle). MOXYTh 3HaIOOUTUCH THIIT YTOAM 3 MOCTaYaIbHUKAMU 1H(OOPMALITHUX MOCTYT
Ta MEpEX 3 J0JAHOIO BapTICTIO.

Binkputi TOproBi cMCTEMHU MOBMHHI OMYyOJiKyBaTH JUIsl KJIIEHTIB CBOi Oi3Hec-
YMOBH.

Tpeba po3ryIsIHYTH CTIMKICTH 0 aTak XocTa(iB), KW BUKOPUCTOBYIOTH IS
€JIEKTPOHHOT KOMEPIIT Ta BIUIMBU Ha Oe3neKy OyIb-SKMX MEpPEeKHHUX B3a€MO3B’S3KIB,

HEOOXITHUX JIJIs1 BIPOBAKEHHS MOCIYT €JIeKTPOHHOI KoMepiii (auB. 11.4.6).

JlomoBHeHHsI
bankun VYkpaiHm mNoBMHHI MOJA0aTH MPO 3aXUCT CBOro BeO-caiity (BeO-moprany) BiA

HECaHKI[1I0HOBaHO1 Mo (DiKallil Ta HECAaHKI[IOHOBAHOI'O JJOCTYITY JI0 MEpexi OaHKY.

JlonaTrkoBa iHMGoOpMaIlis

EnexTpoHHa KOMeplid € Bpa3IMBOIO 0 0araTb0X MEPEKEBUX 3arpo3, sIKi MOKYTh
MPU3BECTH JI0 MIAXPaWChKOI MISJIbHOCTI, KOHTPAKTHUX CYNEPEUOK 1 pO3roJIONIeHHS ab0
Moaudikaii iHpopmarii.

JlJisi 3MEHIIEHHS! PU3UKIB €JIEKTPOHHA KOMEPIS MOXKE CKOPHUCTATHCS METOJIOM
Oe3meyHoi aBTeHTH(IKAIll, HANPUKIAJ, BUKOPUCTOBYIOUM KpUOTOrpadio BIAKPUTHUX
KIIIOYIB Ta €JEKTPOHHMUX MiAnuciB (auB. Takox 12.3). Takox Tam, ae Taki MOCIYTd

NOTPiOH1, MO’KHA BUKOPUCTOBYBATH TPETIO JOBIPYY CTOPOHY.
10.9.2 InTepakTHBHI TPaHCaAKILil

3axoau Oe3neKu

[ndopmarris, 3anydyeHa B iIHTEpaKTUBHI TPAHCAKIIli, MTOBUHHA OyTH 3aXHUIIEHA JJIs

3armo0iraHHs HEMOBHIM mepeaadl, HENpaBWIbHIN MapuIpyTU3allii, HEeCaHKI[IOHOBAaHIN
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3MiHI TOBIJOMJICHHSI, HECAHKI[IOHOBAaHOMY PO3TOJIONICHHIO, HECAHKI[IOHOBAHOMY

nyOJF0OBAaHHIO TTOBIIOMJICHHS a00 HOTO MTOBTOPEHHIO.

HacTtaHoBa 111010 BOpOBaKCHHS

MipkyBaHHS 110A0 O€3MeKH JUIsl IHTEPaKTUBHUX TPAHCAKIIA MOBUHHI BKIIOYATH
HaBeJICHE HUXKYE:
a) 3aCTOCYBAHHS EJIEKTPOHHUX MIAMKUCIB KOXXHOK CTOPOHOIO, 3aJy4Y€HOIO B
TpaHCaKIiIo;
b) yci acnexkTu TpaHcakilii, To0To, 3a0€3MeUYeHHs TOT0, II0:
1) mocBimyeHHST  KOPUCTYBadiB  yciX CTOpIH €  JOIACHUMH  Ta
Bepu(IKOBAaHUMU;
2) TpaHCakKIlis 3aJUIIA€ThCs KOHD1ICHITIHHO0; Ta
3) 30epiraeThcsi NPUBATHICTh YCIX 3aJIy4€HUX CTOPIH;

C) KOMYHIKaIlIiH1 KaHAJIM MK yciMa 3aJlydeHUMH CTOPOHAMU 3aiupoBaHi;

IosicnenHsn
banku Ykpainu ans 3abe3nedeHHs KOH(IACHUIHHOCTI TpaHCaKIli MOXYTh BUKOPHUCTOBYBATH
K MHU(PpaTOpy KaHAJIBHOTO PIBHSA, TaK 1 K(PyBaTH TpaHCAKLIl HA PIBHI NPUKIIAJHUX [IpOTrpaM mepes

nepelaBaHHsAM TPaHCAKI[IM 10 KaHAIIB 3B SI3KY.

d) ybe3neueHHI TPOTOKOJH, SIKI BUKOPUCTOBYIOTHCS [JIi KOMYHIKAIId MIX
BCIMa 3aIy4Y€HUMHU CTOPOHAMU;

e) 3abesreueHHs, 110 30epiraHHs MoAPOOUIb TPAHCAKIIIT pO3MIIIEHE 1M03a Oy b-
AKOIO 3arajJbHOJOCTYIHOI0 1HQPACTPYKTYpOIO, HAINpPUKIAA, Ha 3amaM’ STOBYBaJIbHIN
wiatgopMi, sika icHye y BHyTpimHINA (Intranet) mepexxi opranizailii, Ta TpUBalIO HE
30epiraeTbcst 1 HE BiIOOpa)kaeTbCs Ha HOCIT AaHUX, O€3MOCEepeHBO JOCTYIMHOMY 3
InTepHery;

f) Tam, ne BUKOPHUCTOBYIOTH JIOBIpYY NMOBHOBa)XXHY OpTraHizauiio (HampHKiIam,
JUISL BAITYCKY 1 MIATPUMKH 1M poBoro nianucy i/ado nudposux ceprudikarip), Oe3nexa
NMOBUHHA OyTH KOMIUIEKCHOIO Ta BOYIOBAaHOIO B €IMHHUM 3 KIHLA-B-KIHEIb IMPOIEC

yIpaBIliHHS cepTUDIKATOM/TIIITUCOM.

JlonaTrkoBa iHMoOpMaIlis

HeoOxigHo, 1106 o0csAr mpuiHATUX 3aX0/1B O€3MEKH BIANOBIIAB PIBHIO PU3UKY,
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OB’ SI3aHOT0 3 KOKHOIO (DOPMOIO IHTEPAKTUBHOI TPaHCAKIII].

Tpancakiii MOXyTh MNOTpeOyBaTH BIANOBIAHOCTI 3aKOHaM, TWIpaBWJIaM Ta
HOPMAaTHUBaM IOPUCIUKIIIHN, B SKUX TPAHCAKI[ISl CTBOpEHA, 0OpOOIISAETHCS, 3aKIHUYETHCS
Ta/abo 30epiraeTbes.

Icnye 6araro ¢opM TpaHcakiliid, SIKi MOKYTh BUKOHYBAaTUCS B IHTEPAKTHUBHOMY

pEeXHUMI, HAPUKIIAJ, KOHTPAKTHI, ()1HAHCOBI TOILIO.
10.9.3 3aranbHogocTynHa iHgopmanin

3axoau Oe3neKn

[loBunHa 3abe3nedyBaTHCh IUIICHICTH 1HGoOpMalii, ska Oyae 3poOieHa
JTOCTYITHOI Yy 3arajJibHOJOCTYIIHIM CcUCTeMi, IJIs 3amoOiraHHs ii HECAaHKIIIOHOBaHIN

MouiKarii.

HacTtaHoBa 111010 BOpOBaKCHHS

[Iporpamue 3a0e3mneueHHs, naHi Ta iHImA iHGOpMaIlis, sSKa NOTpedye BUCOKOTO
PIBHS LIUTICHOCTI, SIKIIO BOHA POOUTHCS JOCTYITHOIO Yepe3 3arajibHOJIOCTYIIHY CUCTEMY,
NMOBMHHA OyTHM 3axMIleHa HaJSKHUMH MeEXaHI3MaMH, Hanpukiaa, IUudpoBUMU
nignucamu  (auB. 12.3). 3aranbHOJOCTYIHA CHUCTEMa IIOBMHHA TECTyBaTUCS Ha
HasBHICTh CJIAOKKMX MiCIlb Ta BIAMOB J0 TOro, sK iHQopmarliis Oyae 3poOseHa
JOCTYITHOIO.

[loBuneHn OyTu BUKOHAaHUN OQIUIKHO OPOPMIIEHUH MPOILEC 3aTBEPIKEHHS 10
Toro, siK iHpopMalis Oyae 3pobseHa qocTynHow. Kpim Toro, Bci BXifHI JaHi, HaJaHi
330BHI1 CUCTEMHU, TOBUHHI OyTH Bepu(IKOBaHI Ta MIATBEPIKEHI.

EnextponHi cucremu myOJIiKyBaHHS, OCOOJIMBO Ti, IO JO3BOJSIOTH 3BOPOTHIN
3B’SI30K 1 MpsiMe BBEACHHS 1H(OpMallii, TOBUHHI OyTH PETENBHO KOHTPOIHLOBAHUMHU,
m00:

a) 1HdopMaIlis OTpUMyBajlacs 3TiJIHO 3 3aKOHOJABCTBOM IOJO 3aXUCTY JaHUX
(muB. 15.1.4);

b) iHpopmaIris, 1m0 BXOAUTh 1 00poOIIIEThCS B CUCTEM1 ITyOJIIKyBaHHS, TOBUHHA
00pOOISATUCS MTOBHICTIO, TOYHO Ta CBOEYACHO;

c) koH(pigeHmiiHa i1HGOpMalllsl TOBMHHA 3axuIIaTUCA M Yac 30upaHHA,
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00poOeHHs Ta 30epiranHs;
d) moctyn no0 cuctemMu TyONIKyBaHHS HE TOBHHEH JO3BOJISATH BHUIIAJKOBOTO

AOCTYITYy 1O MCPCIK, 10 AKUX CUCTCMaA HiI[KHIO‘IeHa.

JlonaTrkoBa iHMGoOpMaIlis

[ndopmariis y 3araqbHOAOCTYNHIA CHUCTEMI, Hampukiaj, iHbopmaiis Ha BeO-
cepBepl, JOCTynmHOMYy uepe3 [HTepHeT, Moke moTpeOyBaTH BIAMOBIIHOCTI 3aKOHAM,
MpaBWJIaM Ta HOpMaTUBaM IOPUCIUKIIIHM, B IKUX CHCTEMa PO3MillleHa, /e BIIOYBA€ThCS
TopriBiss abo Jne Memkae(roTh) BiacHuk(u). HecankiiioHoBaHa Moaudikaiis

omyOJiKoBaHO1 1H(OpMaIIii MOXKe 3alKOIUTH peIyTallii opraHizaiii- myoiikaropa.

10.10 MoHniTopuHr

[inp: BUsiBUTH HECAaHKIIIOHOBaHY AISUIBHICTH 3 00po0eHHs iHdopMaIrii.

Tpeba 3m1iCHIOBAaTH MOHITOPUHT CHUCTEM 1 peecTpyBaTH Mojii iHQopMaliiHOi
oe3neku. [ns 3a06e3neuenns igeHTUdikaiii npodiaem iHpoOpMaIliitHOT cUCTeMH MOBUHHI
BUKOPHUCTOBYBATHUCS KYpPHAIH PEECTpallii onepaTopa 1 peecTpallis HeCIPaBHOCTEH.

Opranizalliss TOBUHHA 33JJ0BOJIBHATH BC1 ICHYIOY1 BaXKJIMB1 MPAaBOB1 BUMOTHU J0O ii
JISTTLHOCTI 3 MOHITOPUHTY Ta PEECTparlii.

MOHITOPDUHT  CHCTEMH TOBUHEH  BHKOPHCTOBYBAaTHUCA  [JUJII  NEPEBIPKHU

......

MOJIITUKH JTOCTYITY.

10.10.1 XKypnaa ayaury

3axoau Oe3neKu

KypHan ayauty, B SKOMY 3alUCYEThCS IISJIBHICTh KOPUCTYBayiB, BUHSATKH Ta
nozii iHpopMailiitHoi 0e3neKy, MOBUHEH BECTHCS 1 30epiraTucs NpoTATOM MOT0JKEHOTO
nepiofly s CHpUSHHS B MaillOyTHIX pO3CHiAYyBaHHSAX 1 MOHITOPUHTY KOHTPOJIIO
JOCTYILY.

HacTtaHoBa 111010 BOpOBaKCHHS

XKypHanu aynuty NOBHUHHI BKJIIOYATH, 3a OTPEOU:

a) ID (inenTudikaTop) KOpUCTYBaua;
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b) natu, yac Ta moapoOuUIll OCHOBHUX MOJI1i, HAMPUKIAJ, BXOAY B CUCTEMY Ta
BUXOJY 3 HEi;

c) igeHTudikaiito TepMiHaia abo HOro po3MilIeHHs, 38 MOXKJIUBOCTI,;

d) 3anucu ycHimHUX Ta BIAXWIEHUX CIPOO AOCTYIY IO CUCTEMH;

€) 3alliCH YCHIIIHUX Ta BIAXWIEHHUX CHpoO JOCTyNmy 10 AaHUX Ta IHILIOTO
pecypey;

f) 3MiHu KoH(iryparlii cucTemu;

g) BUKOPHUCTAHHS OBHOBAXCHb;

h) BUKOpUCTaHHSI CUCTEMHUX YTUJIT Ta NPUKIAJTHUX TIPOTrpaM;

1)(aiinu, ki Oynu JOCTYITHUMU, Ta BUJ IOCTYILY;

J)MEpEKEB1 apecu Ta MPOTOKOJIH;

K) TpUBOXHI1 CUTHAJIM CUCTEMH KOHTPOJIIO JOCTYIY;

l)akTUBaIlIO Ta JACAKTUBAIII0 CHUCTEM 3aXHCTY, TAKUX SK aHTUBIPYCHI CHUCTEMU

Ta CUCTCMHU BUABJIICHHS BTOPIHCHH.

JlomoBHeHHSsI
banku MaroTh 3a0e3meunuTH 3aXUCT KypHAIIB ayAUTy Bl HECAHKI[IOHOBAHOI Moaudikarii

BIJIMTOBITHO IO HOPMATUBHO-TIPABOBUX akTiB HarionaneHoTro OaHKy YKpaiHu.

JlonaTrkoBa iHMGoOpMaIlis

XKypHanu ayauty MOXYTb MICTUTH IHTPY3UBHI (IIMUTYHCHKI) Ta KOH(PIACHIINHHI
NepcoHabH1 JaHl. Tpebda BKUTH HAJICKHI 3aX0AM 3aXUCTy MPUBATHOCTI (quB. 15.1.4).
3a MOXJIMBOCTi, CUCTEMH1 aJMIHICTPATOPU HE MOBMHHI MaTH MOBHOBA)XCHHS CTUPATH

a00 JIeaKTUBYBATH KypHAJIM peecTpallii BiIacHoi nisuibHOCTI (auB. 10.1.3).
10.10.2 MoOHITOPUHT BUKOPHUCTAHHSA CUCTEMH

3axoau Oe3neKu

[loBunH1 OyTH pO3pOoO0JEeHI MpOLEAYPH MOHITOPUHTY BHUKOPUCTaHHS 3ac00iB
00poOneHHs 1HpopMallii Ta pe3yabTaTd MOHITOPUHTY MiSUIBHOCTI TTOBHUHHI PEryJsipHO

MNeperirAaaTucCH.

HacTtaHoBa 111010 BOpOBaKCHHS

PiBeHb MOHITOpPUHTY, MOTPIOHMI N1 OKPEMHUX 3ac001B, MOBUHEH BH3HAYATHUCS
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OIiHKOI pu3uky. Opranizaiiss TMOBUHHA BIAMOBIAAaTH BCIM BAXKIWBUM IPABOBUM
BUMOraM, 3aCTOCOBHUM [0 ii IiSIbHOCTI 3 MoOHITOpuHTY. Cdepu, ki MOBUHHI OyTH
PO3IJISIHYTI, BKIIOYAIOTh:
a) CaHKI[IOHOBAHUM JTOCTYII, BKJIFOYAIOUH TaK1 MOIPOOHIII:
1) ID xopuctyBaua;
2) naTd Ta 9ac OCHOBHMX IOI1i;
3) Tunum nomii;
4) Qaitnu, gaxi Oy TOCTYTHUMU;
5) BHUKOpHCTaHI1 MPOrpamu/yTHIIITH;
b) yci npuBuIeiioBaH1 onepartii, TaKi sK:
1) BUKOpHUCTaHHS TpUBLICHOBAaHUX OOJIKOBUX 3alKCiB, HaNpPUKIA],
CyInepBi3opa, KOPEHEBOr0 KaTajory, aAMiHICTpaTopa;
2) 3amyckK Ta 3yNUHEHHS! CUCTEMU;
3) mix’enHaHHS/B1A €IHAHHS IPUCTPOIB BBOY/BUBO/LY;
C) cnpoOu HECaHKL1IOHOBAHOTO JOCTYMY, TakKi sK:
1) HeBnana abo BiAXWICHA MISUIBHICTh KOPUCTYBAYa,
2) HeBnmana abo BIAXWICHA ISUIBHICTh, IO 3ajdydya€ JaHHI Ta IHII
pecypen,
3) mopyIlieHHs MOJITUKU JOCTYIY Ta CTIOBIIICHHS JJI1 MEPEKEBUX IUTIO31B
Ta MDKMEPEKEBUX EKPAHIB;
4) momnepe KEeHHS BiJl BIACHUX CUCTEM BUSIBJICHHSI BTOPTHEHHS;
d) cucremHi monepeKeHHS a00 BIIMOBH, TaKI SIK:
1) nonepemxeHHs: a00 MOBIIOMIICHHS 3 MYJIbTA;
2) 0coOauB1 CUTYyaIlll CHCTEMHOTO )XypHAIYy;
3) curHaJii TPUBOTH YIIPABJIIHHS MEPEXKEIO;
4) curHaau TPUBOTH CUCTEMHU KOHTPOIIO JOCTYIY;
€) 3MiHU a00 cripoOU 3MIHUTH YCTAaHOBKHU Ta 3aX0]Id 0€3MEKH CUCTEMHU.
Yacrora neperisiny pe3yJbTaTiB JIJIBHOCTI 3 MOHITOPUHIY TOBHHHA 3aJI€KaTu
BiJI 3aTyuyeHuX pu3ukKiB. DakTopu pusuKy, siki Tpeda pO3TIISIHYTH, BKIIOUYAIOTh:

a) KPUTHUYHICTh MPUKIAHUX TIPOLECIB;
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b) HIHHICTb, KOH(IACHIIIMHICTH Ta KPUTUUHICTH 3aTy4eHO1 1HhOopMAaIii;

C) MUHYJHWA JIOCBifi TPOHUKHEHHS B CHCTEMYy Ta 3JIOB)XMBAaHHS, YacTOTa
BUKOPHCTAHHS BPa3INBOCTEH;

d) cTyniHb B3a€MO3B’S3aHOCTI CUCTEM (OCOOJIMBO 3arajibHOJIOCTYITHUX MEPEK);

€) JeaKTHBaIlil0 3aC00IB peecTpaliii.

JlonaTrkoBa iHMGOpMaILis

BukopucranHs mpoueayp MOHITOPUHTY HEOOXIgHE sl 3a0e3MeyYeHHsl TOro, 110
KOPHUCTYBaul BUKOHYIOTh JIUIIE Ty TISIIbHICTD, fiKa OyJia YITKO CAaHKI[IOHOBAHA.

[lepernsiy KypHalny peecTpaiii HpU3BOAUTH A0 PO3YMIHHSA 3arpo3, Ha sKi
HapaXkaeTbCs CUCTEMA, 1 criocoly, B IKUH BOHM MOXYTb BUHUKHYTH. [Ipukiaau noxii,
K1l MOXYTh BUMaraTH MOJAJIBIIOTO PO3CIINYBaHHS y pa3l HIMIEHTIB 1H(OpMAaIiiHOT

Oe3mneku, HaBeaeHl B 13.1.1.
10.10.3 3axuct indopmauii :xypHaJiB peecTpamii

3axoau Oe3neKu

3acobu peecTpyBaHHS 1 1H(oOpMAaIllsl peecTparlii MOBUHHI OYTH 3aXHUIIEH1 BiJ

danbcudikallii Ta HECaHKIIOHOBAHOTO JAOCTYITY.

HacTtaHoBa 111010 BOpOBaKCHHS

[inmro 3axo/iB Oe3Meku MOBUHEH OYTH 3aXMCT BiJ] HECAHKI[IOHOBAaHMX 3MIH Ta
npoOJieM eKCILTyaTarlii 3a JOMoOMOT 010 3aC001B peECTpYBaHHS, BKIIOYAIOUH:

a) 3MIHM THUIIIB 3a[TUCYBAaHUX MOB1IOMJICHB;

b) penaryBaHHs Ta BUaieHHs GaililiB peecTparii;

C) NEPEeBUILECHHS MICTKOCTI Mam’aTi HoOclis (hailjiiB >KypHaIiB peecTpallli, sKe
MPU3BOAUTH O BIZIMOBH LI0JI0 3alIMCYBaHHs MOJIiKA ab0 10 mepe3anucyBaHHS MUHYJIUX
3alMCaHuX IOI1H.

Mosxxe mnoTpeOyBaTUCs apXiBYBaHHsS [EIKUX >KYpHAJIB ayAuTy, SKIIO L€ €
YACTUHOIO TIOJITHKU TPUBAJIOr0 30€peKEeHHS 3amuciB abo BUMoramu 30UpaHHS W

TpUBAJIOro 30epiraHHs JoKa3iB (IuB. Takox 13.2.3).

JlonaTrkoBa iHMGoOpMaIlis

CucrteMHHMIi )KypHaJI 4acTO MICTUTh BEJIMKUN 00cCsT 1HOpMaIlii, OUIBIIICTD SKOT
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HE CTOCYEThCSI MOHITOPUHTY Oe3neku. 1106 1omoMortv BUIIIUTH BaXKTUB1 IS LIUICH
MOHITOPUHTY Oe3neKu mojii Tpeba po3MIISTHYTH aBTOMAaTUYHE KOMIIOBAHHS HAJIEKHHUX
THUIIIB MOBIJOMJIEHb Yy JIPYTUi >KypHall peecTpalii Ta/ab0 BUKOPUCTAHHS BIIMOBIIHUX
CUCTEMHUX YTHJIT YU IHCTPYMEHTIB ayAuTy AJi1 BUKOHAHHS ONUTYBaHHS (Qailny Ta
BJIOCKOHAJICHHSI.

CucteMHi XypHaJIU NOTPEOYIOTh 3aXUCTY, OCKUIbKH, SIKIIO AaHI MOXYTb OyTH
MoaudikoBaHl a00 JaHI B HHUX 3HUIIEHI, iX ICHYBaHHS MOK€ CTBOPUTH MOMHIKOBE

PO3yMiHHSI O€3IEKH.
10.10.4 Kypnauau peectpauii agMiHicCTPaTOpa Ta oneparopa

3axoau Oe3neKu

JIISUTBHICT CUCTEMHOTO aJIMIHICTpaTopa Ta CHUCTEMHOTO olepaTopa MOBHUHHA

pEECTPYBATHUCH.

HacTtaHoBa 111010 BOpOBaKCHHS

XKypuanu peectpallii MOBUHHI MICTUTHU:
a) Jac, KoM BimOynacs moaist (yCmixX 4d BiIMOBA);
b) iHpopmarito 1moao moaii (Hampukiam, oOpoOisieHi ¢aitnu) abo BIAMOBH
(HampuKIa, TOMWIKY, IO cTajacs, 1 BXXHUTI KOPUTyBaJIbHI 1ii);
C) KU 0OJIIKOBUM 3aIKC Ta AKOTO aMIHICTpaTOpa YU OrepaTopa 3aIy4eHo;
d) sxi mporecu O0ys10 3a7Ty4eHoO.
XKypHanu peecTpaiii CUCTEMHOTO aJMIHICTpaTopa Ta oOIepaTopa IOBUHHI

neperasgaTuCs Ha PerysspHid OCHOBI.

JlonaTrkoBa iHMGoOpMaILis

Cuctema BUSIBICHHsS BTOPTHEHHS, SIKOIO YIPABISIOTH 032 MEXKaMH KOHTPOJIIO
CHUCTEMHOI0 aJIMIHICTpaTOpa Ta aAMIHICTpAaTOpa MEPEXKi, MOKE BUKOPUCTOBYBATUCS JIJIs
MOHITOPHUHTY IISUIBHOCTI CUCTEMHOTO aMiHICTpaTOpa Ta aAMIHICTpAaTOpa MEPEXKI 100

1X BIAIOBIJHOCTI.
10.10.5 PeecTpanisi HecipaBHOCTEH

3axoau Oe3neKu

HecnpaBHocTi Tpeba peecTpyBaTu, aHaII3yBaTH Ta BXKUBATH HAJICKH1 .
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HacTtaHoBa 111010 BOpOBaKCHHS

HecnpaBHOCTi, TIpO SIKi MOBITOMUJIM KOPUCTYBadl abo MporpamMu CHUCTEMH, SKi
noB’si3aHl 3 00poOneHHsM i1HpopMalii ad0 KOMYHIKAIIHHUMU CHCTEMaMH, TMOBHHHI
Oytu 3apeectpoBaHi. [loBuHHI OyTH BHU3HAYEH1 YiTKI MpaBUjia MOBOKEHHS 31 3BITaMU
10JI0 HECTIPABHOCTEN BKIIIOYAIOYH:

a) Meperisi JKypHaIB peecTpalii HeclpaBHOCTEH aiisg 3abe3nedyeHHs, 110
po0IeMH 3 HECTIPAaBHOCTSIMU 33JJ0BLILHO PO3B’A3aHO;

b) meperisg KOpUTyBalbHMX 3aXOMAiB JJIA 3a0€3MEeUeHHs] TOro, IO 3aXOaH
0€3MeKr He CKOMITPOMETOBAHO 1 BXKUTA JIis € MOBHICTIO CAHKIIIOHOBAHOIO.

Tpeba 3a06e3neuntn, mo0 Oyna 3aaisiHa PeeCTparlisi MOMUIIOK, SIKIO I (PYHKIIISA

CUCTCMU NOCTYIIHA.

JlonaTtkoBa iHMoOpMaIlis

PeecTpaiiisi moMMIOK Ta HECNpPAaBHOCTEH MOXKe BIUIMHYTH Ha MPOJYKTUBHICTb
cuctemu. Lls peecTpaliisi MOBUHHA BUKOHYBATHCS KOMIIETEHTHUM IEPCOHAIIOM 1 piBEHb
peecTpalii, TOTpiIOHUNA ISl OKPEMHUX CHUCTEM, MOBUHEH BU3HAYATHUCS OLIIHKOIO PU3UKY,

Oepydu 10 yBaru NMOTripIIeHHs MOKA3HUKIB MPOAYKTUBHOCTI.
10.10.6 CunxpoHizaunis roIMHHUKIB

3axoau Oe3neKu

['onmMHHUKK BCiX BaXJIMBUX CHUCTEM 00poOseHHs iH(opwmarllii B opranizaiii abo
JOMeH1 Oe3MeKu MOBUMHHI OYTH CHHXPOHI30BaHI 3 JIKEPEIOM Yacy MOroJKEHO1

TOYHOCTI.

HacTtaHoBa 111010 BOpOBaKCHHS

ko koMm'oTep abo MPHUCTPId 3B’S3Ky Ma€ MOXIIMBICTH MpalIOBaTH 3
TOJMHHUKOM iCTUHHOTO 4acy, Ieil TOAMHHHWK TOBHHEH OyTH BCTAHOBJIICHHUHN 3TiTHO 3
MOTO/XKEHUM CTaHAAapTOM, HaNpHKiIaa, 3aranbHuil ckoopauHoBanuii yac (Coordinated
Universal TIME - UTC) a6o micueBuii crannaptauii yac. OCKUIBKHM BIOMO, IO JIESIKi
TOIMHHHUKHN 3 9acOM MalOTh BiIXWJICHHs, MOBHHHA OYTH Ipoleaypa, sKa NepeBipse i
KOpUrye Oyab-siKe 3HaUHE BIIXUIICHHS.

Jlis 3a0e3neueHHss TOTO, IO MO3HAauKa 4acy BiIOOpakye CHpaBXHIO JaTy/dac,
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BOXJIMBOIO € KOpPEeKTHa iHTeprpeTalis ¢opmaTry naru/ygacy. Tpeba B3sITH A0 yBaru

MICIIEB1 OCOOJIMBOCTI (HAIPUKJIIA, TIepeXia Ha JITHIN Yac).

JlomoBHeHHsI
baHku MaroTh 3MIMCHUTH CUHXPOHI3aLIl0 Yacy 3 MOTO/HKEHUM CTaHIApTOM AJis 3a0e3neyeHHs
KOPEKTHOI poOOTH y cHuCTeMax pealbHOr0 4Yacy Ta 3a0e3leueHHs Ha/laHHS TOCIYTr €JIEKTPOHHOrO

1u(poBOro MANKUCY LEHTpaMu cepTu(ikailii Kiro4iB OaHKIB.

JlonaTrkoBa iHdGOpMAaILis

[IpaBusibHA yCTaHOBKA KOMIT FOTEPHOTO TOJWHHHMKA BaXKJIWBa JJIsl 3a0€3MeUYeHHs
TOYHOCTI KYpHaIiB ayAUTy, HEOOXITHUX JJIsl pO3CIIAyBaHHs a00 K J0Ka3 B MIPaBOBUX
a00 AUCHUIUIIHAPHUX BHUNAJAKaX. HeTOUH1 XKypHalu ayIUTIB MOXYTh 3aBaKaTH TaKUM
pPO3CIiayBaHHSIM 1 MiAIpBaTH JOBIpY N0 TaKOro jokazy. [ OJWHHMK, 3B’S3aHUA 3
ITUPOKOMOBHUM PO3CHJIAHHSAM pPajio-dacy BiJ HAI[IOHAIHLHOTO aTOMHOT'O T'OJIMHHUKA,
MOX€ BUKOPHUCTOBYBATHUCH SK €TAJIOHHUM TOJMHHHUK JJII CUCTEM peecTparlii. YacoBuii
MEpEKEBHI MPOTOKOJI MOXKE€ BUKOPHUCTOBYBATHCS [IJII YTPUMYBaHHS BCiX CEpBEpIB Y

PEXUMI CUHXPOHI3al1i1 13 €TaJIOHHUM T'OJIMHHUKOM.
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11 KontpoJas goctymy

11.1 BizHec BUMOIH 10 KOHTPOJIIO JOCTYIy

inb: KonTponroBatu 1octyn a0 iHGopmarii.

Hoctyn no iHdopmarii, 3aco0iB o0pobOsieHHs iHpopmarllli Ta Oi3HEC-TPOIIECiB
MOBUHEH KOHTPOJIOBATHCS Ha OCHOBI BUMOT Oi3HecCy 1 0€3MeKH.

[IpaBuia KOHTPONIO JOCTYNy TIOBHHHI OpaTH [0 YyBard TMOJITHKY MIOZIO

nomupeHHs iH(opmalii Ta CaHKIIIOHYBaHHS.

11.1.1 IHosiTHKA KOHTPOJIIO JOCTYILY

3axoau Oe3neKn

[ToniThka KOHTPOIIO AOCTYMY MOBHHHA OYTH po3po0sieHa, 3aJJOKyMEHTOBaHA Ta

MeperisiIaTUCs Ha OCHOB1 BUMOT Oi3HECy Ta O€3IEeKH 11010 JOCTYY.

HacTtaHoBa 111010 BOpOBaKCHHS

[IpaBuna KOHTPOJIIO JOCTYIy Ta IIpaBa KOXKHOIO KOPHCTyBaua 4YM TpyIu
KOPHUCTYBauiB IMOBUHHI OYTH YITKO BCTAHOBJIEHI B MOJITUI KOHTPOIIO JOCTYILY.
KoHTponi focTyny € sk JOriYHUMU, Tak 1 pi3uyHUMEU (AUB. TaKoX po3Aur 9), 1 ix Tpeba
po3rsigatd pasoMm. KopuctyBayam Ta mocravajgbHUKaM TOCIYr TpeOa HajgaTH 4YiTKe
MOJIOKEHHS 111010 O13HEC-BUMOT, SIK1 TOBUHHI1 33JJ0BOJILHATH KOHTPOJI1 JOCTYITY.

[ToniTuka noBMHHA OpaTH 0 yBaru HaBeJACHE HUXKYE:

a) BUMOTHU 0€3MeKH OKpEeMUX MPUKIATHUX IporpaMm Oi3HecCy;

b) inenTudikaito Bciei iHPopMaIllii CTOCOBHO MPUKIAJIHUX Mporpam Oi3HeCy Ta
PU3UKIB, Ha SIKI Hapa)xaeThcs 1HdopMaIlis;

C) MOJITUKY HIOA0 MOWIMpPeHHs iHdopMallii Ta CaHKUIOHYBaHHS, HAINPUKIa,
noTpeOy 3HATH MPUHIMIINA Ta PiBHI Oe3neKH 1 kinacudikaiiro iHGopMmarii (aus. 7.2);

d) HecynepewIMBICTh KOHTPOJIO JIOCTYyMy Ta TMOJITHKA  Kiacugikaiii
1HopMaIlii pI3HUX CUCTEM Ta MEPEXK;

€) BIJMOBIJHE 3aKOHOJABCTBO M Oy/ab-siIKI KOHTPAKTHI 3000B’s13aHHSI CTOCOBHO
3aXUCTY JIOCTYIY A0 JAaHUX 4u mocayr (auB. 15.1);

f) cranpaptHi npod i JOCTYNy KOpPUCTyBaya JjIsl 3BUYAHUX TTOCAJOBUX POJIeh
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B OpraHizaiiii;

g) YIpaBJiHHSA MpaBaMU JOCTYIy B PO3MNOJUICHIA 1 00’€dHAHI B MeEpexy
1HPPaACTPYKTYpi, siKa PO3MI3HAE YC1 TUIH JOCTYIMHUX MIKIIOUEHb;

h) BimoKkpemyIeHHS pPOJell KOHTPOJIO JIOCTYNy, HANpUKIAJ, 3aluT JOCTYILY,
CaHKII1IOHYBaHHS JOCTYIY , aIMIHICTPYBaHHS JOCTYIY;

1)BUMOTM 110J10 OQIiUiiHOrO OQOpPMIIEHHS CaHKIIM Ha 3aMuTh JOCTYNy
(muB. 11.2.1);

J)BUMOTH IIOJI0 MIEPIOIUYHOTO MEPErIsiay KOHTPOJIB goctymy; (auB. 11.2.4);

k) Bunmanenns mpas goctymy (auB. 8.3.3).

JlonaTrkoBa iHMGoOpMaIlis

[Ipu Bu3HAaYEHH1 MPaBUI KOHTPOIIO AOCTYNYy Tpeba MpUILIUTH yBary:

a) PO3pPI3HEHHIO TMPaBWI, J0 BUKOHAHHSA SKUX NPUMYHIYIOTh 3aBXIH, 1
HACTaHOB, sIK1 € HEOOOB’ I3KOBUMU 200 3aJI€KaTh BiJl YMOB;

b) BCTaHOBJIEHHIO TpaBUJ, OCHOBAaHUX Ha mepeaymMoBi ,Bce Biaraii
3a00pOHEHO, JIOKM SIBHO HE JI03BOJIEHO, a HE Ha ciabkimomy mpaBuil ,,Bce B3arami
J03BOJICHO, JIOKH SIBHO HE 3a00POHEHO”;

¢) 3MiH1 iHpopMaIIHHUX MMO3HAYOK (AUB. 7.2), K1 CTBOPIOIOTHCS aBTOMAaTUYHO
3acobamu 00pobsieHHs iHdopMalii, i THX, Kl CTBOPIOIOTHCS HA PO3CY/Jl KOPUCTYBaua;

d) 3MiHI JT03BOJIIB [JIJIi KOPHUCTYBauiB, SIKI CTBOPIOIOTHCS ABTOMATHYHO
1H(hOpMAIIIITHOIO CUCTEMOIO, 1 THX, 1110 CTBOPIOIOTHCS aJAMIHICTPATOPOM;

€) IpaBwiiaM, SKI MOTPeOyIOTh CIEUIaIbHOIO 3aTBEP/KEHHS /0 BBEACHHS B
110, W THUX, 10 HOTO HE TOTPEOYIOTh.

[IpaBuna KOHTPOJIIO AOCTYIY MOBUHHI MIATPUMYBAaTHCS OQiLiiHO opopMIeHUMHU
poLeaypaMH Ta YITKO BU3HAYEHUMHU BIANOBIAAIBHOCTAMHU (IMB., Hanmpukmana, 6.1.3,

11.3, 10.4.1, 11.6).

11.2 YnpasiaiHHS 10CTYIIOM KOPHCTYBa4a

[ine: 3a0e3nedynTd CaAHKIIIOHOBAHMM JOCTYI KOpHCTyBaua 1 3amo0irtu
HECAHKIIIOHOBAHOMY JIOCTYITY A0 1HPOPMALIMHUX CUCTEM.

[loBunHi OyTH HassBHUMH O(]IiifHO oQOpMIIEHI TPOLEAYPH KOHTPOIIIO
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MpU3HAYEHHS IPaB AOCTYNY 0 IHPOPMaLIHUX CUCTEM Ta MOCIIYT.

[Ipouenypu NOBHHHI OXOIUTIOBATH BCl €TalMd S>KUTTEBOTO IHUKIY JOCTYILY
KOpHUCTYBaua BiJ MEPBUHHOI peecTpalii HOBUX KOPUCTYBAadiB A0 KIHIEBOTO 3HSTTS 3
peecTpalii KOpHUCTYyBauiB, SIKMM Oulbllle HE MOTpiOHMM AocTyn 10 iH(OpMAIIHHUX
CHUCTEM Ta IMOCHyr. 3a moTpedu, 0ocoOJMBY yBary Tpeba MNpUIUIUTH HEOOXITHOCTI
KOHTPOJIIO NpPU3HAYEHHS TNPUBUICHOBAHMX TIpaB  JOCTYIY, SKI  JIO3BOJISIOTH

KOPHUCTYBauaM CKacOBYBATH 3aX0Ju O€3MEKN CUCTEMH.

11.2.1 PeecTpanisi kKopucTyBaua

3axoau Oe3neKn

JIns HajaHHA Ta BIAMIHM JOCTYIY 10 BCIX 1H(QOpMaliHHUX CUCTEM 1 MOCIYT
MOBUHHI OyTH HasBHUMHU O(iliiHO odopMIIeHI TpOLEaypH peecTpaiii Ta 3HITTS 3

peecTpariii.

HacTtaHoBa 111010 BOpOBaKCHHS

[Ipouenypa KOHTPOJIO MAOCTYNYy JJIA peecTpalii Ta 3HATTS 3 peecTparii
KOpHUCTYBaya MOBUHHA BKIIOYATH:

a) BUKOPUCTaHHS YHIKanbHUX ineHTudikaTopiB (IDs), ski maroTh 3MoOry
KOpPUCTYyBauaM ITIIKJIIOYATUCS 1 HECTH BIAMOBINAIBHICTH 3a CBOI JIii; BUKOPHCTAHHS
rpynoBux iaeHTudikatopiB (IDs) moBuHHE OyTH 3aTBEPIKEHUM 1 33J0KyMEHTOBAHUM
Ta TMOBUHHO JIO3BOJISITUCSA TUIBKM TaM, /i€ 116 HEOOXITHO 3 NPUYMH, OOYMOBIIEHHX
013HecoM a00 (DYHKIIOHYBaHHSIM;

b) mepeBipKy, 110 BJIACHUKOM CHCTEMH KOpPUCTyBada CaHKI[IOHOBAaHO Ha
BUKOPHUCTaHHS 1HPOPMALIHHOI CUCTEMHU YU MOCIYTH; MOXE OYTHU MPUITYCTUMHUM OKpeMe
3aTBEP/KEHHS KEPIBHUIITBOM MPaB JIOCTYILY;

C) MepeBipKy, IO PIBEHb HAAAHOTO JOCTYMY BIAMOBIZAE Oi3HEC-IUISIM
(muB. 11.1) 1 He cymepeuuTh MOJITUIIl OE3MEKW OpraHizailii, HampuKiIad, BIH HE
KOMIIPOMETY€E po3noiil 000B’s3kiB (auB. 10.1.3);

d) HamaHHS KOpHUCTyBayaM MUCbMOBOTIO MOJIOKEHHS IIOJI0 IX MpaB AOCTYIY;

€) BUMOTY MIiJMUCAaHHA KOPHUCTYBauyaMU TOJOKEHHS, SIKe BU3HAYa€, 110 BOHU

po3ymM 110Th YMOBH OOCTYILY,
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f) 3a0e3meueHHs, 10 TNOCTaYalbHUKM TMOCAYT HE HaJIalOTh JOCTYyH MO
3aBepIlIEHHs MPOLIEelyp aBTOPHU3allii;

g) miaTpuMKa odiiiitHo 0OpMIIEHOTO 3aluCy 1100 BCIX 0Ci0, 3apeecTpOBaHUX
JUIsL KOPUCTYBaHHS MOCIIYTO10;

h) neraitne BupaneHHs a0o OJIOKYBaHHsS IMpaB JOCTYIy KOPUCTYBauyiB, sIKi
3MIHWJIX POJI1 YU MOCcaau ad0 3aIMILININ OpraHi3alilo;

1)IepioIMYHy MepeBipKy, BUAICHHS a00 OJIOKYBaHHS 3alBUX 1I€HTH(IKATOPIB
(IDs) xopuctyBaya Ta 0011KOBUX 3anuciB (quB. 11.2.4);

j)3abe3nedenHs, mo 3aiBi ineHTUdikatopu (IDs) kopucTyBaua He HaAAIOTHCS

HIIIMM KOPUCTYyBayaMm.

JlonaTtkoBa iHMGoOpMaIlis

Tpeba po3rasiHyTH BCTAHOBJICHHSI pOJIEH KOpUCTYBaya 1040 JOCTYIy, OCHOBAaHUX
Ha Oi3HEC-BUMOTaxX, sIKI MIACYMOBYIOTh UYWCJEHHI MpaBa JOCTYIYy B TUIOBI Mpodiii
JocTyny kopuctyBauiB. Ha piBHI Takux posiel 3amuTamMu JOCTyny M meperisgamu
(nuB. 11.2.4) nerue ynpapisiTd, HIX Ha pPiBHI OKPEMHX IPaB.

Tpeba po3riisiHyTH PO3MIIIEHHS] B KOHTPaKTax MepcoHally i JOroBOpax po3iLTiB,
SIK1 BU3HAYAIOTh CaHKIIII 110JI0 CIIPOO0 HECAHKI[IOHOBAHOTO JIOCTYNY 3 OOKY MepCOoHay

a00 areHTiB mocayr (IuB. Takox 6.1.5, 8.1.3 ta 8.2.3).
11.2.2 YnpaB/liHHS IOBHOBAKEHHAMU

3axoau Oe3neKu

HpI/ISHa‘IeHHSI Ta BUKOPUCTAHHA ITOBHOBAXCHbL ITOBHHHO 6YTI/I OOMEKEHNM Ta

KOHTPOJIbOBAHUM.

HacTtaHoBa 111010 BOpOBaKCHHS

[Ipy3HayeHHsT TNOBHOBa)XX€Hb B  0araTOKOPHUCTYBAllbKUX  CUCTEMax,  fKI
noTpeOyIOTh 3aXMCTY BiJl HECAHKI[IOHOBAHOI'O JOCTYMY, MOBUHHE KOHTPOJIOBATHUCS 3a
odimiiHo odopMIEHMM NPOLECOM CaHKI[IOHYBaHHsS. Tpeba po3risiHyTH HaBeaeH1
HUKYE KPOKHU:

a) TIOBUHHI OYTHU 11IeHTU(})IKOBaH1 TOBHOBAXKEHHS JIOCTYITY, MOB’53aH1 3 KOKHUM

MNpOAYKTOM CHUCTCMH, HAIIPUKIIAD, OHCpaHiﬁHOIO CUCTCMOKO, CHCTCMOIO yr[paBJIiHHSI
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0a3010 JaHUX Ta KOKHOIO MPHUKJIAJAHOIO MPOrpamoro, 1 KOPUCTyBaui, IJsl SKUX BOHH
MOBUHHI1 OyTH NMPU3HAYEHI;

b) OCHOBOIO MJii TMPU3HAYEHHS TOBHOBAXKEHb KOPUCTyBayaM MOBUHHI OyTH
HEOOXIIHICTh BUKOPUCTAHHS (MOTpeOye-BUKOPUCTAHHS) 1 MOl (BiI-1TOA1i-10-110111)
3TiTHO 3 TMOJITUKOI KOHTpoJto noctyny (auB. 11.1.1), TOOTO TOBHOBa)XKEHHS
MPU3HAYAIOTHCS Ha PIBHI MIHIMAJIbHUX BUMOT, IKMX MOTpeOye iX (PyHKI[IOHAIBHA POJIb,
Ta JIMIIE 3a TOTPeoH;

C) TOBHHHI MIATPUMYBATHCS TMPOLIEC CAHKLIOHYBaHHS Ta PpEECTpallis BCiX
MpU3HAYEHUX NMOBHOBakeHb. [IOBHOBa)KEHHSI HE MOBMHHI HAJaBaTUCS J0O 3aBEpPUICHHS
MPOIIECY CAaHKI[IOHYBaHHS;

d) Tpeba crpusATH PO3BUTKY Ta BUKOPUCTAHHIO CUCTEMHHUX HIANpPOrpam, mod
YHUKHYTH HEOOX1THOCTI HaJaHHSI KOPUCTyBayaM MMOBHOBAXKEHb;

€) Tpeba CHpHsITH PO3BUTKY Ta BUKOPHCTAHHIO Mporpam, siki He MOTpeOyIoTh
MOBHOBAXXEHbB JJIS 3aIyCKY;

f) moBHOBaxkeHHST ~ TOBMHHI  Tpu3Hadyatucsa  imeHTtudikaropam  (IDs)

KOPHUCTYBaua, sIK1 BIAPI3HAIOTHCS BiJ THX, [0 BUKOPUCTOBYIOTH Yy Oi3HECI 3a3BUYAl.

JlonaTrkoBa iHMGoOpMaIlis

HeBinnoBigHe BUKOPUCTaHHS TOBHOBAXKEHb a/IMIHICTPYBaHHS cUcTeMU (Oyab-sKa
BJIACTUBICTh a00 3aci0 1HGOpMaIiitHOI CHCTEeMH, $KI JO03BOJISIIOTH KOPUCTYBaudeBl
CKacyBaTH CUCTEMHI YM MPUKIIAHI 3aX0/I1 O€3MeKn) MOke OyTH TOJIOBHUM YMHHUKOM

BIIMOB 200 MOPYILIEHb CUCTEM.
11.2.3 YnpaBJ/iiHHA IapoJieM KOPUCTyBaya

3axoau Oe3neKu

[Ipu3HayeHHs1 MapoJiiB MOBUHHE KOHTPOJIIOBATHCS 3a JOMOMOTOI0 OQiliiHO

0o OopMIIEHOTO MPOLIECY YIPABIIHHS.

HacTtaHoBa 111010 BOpOBaKCHHS

[Iporneaypa moBUHHA MICTUTH HaBEJIEH1 HH)KUYE BUMOTH:
a) Bl KOpUCTyBadiB Tpeba BHUMaraTd IIANUCAHHS TIOJOXKEHHS 010

KOH(1eHiifHOro 30epiraHHss OCOOMCTHX MapoJiiB 1 30epiraHHs TIPYMOBUX MapOJIiB
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BUKIIIOYHO CE€peJl WICHIB TPYyNH; 1€ MiANUCAHE TOJOXKEHHS MOXHa PO3MICTUTH Y
TEepMIiHAX Ta yMOBax Haiimy (auB. 8.1.3);

b) AKIIO BiJA KOPHUCTYBAaulB BHMArarmTh MIATPUMKUA iX BJIACHUX NapoidiB, iM
Tpeba crmoyaTtky Hajaatu Oe3neyHud TuMyacoBuil maposb (muB. 11.3.1), saxuit ix
MPUMYIIYIOTh HEraitHO 3aMIHUTH;

C) BCTAHOBJICHHS TMpoleayp Bepudikaiii ocoOM KOpHCTyBadya J0 HaJaHHS
HOBOT'0, 3aMIHEHOT0 a00 TUMYaCOBOT'O MapOJs;

d) TMM4YacoBi mapoJii NOBUHHI Ha/JaBaTHCS KOpUCTyBayaM y Oe3neyHuil crnocio;
Tpeba YHUKATH 3aJy4eHHS TPETiX CTOpiH a00 BUKOPUCTAHHS HE3aXUIEHUX (BIAKPUTHM
TEKCT) MOBIJOMIJIEHb €JIEKTPOHHOI MOIITH;

€) TUMYAacOB1 MapoJii NOBUHHI OyTH YHIKaTbHUMU JJIs1 OCOOU 1 HE TIOBUHHI OyTH
TaKUMH, MPO SIK1 MOXKHA 3/10TaJaTUCS;

f) xopucTyBaui MOBMHHI MIATBEPAUTH OTPUMAHHS MAPOJIS;

g) mapoii He TMOBHMHHI HIKOJMM 30epiratucsi B KOMIT' IOTEpHIM cucTemi y
HE3aXUIICHOMY BUIJISII;

h) BUKOpUCTOBYBaHI 3a 3aMOBYaHHSM Mapojl MOCTayajJbHUKA TOBUHHI OYyTH

3MiHEH1 MiCJIsl IHCTANALIT CUCTEM a00 POrpaMHOTo 3a0€e3MeUeHHS.

JlonaTrkoBa iHdGoOpMaIlis

[laponi € 3BuuaiiHuMu 3aco0amMu Bepu@ikaiii ocodu KopucTyBaya 10 HaJaHHS
goctyny Ao iHMopmamiiHoi cucTteMu abo MOCIYTH 3TiTHO 3 HaJaHOI KOPHUCTYBaudy
cankuiero. I[Hmii Mertomu imeHtudikamii Ta aBTeHTU(IiKalii KOpUCTyBada, Taki SK
OloMeTpis, Hampukial, Bepudikamis BIIOMTKY Majibls, Bepudikaimis MIAOUCY Ta
BUKOPUCTaHHSI anapaTHUX TOKEHIB, HANPHUKIAJ, CMapT-KapTOK, MOKJIMBE 1 MOBUHHE

pPo3riiAaTucCA 3a HOTpC6I/I.

JlomoBHeHHsI

bankam pekoMeHAyeTbCs JUIsl CHCTEM, sIKl 0OpoOistoTh iHpopMaLio 3 rpupoM “OaHKIBChKA
TaEMHUI” BUKOPHUCTOBYBATH aBTEHTH(IKAIII0 KOPUCTYBAuiB 3 BUKOPHUCTAHHSAM anapaTHUX TOKEHIB
abo cyBopoi aBTeHTH(IKalll 3 BUKOPUCTAHHSAM KpUNTOrpaiuHUX KIIOYIB, AK1 30epiraroTbCcsi Ha

amapaTHUX HOCIIX.
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11.2.4 Ileperasig npaB 10CTyIly KOPUCTyBa4a

3axoau Oe3neKu

KepiBHUIITBO MOBUHHE NEPETISAaTH MpaBa JOCTYIy KOPUCTYBaya y BCTaHOBIIEHI

TEPMIHU, BUKOPUCTOBYIOUH O(DIIIiiHO 0hOopMIIEHY MPOLEaYPY.

HacTtaHoBa 111010 BOpOBaKCHHS

[lepernsa mpaB 10CTYyIy NOBUHEH OpaTu 0 yBard HaBEJEHI HUKYE HACTAHOBU:

a) mpaBa JIOCTYNy KOpHUCTyBaya TMOBMHHI MEpPEryIsiAaTUCS Yepe3 CYBOPO
JOTPUMYBaH1 IHTEPBAJIM Yacy, HANPHUKIAI, 3 MEpioJoM 6 MICAIIB, 1 MICIA OyIb-sIKHX
3MiH, TaKUX SIK MIJBULIEHHS a00 3HWKEHHS MO CciyX01 abo NpUNUHEHHS HaliMy
(nuB. 11.2.1);

b) mpaBa gocTyny KOpUCTyBada MOBUHHI MEPEISIATUCA Ta Tepenpru3HavYaTUCs
MIpHU TIEpEXO0/I1 3 OJIHIET MOCa M Ha 1HITY B MeXaX Ti€l )k opraHizarlii;

C) CaHKLIid Ha TNEeBHI NpuBULIeHoBaH1 mpaBa noctymy (auB. 11.2.2) moBuUHHA
NepersaTUCs Yepe3 YacTilll IHTEpBaIM, HAPUKIIA] 3 IepioIoM 3 MiCSIIl;

d) npu3HavYeHHs TMOBHOBa)X€Hb IOBUHHE IMEPEBIPATUCS Yepe3  CYBOPO
JOTPUMYBaAHI 1HTEpBaIM 4Yacy Mjig 3a0e3NedeHHs TOro, 1mod He Oylno OTpUMaHo
HECaHKIIIOHOBaH1 MPUBLJIET;

€) 3MIHM J0 NPUBUICHOBAHUX OOJIKOBUX 3aMHUCIB MOBUHHI PEECTPYBATUCS IS

MEePIOANYHOTO TIEPETIISATY.

JlonaTrkoBa iHMGoOpMaIlis

HeoOxigHo peryinspHo neperisaaTi npasa J0oCTyly KOpUCTyBaya Uil HIATPUMKHU

e(EeKTUBHOTO KOHTPOJIIO JOCTYIY 10 JaHUX Ta 1HPOPMALIIHUX MTOCIYT.

11.3 BianoBigaJabHOCTI KOpUCTYBa4ya

[inb: 3amo0irTd HeCaHKI[IOHOBAHOMY JIOCTYIy KOPUCTYBada 1 KoMIpomeTailii abo
BUKpaJIEHHIO 1H(opMallii Ta 3aco0iB 00pobIieHHs 1H(popMaIlii.

Jns  epexkTuBHOI O€3MEKHM CYTTEBOIO € CHIBIpals KOPUCTYBadiB, SKHUX
CaHKIII0HOBAHO.

KopuctyBaui noBuHH1 OyTH MOiHPOPMOBaHI OO0 CBOIX BIAMOBIIAIbHOCTEHN 115

NIATPUMKY  €(QEKTUBHUX KOHTPOIIB JOCTYNYy, OCOOJHMBO THX, IO CTOCYIOThCS
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BUKOPHUCTAHHS MapoJiiB Ta 6e3nexku o0JaHaHHs KOpUCTyBayva.
JUisl 3HIDKEHHSI pU3UKY HECAaHKIIOHOBAHOTO JOCTYIY ab0 YIIKO/KEHHS Tamepis,
HOCIiB Ta 3aco0iB 00po0JieHHs 1H(opMalii Tpeba BIPOBAIUTH MOJIITUKY YUCTOTO CTOJIA

Ta YUCTOI'O CKpaHa.

11.3.1 Bukopucranas napoJis

3axoau Oe3neKu

Tpeba BuMaratu BiJ KOPUCTYBayiB JIOJ€pXaHHS BU3HAHUX IMPAKTUK O€3MEKH Y

BUOOpI Ta BUKOPUCTAHHI MMAapOJIIB.

HacTtaHoBa 111010 BOpOBaKCHHS

VYcix kopucTyBauiB TpeOa MmonepeuTy moa0:

a) 30epexeHHs KOH(D1ICHIIHHOCTI MapOoiB;

b) yHuUKHEHHs 30epiraHHsl 3amMcy NapojiiB (Hampukiaa, Ha mamnepi, y ¢aimi
nporpaMHoro 3a0e3neueHHs abo y MOPTaTUBHOMY MPUCTPOI) AOTH, JTOKA BOHH HE
OynyTh 30epiratrcs 6e3reuHo 1 crnocio 30epexeHHs He Oy/ie 3aTBEPIKCHU;

C) 3MIHM TIApOJIIB KOXKHOTO pa3y, KOJIM € sKach O3HaKa MOXKJIUBOL
KOMITPOMETAIIil CUCTEMU 200 MapoJis;

d) BuOOpY SIKICHUX NapoiB 3 OOIPYHTOBAHO MIHIMAJIbHOIO JOBKHUHOIO, SKI:

1) nerki aJsist 3amam’ ITOBYBaHHS;

2) He 0a3ylThCsi Ha YOMYChb, MPO L0 OyAb-XTO IHIIUM MOXKE JIErKO
3norajaTucs abo OTpUMaTH, BUKOPHUCTOBYHOYM OCOOHUCTY 1H(OpMAIliLo,
HaIpUKIaa, IMeHa, TejaedOHHI HOMEpH, AaTH HAPOIKEHHS TOLIO;

3) He ypasnuBi IO CIOBHUKOBHUX aTak (TOOTO HE CKJIAAAOThCS 3 CIIB, IIO
MICTSITbCS B CIOBHUKAX);

4) He MalOTh MOCTIJOBHOCTI OJIHAKOBUX TUIBKM LU(PPOBUX ab0 TUIBKU
a0ETKOBUX CHMBOJIIB;

€) 3MIHU TapoJIiB Yepe3 CYBOpPO JAOTPUMYBaHI IHTEpBAIM Yacy ab0 Ha IMiJICTaBi
KUIBKOCTI JIOCTYIIB (Taposii Jyisi NpUBLICHOBAaHUX OOJIKOBUX 3allUCiB TMOBUHHI
3MIHIOBAaTUCh 4YacTille, HDK 3BUYaiiHI Mapojli) Ta YHUKHEHHS MOBTOPHOTO

BHKOPHUCTAHHA abo I_II/IKJIiLIHOI‘O BHKOPHUCTAHHA CTApUX HaPOJ'IiB;

117




COY HBYVY 65.1 CVIb 2.0:2010

f) 3MiHM THMYacOBUX MapOIIIB NPHU MEPIIiil peecTparllii;

g) He BKJIIOYEHHS MapoJliB y Oyab-sKi aBTOMAaTH30BaH1 MPOLECU peecTpallii,
HaIpUKIIaJl, 30epekeHi 3a JOMOMOTr0l0 Makpoca ad0 (yHKIIOHATBHOT KJIaBIIIIL;

h) cniibHO HE BUKOPUCTOBYBATHU 1HIUBIYaIbHI AP0l KOPUCTYBaya;

1)HE BUKOPUCTOBYBATH TOM caMUid apoib Jyist O13HeC 1 He Oi3HeC LUIEH.

SIkuo KopucTyBayaMm MOTPIOHUN JOCTYH A0 KOJEKTUBHHUX IOCIYT, CHUCTEM abo
miatpopM, 1 BHMAaraerbCs NIATPUMKA pI3HUX OKpPEeMHUX MapojiB, iM Tpeba
pEKOMEHyBaTH, 100 BOHM BUKOPUCTOBYBAJIM €IMHUN SIKICHUI mapoisb (AuB. d) BuILE)
IUISL BCIX MOCHYT, LIOAO SKUX KOPUCTYBay BIEBHEHUM, L0 ISl 30€pEKEHHS 1IHOTO
napojisi B KOXHIA MMOCHIy31l, cucTeMi 4d MmiaaTdopMi BCTAHOBJICHO HAJEXKHHUHN piBEeHb

3aXUCTY.

JlonaTtkoBa iHMoOpMaIlis

VYrpaBiiHHSI CUCTEMOIO CITYKOM JIOMTOMOTH, sIka Ma€ CIpaBy 13 3ary0iaeHuMu abo
3a0yTUMH TMMapOIsIMU, TTOTPeOye 0COOIMBOI 0OEPEKHOCTI, OCKIIBKH 1€ MOYE TaKOX

OyTH 3acO00M aTaku Ha CUCTEMY IMapOJIiB.
11.3.2 O6s1afHAHHA KOPUCTYBaYiB, 3ajIMIIeHe 0e3 HATJISLY

3axou Oe3neKu

KopucrtyBaui moBuHHI 3a0€3MeunTH, 110 3ajJHIIeHe Oe3 Harysay o0JiaJHaHHS,

HaJIC)KHUM YHMHOM 3aXHUIICHC.

HacTtaHoBa 111010 BOpOBaKCHHS

VYci kopuctyBaul MNOBUHHI OyTHM moOiH(OpPMOBaHI MIOJO0 BUMOI O€3MeKu Ta
MPOIICAYP 3aXUCTY 3IMIICHOr0o 0€3 HarjIsay oOiajHaHHSA Ta iX BIAMOBITAIBHOCTI 3a
BIIPOBAPKEHHS TaKOT0 3axXUcTy. KopucTyBauaM Tpeba peKOMEH1yBaTH:

a) MPUIIMHATH AaKTUBHI CEAaHCH II0 3aKiHYCHHI, JOKM BOHU HE OYyIyTh
yOe3reueHHl BIAMOBIIHUM OJIOKYBaJbHUM MEXaHI3MOM, HaINpUKIAl, EKpaHHOIO
3aCTaBKOIO, 3aXHUIIEHOIO MapoJIeM;

b) 3aBepmiath  poOOTY TOJOBHOTO KOMIT'IOTEpA, CepBepiB Ta O]icHUX
MePCOHAIBLHUX KOMIT IOTEPIB IO 3aKiHYEHHI ceaHCy (TOOTO HE JUIIe BUMKHYTU €KpaH

[1K abGo TepMminan);
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C) MEepCOoHalIbHI KOMIT IOTepU ab0 TepMIiHAJIM, KOJU iX HE BHUKOPUCTOBYIOTD,
y0Oe3nedyBaTu BiJi HECAHKI[IOHOBAHOTO BHKOPUCTAHHS OJIOKYBaHHSIM KiaBiaTypu a0bo

€KBIBaJICHTHUM 3aX040M 663HCKI/I, HallpuKJag, IIapOJIbHUM OOCTYIIOM (I[I/IB. TaKOXK

11.3.3).

JlonaTrkoBa iHMGOpMaILis

OO6nanHaHHs, BCTAHOBJIEHE B 30HaX KOPHUCTYBauiB, HAMPUKIAJA, poOOUYl CTaHIi
abo  (ailyioBi  cepBepu, MOXe€ MOTpeOyBaTH  CHEIIAJbHOTO  3aXUCTy  BIJ
HECAHKIIIOHOBAHOTO JIOCTYIY, SIKIIO BOHO 3ajlUIIA€ThbCcsl O€3 Harjisay Ha JIOCUTh

TPUBAJIUH Yac.
11.3.3 ITosriTHKA YHCTOTO CTOJIA TA YUCTOI0 €KPaHa

3axoau Oe3neKu

[ToBrHHI OyTH yXBaJICH1 MOJITHKA YKCTOTO CTOJIA 010 MamnepiB 1 3MIHHUX HOCIiB

nam’sITi Ta MOJITHKA YMUCTOTO €KpaHy 110710 3ac001B 00pobIieHHs iH(opmalii

HacTtaHoBa 111010 BOpOBaKCHHS

[lonmiTuka YHMCTOrO CTOJIa Ta YHMCTOIO €KpaHa IOBMHHAa OpaTu 10 YyBaru
kinacudikaiio iHbopmalii (quB. 7.2), MpaBoBi Ta KOHTpPaKTHI BUMOTH (nuB. 15.1) Ta
BIJIMOBIJHI PU3HMKK 1 KYJIBTYpHI acnekTu oprasizauii. Tpeba po3risHyTH HaBeaeH1
HUKY€ HACTAaHOBHU:

a) Hocii KoH(1neHiiHOI a00 KpUTHUYHOI 1HOpMaIlii, HaIpUKIad, namnepu ado
3MIHH1 HOCIi TaM’sIT1, TOBUHHI OyTH 3aMKHEHI (Kpalle, sIKiio B ceidi, madi ado HIIMX
BUJIaX 3aXMIIEHUX MeOJIB), KO BOHU HE MOTPIOHI, 0COOJIUBO KOIU 0(iC 3aTUIIAETHCS
MyCTUM;

b) 3anumatn 0e3 HarIAay KOMIT'IOTEpU W TepMiHAIM HEOOXIIHO MiCIs
3aBEpIICHHS CeaHCy a00 3aXUCTy €KpaHy 1 KJaBiaTypu MEXaHi3MOM OJIOKYBaHHSI, SIKUM
KOHTPOJIFOETHCS TapoJieM, TOKEHOM a0o0 TMOJIOHUM MeXaHI3MOM aBTeHTUdIKaIlii
KOPHUCTYBaua; KOJU KOMII'IOTEpH W TEpMIHAIM HE BUKOPUCTOBYIOTHCS, BOHM MOBHHHI
OyTH 3axuIleHi 0JIOKYBaHHSM KJIaBiaTypH, MapoyisiMy a00 1HITMMU 3aX0/laMH O€3IeKH;

C) TOYKHM OTPUMAHHS Ta BIANPaBICHHS IMOMITH Ta 3aJuIleHI 03 Harsiay

(akcUMUIbHI anapaTy MOBMHHI OyTH 3aXMILEHI;
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d) Tpeba 3amobiraTi HECaHKI[IOHOBAHOMY BUKOPHUCTaHHIO (DOTOKOMIIOBAIBHOI
Ta 1HIIO1 PO3MHOXKYBAJIBHOI TEXHIKU (HAIPUKJIAA, CKaHEPIB, HUPPOBUX KaMep);
€) JOKYMEHTH, II0 MICTATh KOH(]imeHiiiiHy abo kiacudikoBaHy iHdopmaliio,

IMOBHUHHI BUAAIATUCA 3 HpI/IHTepiB HEramHo.

JlonaTrkoBa iHMGOpMaILis

[ToiTHKa YUCTOTO CTOJIA/YUCTOTO €KpaHa 3HUKYE PU3UKHW HECAHKI[IOHOBAHOTO
JOCTYIy, BTpaTh abo0 VIIKO/KEHHS 1H(oOpMaIi MPOTATOM Ta MICIAS 3BUYAHHOIO
pobouoro yacy. Ceiidu Ta 1HIII BUIU 3aC001B 0€3MEYHOr0 30€piraHHs MOXYTh TaKOXK
3axuiaTy iHGopmaIlito, 1o B HUX 30epiraeThcs, BiJl TAKUX JIUX, K MOXKEXKa, 3eMJIETPYC,
MOBiHb 200 BHOYX.

PexomMeHyeThCS PO3TISHYTH BUKOPUCTAHHS MPUHTEPIB 3 (DYHKIIEIO MIH-KOMY,
TOJA1 JIMIIE IHINIATOPH APYKY 3MOXYTh OTPUMATH BIIJAPYKOBaHI MaTepiaiu 1 JMIle

nepeOyBalouu Mopyy 3 NPUHTEPOM.

11.4 KoHTpOaB 1OCTYILY 10 Mepexi

[inb: 3amo6irTy HECaHKIIIOHOBAHOMY JOCTYITY JI0 TIOCIIYT MEPEeXKi.
JlocTyn sIK 10 BHYTPILIHIX, TaK 1 [0 30BHIIIHIX MOCIYI MEpEeXi MOBUHEH OyTH
KOHTPOJHOBAaHUM.
Jloctyn kopucTyBaya J0 MeEpexkl Ta MEpeKeBUX TOCHyr HE MOBUHEH
KOMIIPOMETYBATH O€3MeKy MEPEKEBUX MOCIIYT, 3a0€3MEeUNBIIIN:
a) HasBHICTb BIANOBIAHUX I1HTEPPEHCIB MDK MEpeXer oprasizaiii Ta
MepeKamu, SIKUMH BOJIOJIIIOTH 1HIII OpraHizaili, 1 3aralbHOJOCTYITHUMH MEpPEeKaMu;
b) 3acTocyBaHHsl BIANOBIIHMX MEXaHI3MIB aBTEHTH(QIKAIll KOPUCTYBaudiB Ta
00713/ THAHHS;

C) NPUMYCOBUN KOHTPOJb AOCTYIy KOpPUCTyBaya 10 1HGOpMAaI[IHHUX MTOCITYT.

11.4.1 IHoniTHKAa BUKOPUCTAHHSA MOCJIYT Mepexi

3axoau Oe3neKu

KOpI/ICTYBa‘{aM ITOBUHCH HAJAaBaATUCA OOCTYII TUIBKH A0 IIOCJIYI', Ha BUKOPUCTAHHA

SAKHMX BOHU MarOThb CaHKI_IiIO.
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HacTtaHoBa 111010 BOpOBaKCHHS

[ToBuaHa OyTH CcHOpPMYyNIbOBaHA TOJITHKAa CTOCOBHO BHUKOPHUCTAHHS MEPEX 1
nociyr Mepexi. Ll momiTika moBUHHA OXOTLTIOBATH:

a) Mepexl Ta MOCIYTd MEePEexi, 10 AKUX JT03BOJICHO JOCTYII,

b) mponeaypu caHKIIOHYBaHHS IS BU3HAUCHHS, KOMY JI03BOJICHO JOCTYII 1 10
SAKHX MEPEK Ta MEPEKEBUX MOCIYT;

C) 3axoaM Oe3MeKku Ta TPOIENypH YHIPaBIiHHSA s 3aXHCTy IOCTYIYy [0
MEPEKEBUX MIIKIIOYEHB Ta MOCIYT MEPEXKi;

d) 3acobm, siKi BUKOPUCTOBYIOTHCA ISl JOCTYIY IO MEPEX Ta MOCIYr Mepexi
(HampuKiIaa, YMOBH J03BONY JOCTYIY MO TeIePOHHUX JIHISX A0 mociayr I[HTepHeT-
npoBaiepa ado BITAJICHOT CUCTEMHU ).

[ToniTika KOPUCTYBaHHS TOCITyraMd MEpeKi He TIOBHHHA CYMEPEUUTH MOJITHINI

KOHTpOJTIO O13Hec-noctymy (auB. 11.1).

JlonaTrkoBa iHMoOpMaIlis

HecankilioHoBaH1 Ta HE3aXWIIEH! MIAKIIOUYEHHS [0 MOCIYr MEpeXi MOXKYTh
3aIIKOAUTH BCiM opraHizamii. Taki 3axoau Oe3neku € OCOOJHUBO BAXKJIMBUMH IS
MEpEeXKEBUX MIAKIIOUEHb 10 KOH(IACHIIMHUX a00 KPUTUYHHUX TMPUKIATHUX MpOrpam
013Hecy a00 70 KOPUCTYBayiB, PO3TAIIOBAHUX y MICISIX BUCOKOTO PU3UKY, HAIIPUKJIIA[
3arajbHOJIOCTYITHUX YW 30BHIIIHIX 30HAX, [0 3HAXOJATHCS 1032 MEXaMHU YIPABIIHHS

Ta 3aX0[iB O€3IeKN opraHizalii.
11.4.2 ABreHTH(diKaniss KOPUCTYBAYA Yy 30BHIIIHIX MiAKIIOYECHHAX

3axoau Oe3neKu

I[JISI KOHTPOJITO JOCTYILY BiI[I[aJ'IeHI/IX KOpI/ICTYBaLIiB IMOBUHHI BHUKOPHUCTOBYBATUCA

BIJINTOB1JIHI METOIM aBTEHTHU(IKAITI.

HacTtaHoBa 111010 BOpOBaKCHHS

Binnaneni kopuctyBauli MOXYTb OyTH aBTEHTH(IKOBaHI 3 BUKOPUCTaHHSM,
HaIpUKJIaa, METO/1IB, OCHOBaHUX Ha KpunTorpadii, anapaTHUX TOKeHaX ab0 MPOTOKOI1
BUKJIUK/BIINOBIb. MOXK/IMBE BIPOBA/KEHHS TaKUX METOJIB MOKHA 3HAWTU y PI3HUX

pIICHHX JJI NpUBaTHUX BipTyanbHUX Mepex (VPN). Jlns 3a6e3neueHHs: BOEBHEHOCTI
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y JKEpell MIKII0UeHHS MOXYTh TaAKOK BUKOPUCTOBYBATUCS BUJILIEHI TPUBATHI JiHI.

[Ipouenypu 1 KOHTPOJI 3BOPOTHOTO BHUKIHUKY, HANpPUKIAA, BUKOPUCTAHHS
MO/IEMIB 3BOPOTHOTO BUKJIUKY, MOXKYTh 3a0€3MEYNTH 3aXUCT Bl HECAHKI[IOHOBAHUX Ta
HeOakaHUX MIAKIIOYEHb 70 3aco0iB 00poOseHHs iH@opMmauii opranizamii. Lleit Bujg
KOHTPOJIIO aBTEHTU(]IKy€ KOPHUCTYBauiB, sKI HaMararoThbCs BCTAaHOBUTH BlJJlaJiCHE
MNIAKITIOYEHHS 710 Mepexi opranizamii. [Ipm BHKOpHUCTaHHI Takoro KOHTPOIIO.
oprasizailiss H€ TOBHHHA BUKOPUCTOBYBATH TOCIYTM MeEpEXi, SKI BKIIOYAIOThH
nepeajpecyBaHHsl BHUKINKY, a00, SKIIO BUKOPUCTOBYE, BOHU (IIOCIYT'H) TOBHUHHI
YHEMOJKJIMBJIIOBATH BUKOPUCTAHHS TAaKUX BJIACTUBOCTEH, 100 YHUKHYTH CIA0KHUX
MICllb, TIOB’SI3aHMX 3 TMepeajgpecyBaHHSIM BUKIMKY. [Ipoliec 3BOpPOTHOTO BHUKIUKY
NOBUHEH 3a0e3meunTH, MO0 31 CTOPOHM oOpraHizamii BigOyBanocs (pakTuyHE
po3’enHanHs. [Hakiie BigJaJeHW KOPUCTYBad MOXKE TPHUMATH JIHIIO BIAKPUTOIO
CUMYJIIOI0YM, 10 Bepu(ikalis 3BOPOTHOTO BUKIUKY BinOynocs. Ilponeaypu Tta
KOHTPOJII 3BOPOTHOTO BHUKJIUKY TIOBMHHI PETENIbHO TECTYBAaTUCA CTOCOBHO TaKoOi
MO>KJIMBOCTI.

ABteHTu(IKaIlisT  By3JIa  MOXE  CIYr'yBaTH  aJIbTEPHATUBHUM  3acO00M
aBTeHTU(IKali Tpyn BIAJAJEHUX KOPUCTYBAyiB, SKIIO BOHU MIJKIIOUEHI 0
0e3MeyHoro,  CHUIBHO  BUKOPUCTOBYBAHOTO  KOMIT IOTEpHOTO  3acoly.  [ns
aBTeHTU(IKali By3Ja MOXYTh BHKOPUCTOBYBATHCS KpuUnTOrpadiuHi MeToaw,
HaIpUKIIaJ, OCHOBaHI Ha cepTudikaTi komm torepa. Lle € yacTUHOI AESKUX PIIIeHb,
ocHOBaHUX Ha VPN.

JlonatkoBi 3acobu aBTeHTHU(IKAIlli MOBUHHI OyTH BIPOBAIKEH1 JJII KOHTPOIIO
JOCTYIy y 0€3pOTOBUX Mepexkax. 30KpeMa, 0CO0IMBOT 00EpeKHOCTI OTpedye BUOIp
3axo/1B O€3MeKku NI OEe3qPOTOBUX MEPEX depe3 OUIbI MOXKIUBOCTI HEBHSIBICHOTO

MEPEXOIUICHHS Ta BKIIOYEHHS Y MepekeBUil Tpadik.

JlonaTrkoBa iHMGoOpMaIlis

30BHINIHI MIIKIIOYEHHS HAJAlOTh MOTEHIIHHY MOMJIMBICTh HECAHKI[IOHOBAHOTO
nocTymy 10 6i3Hec-iHpopmarlii, HaMpUuKIaa, T0CTYIy METOJIaMH 3BOPOTHOTO BHUKJIHKY.
€ pi3HI BuAU METOAIB aBTeHTU(IKAIII, MesKI 3 HUX HAJalTh OUIBII BUCOKHM pPIBEHBb

3aXUCTy HDK 1HIII, HAlIPUKJIAJ, METOJIM, OCHOBAH1 HAa BUKOPUCTaHHI KpUnTorpadiyHux
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METO/IIB, MOXYTh 3a0€3MeUYUTH HaJiiHy aBTEHTH(IKAIlil0. 3 OI[IHKU PU3UKY Ba>KIMBO
BU3HAYUTH MOTPIOHMI piBEeHb 3axucTy. Lle HeoOXiTHO AJisl HAJIEKHOIO BUOOPY METONY
aBTeHTH KA.

3aco0M aBTOMATUYHOrO MIAKIIOYEHHS [0 BIJAJIEHOr0 KOMII'IOTEpPa MOXKYTh
CTBOpPUTH MOKJIUBICTh HECAHKI[IOHOBAHOTO OTPUMAHHA JIOCTYMY JO0 TMPHUKIATHUX
nporpam Oi3Hecy. Lle 0coOMMBO BaXIIMBO, SKILIO MIKIIOYEHHS BUKOPUCTOBYE MEPEKY,

yIpaBiliHHS 0€3MEeKO0I0 SKOI He KOHTPOJIOETHCS OPraHi3all€lo.
11.4.3 InenTudikaunis 001aJHAHHA B MepeKax

3axoau Oe3neKn

ABTOMaTHuHa ineHTU(]iKaIsl oO0JagHAHHA TIOBUHHA pPO3MISAATHCS SK 3acid

aBTeHTU(]IKAIIT TAKIIOUYEHb 3 TIEBHOT'O MICIISl Ta IEBHOT'O 00JIaIHAHHSL.

HacTtaHoBa 111010 BOpOBaKCHHS

InenTudikamis obGnagHaHHS MOXXE€ BUKOPUCTOBYBATHCH, SIKIO Ba)KJIUBO, 1100
MIAKIIOYEHHS MOIJIO 1HILIIOBATHCS 3 MEBHOTO Miclist abo o6sagHanua. [nenTudikatop y
obOnagHaHHl a00 3aKpiMJIeHUH 3a HUM MOJKE 3aCTOCOBYBATHUCS ISl TMO3HAYEHHS, YU
JI03BOJICHO MIAKJIIOYATH 1€ OOJIafHAaHHs 10 Mepexi. SIKio icHye Ouiblle HIX OJHa
Mepexa 1, O0COO0JIMBO, SAKIIO 11 MEpeXi MaroTh pI3HY KOH(PIASHIIHHICTb, TaKl
1IGHTU(IKATOPH MOBUHHI YITKO IMO3HAYaTH, JI0 SKOI MEpPEeXkl JO3BOJCHO MiAKIIOYATH
oOnagHaHHs. Jlig miaTpuMku Oe3neku ieHTHdikaTopa oOJagHAHHS MOXe OyTH

HEOOX1THO PO3MISIHYTH (HI3UYHUN 3aXUCT 00JIaTHAHHS.

JlonaTrkoBa iHMGoOpMaILis

L1 3axonu 6e3meKku MOXYTh OyTH JOMOBHEHI 1HIIMMHU METOAaMHU aBTEHTU(IKAII]
KopuctyBaua oOnangHaHHs (auB. 11.4.2). logatkoBo 10 aBTeHTU(]IKAII KOpHUCTyBayda

MOX€E 3aCTOCOBYBATHCS 1IeHTU]IKAIlISA 00TaTHAHHS.
11.4.4 3axucT NopTy BiAaJIEHOI JIATHOCTUKH Ta KOHQIrypyBaHHA

3axoau Oe3neKu

®i3uyHUA 1 JOTIYHUNA JOCTYN JI0 TOPTIB BIAJQJICHOI J1arHOCTUKH Ta

KOH(DIrypyBaHHs MOBUHEH OYTH KOHTPOJIbOBAHUIA.
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HacTtaHoBa 111010 BOpOBaKCHHS

MOoXJMB1 KOHTpOJII JOCTYNMy JAO TMOPTIB MAIarHOCTUKKA Ta KOHQIrypyBaHHS
BKJIIOYAIOTh BUKOPUCTaHHS OJIOKYBaHHS KJaBiaTypd 1 MPOLENYpH HIATPUMKH IS
KOHTPOJIIO0 (PI3UYHOTO JOCTyMy 10 nopty. IlpuknamoM takoi mpoueaypu MiATPUMKH €
3a0€3Me4eHHs] TOTO, M0 MOPTH JIarHOCTUKHM Ta KOH(IrypyBaHHS AOCTYIHI JIMIIE 32
JIOMOBJICHICTIO MDK KEpPIBHHUKOM KOMII IOTEPHOi CIYKOM Ta MEpPCOHAIOM MiATPUMKH
anapaTHHUX 3ac001B/TIPOrpaMHOro 3a0e3MeUeHHs, Kl HOTPEOYIOTh JOCTYY.

[TopTn, mociayru Ta aHaJOTriuyHI 3acO0M I1HCTalbOBAaHI HAa KOMII IOTEPHUX abo
MepeKeBHUX 3aco0ax, siki 6e3rmocepeHb0 He MOTPIOHI NIt O13HEC-TISTIBHOCTI, TOBUHHI

6YTI/I HCIOCTYITHUMHU abo BUOAJICHHUMU.

JlonaTtkoBa iHMGoOpMaIlis

barato koMIm’t0TepHHX CHUCTEM, MEPEKEBUX CUCTEM Ta KOMYHIKAI[IMHUX CUCTEM
THCTAJIOEThCS 13 JAUCTAHLIMHUMU 3aco0aMH JIarHOCTUKU Ta KOHQITypyBaHHS s
BUKOPHUCTAHHS 1X 1H)XKEHEpaMH 3 00CIyroByBaHHs. SIKIII0O BOHM HE 3aXHIIEHI, 11 MOPTH

JIarHOCTHKY HaJIal0Th MOJIMBICTh HECAHKI[IOHOBAHOTO JIOCTYIY.
11.4.5 CermenTanis y mepeskax

3axou Oe3neKu

Y Mepexi TMOBUHHI OyTH CErMEHTOBaHI TIpynd 1H(QOpPMALIAHUX MOCIYT,

KOPHUCTYBayiB, a TAaK0X 1HQOpMaLiiiHI CUCTEMHU.

HacTtaHoBa 111010 BOpOBaKCHHS

OpHuM 3 METO/IB KOHTPOJIIOBaHHS O€3MEeKH BETUKUX MEPEXK € PO3JAUICHHS iX Ha
OKpeMi JIOT14HI MepekeBl JOMEHH, HAIpUKIaJ, BHYTPIIIHIA MepexeBUil JOMEH
oprasizailii Ta 30BHILIHIA MEpPEKEBUI JOMEH, KOKEH 3 AKUX 3aXUIIECHUA BU3HAUCHUM
MepUMETPOM O€3MeKU. Y PI3HMUX JIOTIYHUX JOMEHaX Mepexki Moke OyTH 3aCTOCOBaHUM
nudepeHiiiiioBannii HaOip 3axoiiB Oe3meKu I MOAANBIIOI CerMeHTalli Oe3meuHol
1HQPACTPYKTYPU MEPEXKi, HAMPUKIAJ, 3aTATBHOJIOCTYITHUX CHUCTEM, BHYTPIIIHIX MEPEK
ta kputnuHux pecypciB CYIb. [lomeHu MOBHHHI BHM3HAYaTHCS Ha OCHOBI OI[IHKH
PU3UKY Ta PI3HUX BUMOT O€3MEKH y MEXKaX KOKHOTO IOMEHY.

JInst KOHTPOJIO JOCTyNy Ta iH(QOpMAIIHHOTO MOTOKY MDK JBOMa JOMEHaMU
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TaKUi TEpUMETp MEpei MOXe OyTH BIPOBAKCHUN MIISAXOM I1HCTANSIIT HUTIO3Y
0e3MeKr MK JIBOMa MepekaMmH, sIK1 MOBUHHI OyTH 3’eaHaHi. Llei nuto3 moBuHeH OyTH
ckoH(IrypoBanuil st GuUIbTpyBaHHS Tpadiky MDK HUMU AoMmeHamu (nuB. 11.4.6 Ta
11.4.7) 1 nna OMOKyBaHHS HECAHKI[IOHOBAHOT'O JOCTYIY BIAMOBIAHO JO TOJITHKU
KOHTPOJIIO JocTymy opraHizamii (qus. 11.1). Ilpukiagom 1poro TUMy HUTIO3Y € T€, 11O
3a3BUYall 3rajlyeThCcsl SIK MIKMEPEKEBHI ekpaH. [HImMM crnocoOoMm cerMeHTauii Ha
OKpeMI1 JIOT14H1 JIOMEHH € OOMEXEeHHS AOCTYIy A0 MEpexi HUISIXOM 3aCTOCYBaHHS
BIPTYaJIbHUX MPUBATHUX MEPEXK AJIA TPyl KOPUCTYBAUIB y MEKax OpraHizallii.

Mepexi TakoK MOXYTh OYyTH CETMEHTOBaH1 3 BAKOPUCTAHHAM (DYHKIIIOHAJIbHOCTI
MEpEeXKEBOro MpucTtporo, Hampukiaa, I[P  komyramii. Okpemi JIOMEHHM MOXYThb
3aMpoBaPKYBAaTHCS] KOHTPOJIIOBAHHSAM MEPEKEBOr0 MOTOKY JAaHUX 3 BUKOPHUCTAHHIM
MO>KJIMBOCTEN MapIIpyTH3all1i/KOMYTallii, TAKUX K COUCKHA KOHTPOJIIO TOCTYILY.

Kpurepii ayis cerMenraiiii Mepex y AOMEHM MOBUHHI 0a3yBaTuCA HA MOJITHUII
KOHTPOJIIO JOCTYITY Ta BUMorax goctymy (auB. 10.1), a Takox OpaTH 10 yBaru BiIHOCHY
BapTICTh 1 BIUTUB MPOAYKTUBHOCT1 BOY/I0BYBaHHS IPUAATHOI MEPEKHOT MapIIPyTU3ALIi]
a00 TexHoorii nuiro3iB (auB. 11.4.6 ta 11.4.7).

KpiM TOro, 3 METOI0 3HMKEHHS 3araJIbHOrO BIUTUBY MOPYLIEHHS 00CIYTrOBYBaHHS
CEerMeHTAallisl MEpEeX MOBUHHA 0a3yBaTUCs Ha LIIHHOCTI Ta Kiacudikaiii iHdopmarlii, sika
30epiraeTbcs a60 00pOOISETHCA B MEPEXKI, PIBHAX JAOBIpH a00 Oi3HEC-CIemiaii3arii.

Tpeba mpunimuTH yBary cermeHTtarii Oe3JpOTOBUX MEpeX 3 BHYTPIIIHIX Ta
npuBaTHUX Mepex. OCKUIbKM TepuMeTpu Oe3IpoTOBUX Mepex He € go0pe
BU3HAUYEHHMH, B TaKUX BHIIaJIKaX MOBMHHA OYTH BHUKOHAHA OI[IHKA PU3MUKY JJIS
i1eHTudikamii  3axoAiB  Oe3neku  (HampUKiIaA,  SKOPCTKAa  aBTEHTH(QIKaIlis,

KpunrorpadiuyHi METOAu 1 BUOIp YaCTOTH) JUIsl MIATPUMKH CETMEHTALlll MEpexI.

JlonaTrkoBa iHdGoOpMaIlis

Mepexi Bce OUTbIEe pO3MIUPIOIOTHCS 3a MEXKI TPAJUIIHNHUX FPAHUIIL OpraHizailii,
OCKUTbKH (POpPMYIOThCSL Oi3HEC-CIUIBHOTH, $KI MOXYTh BHUMaraTu 3’€IHaHHSA abo
CIUIBHOTO BUKOPHUCTaHHS 3ac001B 00po0IieHHs 1HPOpMAaIlil Ta 00CITYroByBaHHS MEPEXKI.
Take po3mupeHHs: Moke 30UTBIIUTH PU3UK HECAHKIIIOHOBAHOTO JOCTYNY J0 ICHYIOUUX

1HpOpMAIIITHUX CUCTEM, SIKI KOPUCTYIOTHCA MEPEKEI0, IPUUOMY JIESIKI 3 HUX MOXKYTh
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BHMAaraTu 3aXHMCTy BiJl KOPUCTYBadiB 1HIIOI MEPEXK1 Yepe3 CBOIO KOH(DiIEeHIIIHICTh a00

KPUTUYHICTb.
11.4.63axoau Oe3nexky M0N0 MIAKIIYEHDb 10 MepexKi

3axou Oe3neKu

JIJist criIbHO BUKOPUCTOBYBAHUX MEPEXkK, OCOOIMBO THX, IO MOLIMPIOIOTHCS 1032
MeX1 oprasizalli, CIPOMOXHICTh KOPHUCTYBayiB MiJKJIIOUATUCA O MEPEXI MOBUHHA
Oyt oOMEkeHa BIAMOBIAHO 0 TOJITUKKA KOHTPOJIO JOCTYIY Ta BHUMOT MPHUKIAJHUX

nporpam Oi3Hecy (nuB.1.1)

HacTtaHoBa 111010 BOpOBaKCHHS

[IpaBa poCTymy KOpUCTYBadiB JO MEpEXi TIOBHHHI MIATPUMYBATHCS Ta
OHOBJIFOBATHUCS 3T1IHO 3 BAMOTaMU MOJITUKUA KOHTPOJIO focTymy (nuB. 11.1.1).
CnpoMOXHICTh 10  MIAKIIOYEHHS  KOPUCTYBayiB  MOXKE  OOMeEXyBaTHCS
MEpPEXKEBUMHU IIII03aMH, 5Kl (QUIBTPYIOTH Tpadik 3a JONMOMOIOK 3a3aalierib
BU3HaUYeHUX Tabnuup abo mnpaBwi. llpuxknagamu NpUKIAAHUX TporpaM, A0 SKHUX
MOBUHHI 3aCTOCOBYBATHUCS OOMEXEHHS, €:
a) 0OMiH MOBIIOMJICHHSMHU, HAIIPUKJIA], €JICKTPOHHA TIOIIITa;
b) nepenaBanus (aiinis;
C) IHTEpaKTUBHUU JOCTYII;
d) mocTym 10 MpUKIIATHUX TTPOTPaM.
Tpeba po3risiHyTH CHIBBIAHOLIEHHS MK IMPABOM JIOCTYMY O MEPEXi 3 MEBHUM

qaCcoOM JIHA abo JaTaMU.

JlonaTrkoBa iHMGoOpMaILis

JJist Mepe CUIbHOTO BUKOPUCTAHHS, OCOOJIUBO THX, IO MOIITUPIOIOTHCS 32 MEXI1
oprasizailii, MOJIITUKa KOHTPOJIIO JIOCTYIy MOK€ BHMaraTd BOYJOBYBaHHSI 3aXOJliB

0e3MmeKu 11l 0OMEXKEHHS CIIPOMOXKHOCTI KOPUCTYBAUIB JI0 MiKIFOYCHHS.
11.4.7 3axoau 0e3neKkH 010 MAPUIPYTH3AIlil B Mepe:xi

3axoau Oe3neKu

Jlist Mepexx MOBMHHI OyTH BHPOBAKEHI 3aX0AM O€3MeKH IIOA0 MapIipyTH3alii
ISt 3a0€3MEYeHHs] TOro, IO TMIAKIIOYEHHS KOMIT'IOTepIB 1 MOTOKM iH(opmalii He
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MOPYIIYIOTh MOJITUKY KOHTPOJIIO JOCTYIY MPUKIIAIHUX MIporpam Oi3HeECY.

HacTtaHoBa 111010 BOpOBaKCHHS

3axoau Oe3mekw 100 MapuIpyTH3aiii MOBUHHI 0a3yBaTHCS Ha MeEXaHI3MI
MO3UTUBHOI IEPEBIPKU aJIpec JKepeia Ta MpU3HaYCHHS.

JInist miaTBEepKEHHS afpec JKEpeia Ta MPU3HauYeHHs y BHYTPILIHIX Ta 30BHILIHIX
KOHTPOJBHUX TOYKaX MEpeXl MOXKYTh 3aCTOCOBYBATHCS UUIIO3U O€3MEKH, SKIIO
BUKOPHUCTOBYIOTHCS TEXHOJIOT1T MPOKCU-CEPBEPIB Ta/ab0 TpaHCIALII MEPEKEBOI aipecu.
[lepconan, sikuii 3aiiMaeThCsl BIPOBAIKEHHIM, TTOBUHEH OyTH MOIH(MOPMOBAHUM MI0/10
CTIHKOCT1 Ta HEOJIKIB OyAb-SKHMX 3aCTOCOBAaHUX MeEXaHI3MiB. Bumorum mo 3axoniB
0e3MeKH 100 MapUIpyTU3allii B Mepexi MOBUHHI 0a3yBaTUCS Ha MOJITUIl KOHTPOIIIO

noctyny (muB. 11.1).

JlonaTtkoBa iHMoOpMaIlis

Mepexi CHUIBHOTO BUKOPHUCTaHHS, OCOOJIMBO Ti, IO TMOIIUPIOIOTHCS 32 MEXI
oprasizaitii, MOXyTb MOTpeOyBaTH JT0JaTKOBUX 3aXO0 (1B OC3MEKHU 100 MapIIpyTHU3AIlii.
Ile 0coOIUBO CTOCYETHCSI MEPEK CHITLHO BUKOPUCTOBYBAHUX 3 KOPUCTYBa4aMHu TPETHOI

CTOpOHHU (1110 HE HAJIEKATH 10 OpraHi3aiiii).

11.5 KoHTpoJab 10CTYyIYy A0 ONePAliiHOI CHCTEMH

[i1p: 3anm06irTd HECAaHKLIOHOBAHOMY JIOCTYIY JI0 ONEpaI[iiHUX CUCTEM.

Tpeba BukopucTOBYBaTH 3aco0u Oe3neku i OOMEXEHHS JIOCTYMy [0
onepaniiHUX CUCTEM TUIBKM KOpPUCTyBadaMu, SIKI MarOTh Ha 1e caHkuito. L1 3acobu
MOBUHHI JOMYCKATH TaKe:

a) aBTeHTH(}IKAIlIF0 KOPUCTYBadiB, SKI MalOTh CaHKI[IIO, BIAMOBIAHO [0
BHU3HAYEHOI MOJITUKU KOHTPOJIO JTOCTYITY;

b) peecrtpallito yCHiIIHUX Ta HEBJATUX CUCTEMHHX CIIPOO aBTeHTU]IKAIIIT;

C) peecTpallito BUKOPUCTAHHS MEBHUX CUCTEMHHUX MTOBHOBAKEHb;

d) BugaHHS CUTHAIIY TPUBOTH IPU MOPYUIEHHI MOJITUKU O€3MEKH CUCTEMH;

€) HaJaHHs HaJeXHHUX 3ac001B aBTCHTU(IKAIIIT;

f) 3a HeoOXigHOCTI, OOMEKEHHS Yacy MIJKIIOUEHHS KOPUCTYBAUiB.
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11.5.1 Ilpouenypu Ge3ne4Hol peecTpaiii

3axoau Oe3neKu

Jloctyn A0 omnepamiiHUX CHUCTEM TMOBHMHEH KOHTPOJIIOBATHCS MPOLETYpPOIO

0e3reyHoi peecTpariii.

HacTtaHoBa 111010 BOpOBaKCHHS

[Iponeaypa peectpartiii B onepaliiiiHiii cuctemi MoBUHHA OyTH CIPOEKTOBaHA Tak,
1100 3BECTH 10 MIHIMYMY MOJKJIMBICTh HECAHKI[IOHOBAHOI'O JOCTYyMy. Tomy mporeaypa
peecTpalii MOBUHHA PO3KPUBATH MIHIMYM iH(OpMaIii 010 CUCTEMHU, 00 YHUKHYTH
HaJlaHHS HECAaHKI[IOHOBAHOMY KOpHUCTyBauy HemnoTpiOHoi pgomomoru. HaniitHa
MpoLeaypa peecTpallii MOBUHHA:
a) He BMBOJUTHU Ha €KpaH 1ACHTU(IKATOPU CUCTEMH a00 MPUKIAIHOI MpOrpaMu
710 YCHIIIHOTO 3aBEPIICHHS MPOLECY peecTparlii;
b) BUBOAMTH Ha €KpaH 3arajbHE IMOINEPE/DKEHHs, 10 KOMIT'IoTep Oyne
JOCTYITHUM TUIBKU KOPUCTYBauy, KM Ma€ CaHKIIIO;
C) HE HaJaBaTH MPOTATOM MPOLEIYpU pPEeCTpalii AOMOMIKHUX MOBIIOMIICHbD,
AK1 O CTIPUSTIN HECAHKLIIOHOBAHOMY KOPUCTYBavy;
d) miaTBepKyBaTH 1H(GOpPMAIIII0 peecTpalii JUIIe Micis 3aBEPILICHHS BBOAY
BCiX JaHuX. [Ipy BUHMKHEHHI MOMMJIKM CHCTEMa He NMOBMHHA MOKAa3yBaTH, SKa YaCTUHA
JaHUX € KOPEKTHOIO0 200 HEKOPEKTHOIO;
€) 00MeXyBaTH KUTBKICTh JO3BOJICHUX HEBAAIMX CIIPOO peecTpallii, HapUKIIai,
TpbOMa cripobamHu, 1 OpaTH 10 yBaru:
1) peectpaliiro HEBIAIUX Ta YCHIITHUX CIIPOO;
2) NpUMYCOBY 3aTPUMKY 4acy Mepej TUM, SIK JTO3BOJIUTH MOAAJbIII CIPOOH
peectparlii, abo, SKIIO HE HAJAHO TEBHOI CaHKIIII, BIAXWIATH OyIb-sKl
MOAaJbIII CIIPOOH;
3) po3’e€THaHHS MIIKIIOYCHUX KaHAJIB TIepeaBaHHs TaHUX;
4) HajcUJIaHHA Ha CHUCTEMHUU MYJIbT TPUBOXKHOTO TOBIAOMIICEHHS T10
JOCSITHEHHI MaKCUMaIbHOT KUTBKOCTI CIIPOO peecTpartii;
5) BCTaHOBJICHHS YKCJIa TIOBTOPEHB MAapOJisl CIIBBIIHOCHO 3 MIHIMAaJIbHOIO

HOBKHWHOIO IIapOJIst 1 I_IiHHiCTIO CUCTCMU, AKY 3aXUINAIOTh,
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f) oOmexyBaTH MakCUMaJdbHUM Ta MIHIMAJIbHUNA dYac, JIO3BOJICHUH s
Mporeaypyu peecTparii. Y pas3i HOro MEepeBUIEHHS CHCTeMa IMOBUHHA MPUIUHUTU
peecTpalliio;

g) 10 3aBEepUICHHI YCIIIIHOI peecTpallii BUBOAUTH HA €KpaH HaBEJACHY HUXUE
1HpopMaIlito:

1) nmarty Ta yac nonepeaHbO1 YCHIIIHOT peecTpalii;
2) noapoOuIll BCiX HEBAAIMX CHpoO peecTpalii miciis OCTAaHHBOI YCHIIIHOT
peecTpartii;

h) He BMBOIWUTM Ha €KpaH BBEACHHUIN Mapoib abo PO3TISHYTH NMPUXOBYBAaHHS
CUMBOJIIB IapOJIsl 3HAKaMU;

1)He mepeaBaTH Maposii BIAKPUTUM TEKCTOM Yepe3 MEPExKYy.

JlonaTrkoBa iHdGopMaIris

SIKu1o mapoiii MpOTArOM CeaHcy peecTpalli NeperaroThCsl BIAKPUTUM TEKCTOM
yepe3 MepexXy, BOHHU MOXYTh OYyTH TIEpPEXOIJIEHI MEPEXKEBOI MPOrpamoro

CIIOCTEPEKEHHS 32 JAHUMU B MEPEXKI.
11.5.2 InenTndikaunis Ta aprenTHdikanisa KopucryBaya

3axou Oe3neKu

Bci xopuctyBaul moBHHHI Matu yHikanbHUH igeHTudikatop (ID kopuctyBaua)
TUTBKHU JUIsl CBOTO MIEPCOHAIIBHOI'O BUKOPUCTaHHS Ta Tpeba BUOpATH MPUAATHY METOJIUKY

aBTeHTU(IKALIT 1151 NIATBEPKEHHS 3a8BJICHOT 1IEHTUYHOCT1 KOPUCTYBaya.

HacTtaHoBa 111010 BOpOBaKCHHS

1 3axoau Oe3neky MOBUHHI 3aCTOCOBYBATHUCA A0 BCIX KaTeropiil KOpUCTyBadiB
(BKJTIOYAIOUM TEPCOHANl TEXHIYHOIO OOCIYyrOBYBAaHHS, ONEPaTOpiB, aIMIHICTPATOPIB
MepexXi, CHCTEMHHUX IIPOrPAMICTIB 1 aAMIHICTpaTOPiB 0a3 TaHUX).

Jlis  BIiAMOBIANbHOI OCOOM TOBHMHHI BUKOPUCTOBYBATHCS 1AEHTHU(IKATOPU
kopuctyBauiB (IDs), mo0 BigcTrexxyBatu 11 IiSUIBHICTH. 3BHYalHA ISUIBHICTH
KOpHUCTYBaua HE MOBUHHA 3/IIHCHIOBATUCH 3 MPUBLIEHOBAHUX OOIIKOBUX 3aIUCIB.

VY Han3BUYalWHUX BHUMNAAKaX, KOJU BiJ IOTO € SIBHI OI3HEc-iepeBaru, MOKHa

3aCTOCOBYBAaTH CHUIBHUH 1AeHTUdIKaTOop KopucTtyBauda (ID) nns rpynu kopucTyBauiB
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abo nns meBHOI poOoTH. Y TakuX BUIAJKaX IMOBUHHE OYTH 3aJ0KYMEHTOBaHE
3aTBEp/UKEHHS Bl KEpIBHUUTBA. J[Js MIATPUMKHU CIOCTEPEKHOCTI MOXKYTh OyTH
MOTPiOH1 T10JIATKOBI 3aX0U OE3MEKHU.

3aranpHl ieHTU(]IKaTOpU A 1HAMBIAYAJIbHOTO BUKOPHUCTAHHS MOXKYTb OyTH
J03BOJICHI JIMIIE, SKIIO JOCTYynmHI (yHKIiII ab0o BUKOHYBaHI 3a JIOIIOMOTI'OIO
i1eHTudikaropa Aii He NOTPeOyIOTh CIOCTEPEKHOCT! (HAmpHKIaA, JTOCTYN TUIbKM Ha
YUTaHHS) abo0 SIKIIO 3aCTOCOBAHO IHINI 3aXO0Au Oe3neku (HapuKiIaa, Maposib s
3arajbHOro 1eHTU(IKaTOpa BHUJAETHCA OJHOYACHO TUIBKM OAHIA o0coli 1 11e
PEECTPYETHCS).

Tam, ne motpiOHiI cyBopa aBTeHTH(iKalisi Ta Bepudikalis ocoOu, MOBHHHI
BUKOPUCTOBYBATHUCS METOJIM, AJIbTEPHATUBHI MapoJIto, Taki K Kpunrorpadiuni 3acoodu,

CMapT-KapTKH, TOKEHH a00 G10MEeTpUYHi 3aCO0MU.

JlonaTrkoBa iHMoOpMaIlis

[Maponi (muB. Takox 11.3.1 ta 11.5.3) € HaiiOUIbII 3BUYAWHUM CIIOCOOOM
3a0e3neunTd 1AeHTU(IKAIII0 Ta aBTEHTU(IKAIII0, OCHOBaHYy Ha TAEMHUII, SKY 3HAE
auiie KopucTyBad. Llporo »x MokHa gocsartu KpunrorpadiyHuMU 3acobamu  abo
nporokoniamu  aBreHTU(ikamii. CyBopicTh imeHTH(]IKalii Ta  aBTEHTH(IKaLl
KOpHUCTYBaua MOBMHHA BIANOBIIATH KOH(IAEHIIITHOCTI 1H(OpMaIllii, 10 sIKOi MOTp1OHUI
JOCTYII.

Taki 00’€kTH, SK TOKEHM 3 MaM SITTIO YU CMapT-KapTKH, SKUMH BOJIOJIIOTh
KOpPHUCTYBaul, TaKOX MOXYTb BHKOPHCTOBYBAaTUCh JJisi  ineHTU(]iKamii Ta
aBreHTU(iKamili. TexHomorii OlOMETPUYHOI aBTEHTH(QIKAIIl, SIKI BUKOPHUCTOBYIOThH
YHIKaJbHI XapaKTepUCTUKHU a00 aTpuOyTH 0COOM, TAKOXK MOKHA BUKOPUCTOBYBATH JJISt
aBTeHTU(IKaIli TOTOXKHOCTI ocoOu. IloeqHaHHA HaAIIIHO MOB’S3aHUX TEXHOJOTIA Ta

MEXaHI13MiB TIpU3Be/e 10 OUIBII CYBOPOi aBTEHTU]IKAIII].
11.5.3 Cucrema ynpapjiHHS napojiemM

3axoau Oe3neKu

Cucremu Uis yOpPABIIHHS MapoOJIsIMU  TMOBUHHI OYyTH 1HTEPAKTUBHUMHU 1

3a0e3neuyBaTH SIKICHI TApOJIi.
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HacTtaHoBa 111010 BOpOBaKCHHS

Cucrema ynpaBiiHHs HapoJieM MOBUHHA:

a) 3MylIyBaTH  JO  BHUKOPUCTAaHHA  IHAUBIIyaJIbHUX  1A€HTU(IKATOPIB
kopuctyBaua (IDs) Ta maposiB 115 MATPUMKH CIIOCTEPEIKHOCTI,;

b) no3BoNSITH KOpUCTyBauaM BHOMpaTH Ta 3MIHIOBaTH CBOi BJacH1 Mapoii, a
TAaKOX MICTUTU MPOLENYypY MIATBEPIKCHHS Ha BBEJIEHHS IONPABOK MOMUIKOBOTO
BBOZY;

C) 3MyllyBaTH BUOMpaTH sikicH1 mapodi (aus. 11.3.1);

d) 3mymryBatu 10 3MiHM napoiiB (auB. 11.3.1);

€) NpUMYLIyBaTH KOPUCTYBayiB 3MIHIOBAaTH THMYAcOBl1 Mapojii MpH MepiIii
peectpartii (auB. 11.2.3);

f) miaTpuMyBaTH 3amHMc MoONEpeAHIX MApOJIiB KOPUCTYBaya 1 MEPEHIKOIKATH
MOBTOPHOMY iX BUKOPUCTAHHIO;

g) He BUBOJAMTH MMApOJIi Ha €KpaH MpH iX BBEJCHHI;

h) 36epiratu Qaiinm mapoyiiB OKpeMO Bi CHUCTEMHHMX JIaHMX TMPUKIAJTHUX
porpam;

1)30epiratu Ta mnepeAaBaTH MapoJii B 3axXUlIeHIM (Hanmpukiaa, 3amudpoBaHii

a00 xeloBaHiii) Gopmi.

JlonaTrkoBa iHMGOpMaIris

[Taponi € ogHUM 3 OCHOBHHX 3aC001B MiATBEPIXKEHHS TOBHOBAKEHb KOPUCTYBaya
Ha JOCTYM /10 KOMIT IOTEPHUX MOCIYT.

Jlesiki MpuKJIaH1 IPOrpaMy BUMAraroTh, 100 Maposii KOpUcTyBaya MpU3HAYaINCh
HE3aJIC)KHOI TTOBHOBAXKHOKO OpraHizalli€lo; y TaKuX BHUIAJIKaxX IMyHKTH b), d) Ta e)
HaBeJCHOT BHUINE HACTAHOBHM HE 3aCTOCOBYIOTh. Y OUIBIIOCTI BHITQJAKIB MapoJii
BUOMPAIOTh Ta MIATPUMYIOTH KopucTyBaul. [llog0 HacTaHOBH 3 BUKOPHCTAHHS MapOJIiB

muB. 11.3.1.

JlomoBHeHHsI
baHku MaroTh BUKOPUCTOBYBAaTH BUMOT'H, BUKJIA/IeH1 y IyHKTax b), ¢), d) Ta €) g cucreM, ki

00pOOIISIIOTH €NIEKTPOHHI OAHKIBChK1 TIOKYMEHTH, 1H(opMallito 3 rpudom “0aHKiBCbKa TAEMHULS .
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11.5.4 BuxkopucTtaHHsI CHCTEMHHMX YTHJIIT

3axoau Oe3neKu

Bukopucrtanusi mporpam yTWJIT, IO MOXYTh OYyTH CIPOMOKHI CKAacOBYBaTu
3ax0/11 O€3MEeKU CUCTEMU Ta MPUKIIATHUX MPOTrpaM, HIOBUHHO OyTH 0OMEXEHE Ta CYBOPO

KOHTPOJIbOBAHE.

HacTtaHoBa 111010 BOpOBaKCHHS

[ToBuHH1 OyTH PO3IJIIHYTI HaBEeJEHI HW)KY€ HACTAHOBM IIOJ0 BUKOPHUCTAHHS

CUCTEMHHX YTHUJIIT:

a) N1 CUCTEMHHUX YTWIIT BHUKOPHCTOBYBATH MpOLEAYpH ideHTU]IKAIIT,
aBTeHTH(IKAIlli, CAHKI[IOHYBaHHS;

b) cerMeHTyBaTH CUCTEMHI YTHJIITH 3 IPOTPAMHOI0 3a0€3MEUCHHS MPUKIaTHUX
nporpam;

c) 0oOMeXyBaTH BUKOPHUCTAHHS CHUCTEMHUX YTHJIIT HAWMMEHIIOW MOJIMBOIO
KUIBKICTIO JJOBIPEHUX KOPUCTYBAYiB, sIKi MalOTh Ha 1€ CAHKIIIIO;

d) caHKIIOHYBaTH ClieliaibHe BUKOPUCTAHHS CUCTEMHUX YTHIIIT;

€) OOMeXyBaTH [JOCTYIHICTb CHUCTEMHUX YTWIIT, HANpHUKiIaA, Ha TMepion
CaHKI[IOHOBAHOI 3MIHH;

f) peectpyBaTH BC1 BAKOPUCTAHHSI CUCTEMHHX YTHUJIIT;

g) BU3HAYATH Ta JOKYMEHTYBATH PiBHI CAHKI[IOHYBAaHHS JJIsl CHCTEMHHMX YTHIIIT;

h) BumansT abo OJOKyBaTH BC1 yTWIITH Ta CHCTEMHE IIpOorpaMHe
3a0€e3Me4eHHs], OCHOBaH1 Ha HEMOTPIOHOMY NMPOTrpaMHOMY 3a0e3IeUeHHI;

1)HE pOOUTH CHUCTEMH1 YTWIITH JOCTYNMHMMH JUIsl KOPHCTYBauiB, SIKI MaloTh

JOCTYTI J10 IPUKJIATHUX TIPOTrpaM y CUCTEMaX, J€ BUMAraeThCs PO3MO i 000B’ I3KIB.

JlonaTrkoBa iHMGoOpMaILis

binbuiicTe KOMI'IOTEPHUX IHCTAIALIN MaloTh OJHY ab0 OUIbLIE CHUCTEMHHX

YTHWIIT, SIK1 37JaTHI CKACOBYBATHU 3aX0/I1 0€3MEKH CUCTEMHU Ta MPHUKIIATHUX MTPOTPaAM.
11.5.5 BiIoOKyBaHHSI HEAKTHUBHHUX CEAHCIB

3axoau Oe3neKu

HeakTuBH1 ceaHcu mOBMHHI OyTH MepepBaHi MICAsS BHU3HAYEHOTO NEPIOAY
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0€e3IIsIbHOCTI.

HacTtaHoBa 111010 BOpOBaKCHHS

3aci0 TaiiM-ayTy (JIIMITYBaHHsS 4Yacy HEAKTHUBHOCTI) MOBMHEH OYMCTUTU E€KpaH
CeaHCy, a TaK0X, MOXIIHMBO IIi3HIIIE, MiciAs BHU3HAYEHOTO MEpioAy HEaKTHMBHOCTI
3aKpUTH OOWJBA CEaHCH - 1 MPUKIAIHOI MpOrpaMu 1 Mepexi. TpuBamicTh TallM-ayTy
NMOBUHHA BiAoOpakaT pu3MKu Oe3neku 30HHU, Kiacudikaiio o0pobaroBaHOT
iHpopMallli Ta NPUKIAJIHUX BUKOPUCTOBYBAHUX MPOrpaM 1 pPHU3HMKH, TOB’s3aHi 3
KOpPHUCTYBauaMu 00J1aTHAHHS.

Jis nesikux cucteM Moxke OyTH 3a0e3mnedeHa oOmexeHa (opma 3aco0y TalM-
ayTy, fIKa OUMIIA€ €KpaH 1 3amo0irae HECAHKI[IOHOBAaHOMY JIOCTYIy, ajleé HE 3aKpHUBAa€

CeaHC NMPUKIAIHOI TPOrPaMH 1 MEPEKI.

JlonaTtkoBa iHMoOpMaIlis

[{1 3axonu Oe3neku € OCOOJIMBO Ba)XJIMBUMU y MICHAX BUCOKOTO PU3HUKY, SIKI
BKJIIOYAIOTh 3arajbHOJOCTYIIHI a00 30BHIIIHI 30HU 32 MEXaMHu YIPABIIHHS O€3MeKOr0
opranizauii. CeaHcu  TOBHHHI  TepepuBaTUCA, 1100  3amo0IrTd  JAOCTYIy

HECaHKI[IOHOBAHUX OC10 Ta BIAXUIUTU aTaKy Ha MOCTYTH.
11.5.6 O0mexeHHs Yacy MiIKJIIOYCHHS

3axoau Oe3neKn

Jlist 3a0e3nedeHHsl JONAaTKOBOIO 3aXUCTy NPHUKIAJHMX MPOrpaM 3 BHCOKHUM

PU3HUKOM Tpeba BUKOPUCTOBYBATH OOMEKEHHSI Yacy IMiKIIOUYEHHS.

HacTtaHoBa 111010 BOpOBaKCHHS

Jlist KOHDIIEHUIMHUX KOMIT IOTEPHUX MPUKIAAHUX MPOrpaM, 0COOJIMBO 3 MICIh
BHCOKOT'O PU3HUKY, AKI MPaLIOTh Yy 3arajibHOJOCTYNMHHMX a00 30BHINIHIX 30HaX 3a
MeXaMHU YHOpaBIIHHS O€3MEeKOI0 opraHizailii, TOBUHHI PO3IJIANATUCA KOHTPOJIl 4Yacy
nigkodeHHs. [pukinanm Takux oOMeKeHb BKIIOYAIOTh:

a) BUKOPUCTaHHS 3a3[ajerilb BU3HAUYCHHUX IHTEPBAJIIB Yacy, HaNpHUKIad, AJs
nepeaaBaHHs KOMaHAHOTroO (ainy, abo peryispHUX KOPOTKOTPHUBAIUX IHTEPAKTUBHUX
CCaHCIB;

b) oOMexeHHs Yacy MiAKIIYEHHS 3BUYaiHUM pOOOYMUM 4YacoM, SIKIIO BiJICYTHI
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BHUMOTH 11100 TOHAAHOPMOBOT'O YH MPOJIOBKEHOTO Yacy poOoTH;

C) pO3IJIsi MOBTOPHOI aBTEHTHU(IKAIIT Uepe3 3alIaHOBaH1 MPOMIKKH Yacy.

JlonaTrkoBa iHMGoOpMaILis

OOmexeHHsT Tmepiojly, MpOTArOM SKOTO  JO3BOJIEHE MIJKIIOYEHHS 10
KOMIT'IOTEpPHUX  TOCIYT, 3MEHIIYE MOXJIMBOCTI HECAHKI[IOHOBAHOTO  JIOCTYILY.
OOMexXeHHsT TpUBAJIOCTI AKTUBHUX CEaHCIB 3arodirae KOpUCTyBauaM YTPUMYBATH

CEaHCH BIAKPUTUMU, 100 YHUKHYTH MOBTOPHOI aBTEHTU(IKAII1.

11.6 KonTpoas f0CcTyILy 10 NPUKJIAJHUX NPOrpam Ta ingopmauii

inb: 3amo0irtv HeCaHKLIOHOBAHOMY JIOCTYIY 110 1H(OpMAIlii, 0 MICTUTHCS B
MPUKIAJIHUX CUCTEMaX.

Jlist oOMeXeHHS JOCTymy JO0 Ta B MeXax MPUKIAAHUX CHUCTEM IOBUHHI
BUKOPUCTOBYBATUCS 3aCO0U OE3MEKH.

Jloriyauii HOCTYyn A0 MPUKIATHOTO MPOrpaMHOro 3abe3nedeHHs Ta iHdopmarlii
MOBUHEH OOMEXYBaTHCS JIMILE KOPUCTYBauyaMH, $IKI MaroTh caHkUioo. IlpukianHi
CUCTEMU MOBHHHI:

a) KOHTPOJIIOBATU JOCTYIl KOPUCTYyBayda 0 1HGopMallii Ta QyHKIIH TpUKIaIHUX
CUCTEM BIJIOBIAHO IO BU3HAYEHOT MOJITUKH KOHTPOIIIO IOCTYILY;

b) 3a0e3neuynT 3aXMCT BiJ] HECAHKI[IOHOBAHOI'O JIOCTYMY OYyIb-IKUX YTHUIIT,
OTepaniiHOro CUCTEMHOTO MPOrPaMHOro 3a0€3MEUYEeHHs Ta 3I0BMUCHOTO MPOrPaMHOI0
3a0e3MeUYeHHs], AKE CIIPOMOXKHE CKacyBaTU ab0 OOINTH 3axoAu Oe3leku cuctemMu ado
MPUKIAJAHOL TPOTpamMu;

C) HE KOMIIPOMETYBATH 1HIII1 CUCTEMH, 3 AKUMU 1HPOpPMaLiiHI pecypcH CIUIBHO

BHKOPHUCTOBYIOTHCA.

11.6.1 O0mexeHHs JocTyImy A0 iHpopmamii

3axoau Oe3neKu

JlocTyn KOpHUCTYyBaviB Ta 00CIYrOBYIOUOI0 MEepCcoHaLy 10 iHpopMalii Ta pyHKIIN
MIPUKJIATHUX CUCTEM MOBUHEH OyTH OOMEXEHUM BIJIMOBIIHO J0 BHU3HAYEHOI MOJITUKH

KOHTPOJIIO JOCTYILY.
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HacTtaHoBa 111010 BOpOBaKCHHS

OOMmexeHHs JoCTyny OBUHHI 0a3yBaTHCs Ha BUMOraxX KOHKPETHOI MPUKIIATHOT
nporpamu Oi3Hecy. IlodiTMKa KOHTPOIIO JOCTYNYy MOBHHHA TaKOX HE CYNEpeYyUuTH
MOJTITHIlI JJOCTYITY opranizamii (auB. po3air 11.1).

JUiss MmiATpUMKKA BUMOT OOMEXKEHHsSI JIOCTYNy TMOBHHHE OyTH pO3IJISIHYTE
3aCTOCYBaHHS HaBEJIEHUX HHM)KU€ HACTAHOB:

a) HaJlaHHS MEHI0, 100 KOHTPOJIOBATH JOCTYN A0 (GYHKUIA NPUKIATHUX
CUCTEM;

b) KOHTpOJIb TMpaB MAOCTYNYy KOPUCTYBayiB, HaNpUKIaJ, HAa 34YUTYBaHHS,
3aMMCyBaHHS, BUIAJICHHS Ta BUKOHAHHS;

C) KOHTPOJb MPaB AOCTYIY IHUIUX MPUKIATHUX MPOTpaM;

d) 3a0e3neueHHs TOro, O BUXIAHI JJaHl TPUKIATHUX CUCTEM, SIKI 0OpOOIISIOThH
KOH(D1IeHIiiHy 1HQopMalio, MICTATh JHIile Ty I1HGOpPMAIIIO, SKa CTOCYETHCS
BUKOPUCTAaHHS BUXIIHUX JaHUX, 1 BOHA HAJCUJIAETHCS JIMIIE [0 CAHKIIOHOBAaHUX
TEpMIHAIIB Ta BY3/iB; LI Ma€ BKJIIOYATH NMEPIOANYHI MEPETIIAIA TAKUX BUXITHUX JTAHUX,

11100 3a0e3MeUnTH, 1110 HAJJIUIIIKOBA 1HPOpMAITlis BUIAISETHCS.
11.6.2 I3onsiist KOHGigeHUITHUX CHUCTEM

3axoau Oe3neKu

KondigeniifiHi cucTeMd TOBHUHHI MaTH CIEMIaJIbHO Mpu3HauyeHe (130JbOBaHE)

KOMIT FOTEpPHE CepeIOBUIIIE.

HacTtaHoBa 111010 BOpOBaKCHHS

Jist 130ms111i KOH(1ASHIIHHOT CUCTEMU MOBMHHI OyTH pO3IJISTHYTI HaBeJeHI
HUKYE MYHKTHU:
a) KOHQIOEHUIWHICT, ~ NPHUKIAJAHOI  CHUCTEMH  TOBHUHHAa  OYTH  YITKO
in1eHTru(dikoBaHa Ta 3aI0OKYMEHTOBaHa BJIACHUKOM MPHUKIIAIHOT nporpamu (aus. 7.1.2);
b) Akmo KoH]iAeHIIiHA MNpUKIagHa MporpamMa IOBMHHA BHKOHYBAaTHCS B
CHUIBHO BUKOPUCTOBYBAHOMY CEpPEOBUIII, TO MPUKIA/IHI CUCTEMH, 3 IKUMHU BOHA Oyjie
NOJAUISATA PECYpCH, 1 BIAMOBIAHI PU3UKU TMOBUHHI OyTH 1AEHTHU(IKOBAHI W NPUHHSTI

BJIACHUKOM KOH(1IEHIIIIHOT MPUKIIAHOT MPOTrpPaMHU.
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JlonaTrkoBa iHMoOpMaIlis

Jlesiki TPUKITAHI CUCTEMHU € JIOCUTh BPA3JIMBUMHU JI0 MOXIJIMBOI BTpaTH, BOHU
BHUMAararoTh creriaibHoi 00pooku. KoHndineHuiiHicTh MOKe 03HauyaTH, 110 MpUKIaaHa
cucTema:

a) TIOBHHHA 3aIlyCKAaTUCh Ha CIELIaJIbHO MPU3HAYEHOMY KOMIT 10Tepi; abo
b) MoOBMHHA CHUIBHO BUKOPUCTOBYBAaTH PECypCH JIMIIE 3  JOBIPUYUMH
MPUKIAJHUMHU CUCTEMAaMHU.
[30ms1111 MOKHA AOCATTH 3 BUKOPUCTAHHSAM (PI3MYHUX a00 JIOTTYHUX METOJIB

(muB. Takox 11.4.5).

11.7 Mo0inbHi 00uMc/IeHHS Ta JUCTaHIiIlTHA podoTa

Hine: 3abesneuntu Oesneky iHQopMalii NpU BUKOPUCTAHHI MOOLIBHUX
oOuucieHb Ta 3aC001B IUCTAHIIIIHOT pOOOTH.

OOOB’SI3KOBUI  3aXUCT TOBMHEH OYTH CHIBBIAHOCHUM 3 pHU3UKaMH, SKI
COPUYMHAIOTH TakKl chemiaibHl crnocoOu podotu. [Ipu BUKOpHUCTaHHI MOOUIBHOTO
OOYUCIICHHS MOBUHHI OYTH PO3MIISIHYTI PU3UKH POOOTH Y HE3aXUILEHOMY CEPEJIOBHUIII 1
3aCTOCOBAHO HAJICKHUHN 3aXUCT. Y BUNAAKY AUCTAHIIIITHOI poOOTH opraHizailisi HOBUHHA
3aCTOCYBaTH 3aXUCT MiCIs AUCTAHIIHHOT pPoOOTH 1 3a0e3MeuyuTH 3aCTOCYBAHHS

MPUAATHUX 3aXO0/1B 1010 IIbOT'O BUIY POOOTH.

11.7.1 MoOu1bHiI 004MC/IEHHSI TA KOMYHiKaIil

3axoau Oe3neKn

JIns  3axucTy B PU3UKIB BUKOPUCTAHHS MOOUIBHOTO OOYHCICHHS Ta
KOMYHIKaIlIfHUX 3ac001B MOBHMHHA OyTH HasBHOI OQiliitHO odopMieHa TONITHKA 1

MOBUHHI OyTH yXBaJIeH1 BIAMOBIIHI 3aX011 O€3MEKH.

HacTtaHoBa 111010 BOpOBaKCHHS

[Ipy BUKOpPHCTaHHI MOOUIPHUX OOYMCIIEHb Ta KOMYHIKaUIMHUX 3aco0iB,
HaIMpUKIaJ, HOYTOYKIB, KHUIIEHBKOBHX KOMII IOTEPIB, CMAapT-KapTOK Ta MOOUIbHHUX
TenedoHiB, ocoOauBY yBary TpeOa MNpPUIUIUTH 3a0€3MEYeHHIO0 TOro, mobd Oi3Hec-
iHpopmarlito He Oyio ckoMipomeToBaHo. [loniTka MOOUTEHOTO OOYMCIICHHS TOBUHHA
Opat 70 yBaru pU3UKH poOOTH 3 0OJIAHAHHSAM MOOUIBHOTO OOYHCIICHHS B
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HE3aXUILEHOMY CEepPEe/IOBHIII.

[TomiTuka MOO1TFHOTO OOYKCIICHHS MTOBUHHA BKJIIOYATH BUMOTH 1070 (H13UYHOTO
3aXMCTY, KOHTPOJIIB JAOCTYIY, KpUNTOrpadiyHUX METOMA1B, pE3E€PBHOIO KOIIIOBAHHS Ta
3aXyCTy BiA BipyciB. Ll moniTuka MOBMHHA TaKOX MICTHTH IpaBUja Ta peKoMeHAAIlii
1010 TIAKIIOYEHHS MOOUTBHUX 3ac001B JO MEPEX 1 HACTAHOBY II0JI0 BUKOPUCTAHHS
TaKuX 3aC001B Y 3arajibHOJOCTYITHUX MICIISX.

Tpeba npuninaTu yBary BUKOPHUCTaHHIO 3ac00IB MOOUIBHOTO OOYMCIICHHS Y
3arajibHOJOCTYITHUX MICISX, TPUMIIIEHHSIX JJIsI HapaJ Ta 1HIIUX HE3aXHUIIEHUX 30HaX
3a MEXaMu CIIy>)KOOBUX TPUMIILIEHb OpraHizaiii. /{1 yHUKHEHHS HECaHKI[IOHOBAHOTO
noctyny a0 iHdopmaiii abo posronomeHHs 1Hdopmalii, ska 30epiraerbcs abdo
00poOJISIETBCS. TaKUMHU 3aco0amMu, TOBHHEH OYTH HAsBHUM 3aXWUCT, HAIPUKIAM, 3
BUKOPHUCTaHHSAM Kpunrorpadiuaux meronais (aus. 12.3).

KopuctyBaui 3aco61B MOOLIBHOTO OOYMCIEHHS Y 3arajlbHOJAOCTYIHHUX MICHAX
MMOBUHHI MOA0ATH MPO YHUKHEHHS PU3UKY MIATIISIaHHS HECAHKI[IOHOBAHUMHU OCOOaMHU.
[ToBuHH1 OyTHU HASBHUMHM 1 aKTyaJli30BaHUMU TPOLIEAYPHU 3aXUCTY MPOTU 3JI0BMUCHOTO
nporpamHoro 3a6esneyeHHs (aus. 10.4).

Pe3zepBHe KomitoBaHHS KpUTHUHOI Oi3Hec-1H(opMallli NOBUHHE 31HCHIOBATUCS
peryisipHo. [ToBuHHE OyTH TOCTYTHUM OOJIagHAHHS, SIKE YMOXKIIMBITIOE IBUJIKE U JIETKE
pe3epBHE KomitoBaHHS 1HGopmaiii. TakuMm pe3epBHUM KOIigM Tpeda HajgaTu
BIIMOBITHUHM 3aXUCT BiJ, HAIPUKJIIAJ, KpaIDKKK a00 BTpaTH iH(GOpMaIlii.

Tpeba BIANOBITHUM YHWHOM 3aXUCTUTH BHUKOPHUCTaHHA MOOUIBHHMX 3aco0iB,
MIIKJIIYEHUX 10 Mepex. Bigmanenuit goctyn 10 Oi3Hec-iHpopmalii yepes
3arajibHOJIOCTYITHY MEpEeXy 3 BUKOPUCTAaHHSAM 3aCO0IB MOOUIRHOTO OOYHUCIICHHS
MOBUHEH MAaTHU MICIE JUIIEe MICHs yCHilHOi imeHTudikamii Ta aBTeHTH]IKalil Ta 3a
HAssBHOCTI BIIMOBIIHUX MEXaH13MIB KOHTPOJIO focTyny (nuB. 11.4).

3aco0u MOOLIBHOTO OOYMCIEHHS MOBMHHI TakKoX OyTH (DI3MYHO 3aXMILEHI BiJ
KpaJI>KKH, 0COOJIMBO, SKIIO iX 3aJUIIAI0Th, HAIPUKIIAJI, B aBTOMOOUIAX Ta IHIIKUX BUJIAX
TPAHCIIOPTY, TOTEIBHUX HOMEpax, KOHPEpEeHI-IIEHTpax Ta MPUMIMICHHSIX JJIsI Hapas.
Jlns BUmagKiB KpaabKKU abo BTpaTH 3ac00iB MOOUIBHOTO OOYHMCIICHHS MOBHUHHI OyTH

BCTAHOBJICHI MIEBHI MPOLEYPH, K1 OEPYTh 10 yBaru MpaBoBi, CTPAXOBi Ta 1HII1 BUMOTH
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Oesneku opranizamii. O0nanHaHHs, SIKE € HOCIEM BaXJIMBOi, KOHQIIEHIIHHOI Ta/abo
KpUTUYHOI Oi13Hec-1HpopMmallii, He TOBUHHE 3aJIMIIaTUCS O€3 HATJISAMY 1, 32 MOXKJIMBOCTI,
noBUHHE OyTH (13MYHO 3a0JI0KOBaHE, ab0 Tpeba BUKOPUCTOBYBATHU CIELIalIbHI 3aMKHU
1S yoesneueHHs o0naaHanHs (quB. 9.2.5).

Jlis mepcoHally, SIKWA BHKOPHUCTOBYE MOOLIbHE OOYHMCIEHHS, MOBHHHE OyTH
OpraHi3oBaHe HaBYaHHs JUIS MiABUIIEHHS HOTO MOIH(POPMOBAHOCTI MO0 J0JATKOBUX
PHU3HKIB BHACIIIOK TAKOTO CIIOCO0Y poOOTH, 1 1100 3aX0/11B OE3MEKHU, K1 TOBUHHI OYTH

BIIPOBAKEHI.

JlonaTrkoBa iHMGoOpMaILis

be3nporoBi MOOUIBHI MEpEKeBI MIAKIIOUEHHsS TOAIOHI JO IHIIUX BHJIB
MepEXKEBUX MIJIKIIIOUYEHb, ajle MalOTh BaXKJIUBI BIIMIHHOCTI, SIK1 Tpeba pO3IIIIHYTU MPU
inenTudikaiii 3axoaiB 6e3neku. TUMOBUMU BIAMIHHOCTSIMH €:
a) Jeski 0e3ApOTOB1 MPOTOKOJIM OE3MEKH € CIIabOPO3BUHEHUMH 1 MaIOTh BIIOMI
HEIO0JIIKH;
b) 3 iHdopmarrii, mo 306epiraeTbcsi Ha MOOUIBHUX KOMIT IOTEpax, HE MO>KHA
3pOOUTH pe3epBHY KOIII0 Yepe3 0OMEKEHY MPOIYCKHY CIPOMOXKHICTh Mepexki Ta/abo
yepe3 Te, 10 MOOLIbHE OOJIaHaHHS MOXKe OYyTH He MiAKIIOYEeHE TOJl, KOJu

3aIJIaHOBAHO pe3epBHE KOMIIOBAHHS.
11.7.2 Iucranuiiina podora

3axoau Oe3neKn

[ToBuHHI OyTH po3poOJEHI Ta BIPOBAIKEHI MOJITHKA, IJIAHU EKCIUTyaTalli Ta

MPOIIEAYPH 00 TUCTAHIIIIHOT pOOOTH.

HacTtaHoBa 111010 BOpOBaKCHHS

Opranizaliii MOBUHHI JIMILIE TOJI JO3BOJSATH JUCTAHUIAHY POOOTY, SIKIIO BOHU
BIICBHEHI, 1[0 HAJIEXKH1 CUCTEMU Ta 3aX0J1 OC3MEKU HasBHI 1 1110 BOHU 3aJI0BOJBHSAIOTH
MOJIITUKY O€3MeKH OopraHizaiii.

[ToBuHeH OyTH HasBHUM NPUAATHUN 3aXUCT MICHS JMCTAHIIMHOI poOOTH Bil,
HaIpUKIIaa, KpaabKKu o0aaHaHHs Ta iH(QopMallii, HECAaHKIIIOHOBAHOTO PO3TOJIOIICHHS

iHdopMallii, HECaHKI[IOHOBAHOTO BIIJAJICHOTO JOCTYIY JO BHYTPIIIHIX CHCTEM
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opraHizaiii a0 HEmpaBUIBHOT'O BUKOPHUCTAHHA 3aco0iB. JlucTaHIiiHa poOdoTa MOBUHHA
K CAHKI[IOHYBAaTHCS, TaK 1 KOHTPOJIIOBAaTUCS KEPIBHULITBOM, 1 Tpeba 3a0e3neuuTn
HAsIBHICTh MPUJATHUX 3aXO1B JJIs I[LOTO BUAY POOOTH.

[ToBuHHI OyTH PO3IIIAHYTI HABEI€H]1 HUXKYE MTUTAHHS:

a) icHyroua ¢i3uyHa Oe3rneka Miclisl AMCTaHIIIHOI poboTH, Gepyyu A0 yBaru
¢13uuny 6e3reKy Oy/iBIIi Ta JOKAIBHOI IHPPACTPYKTYPH;

b) mponoHoBaHa (i3uvHa IHPPACTPYKTYpa AUCTAHLIHHOI POOOTH;

C) BUMOTU Oe3neKku KOMYHiKalii, 6epydun 10 yBard notpedy IUCTaHIIHHOIO
JOCTYyIy 10 BHYTPIIIHIX CHCTEM Oprasizaii, KoHQ1IeHIIHHICTh 1HPOopMallii, 10 SKOT
Oyze 10cTyM, 1 LUISX 10 KaHajlax 3B’ 3Ky Ta KOHQIAEHIIHHICTh BHYTPIIIHBOI CHCTEMH;

d) 3arpo3a HecaHKIIOHOBAaHOTO JOCTyIy 10 iH(popmallii ado pecypciB 1HIINX
0ci0, SIKl KOPUCTYIOTbCS TUM >K€ MPUMIIICHHSAM, HAIPUKIaa, POJUHU a00 pY3iB;

€) BUKOPUCTaHHS JOMAalIHIX Mepex 1 BHUMOTM a00 OOMEeXeHHS 100
KoH(]Iryparii mociyr 6e31poToBOi MEpexi;

f) momiTuku Ta Tpouenypu 3amoOiraHHsS CynepedykaMm 100 ITIpaB Ha
IHTEJIEKTYyallbHY BJIACHICTh, pO3p00JICHY Ha 00JialHaHHI, 1[0 3HAXOIUTHCS y MIPUBATHIN
BJIACHOCTI;

g) noctyn a0 oOnagHaHHS, IO 3HAXOAMTHCS Yy MPUBATHIA BIACHOCTI (s
nepeBIipKkd  Oe3MeKu KOMIT'IoTepa abo B MpOIECl pO3CHiyBaHHS), SKOMY MOXKeE
MEePEeIKOKATH 3aKOHOAaBCTBO;

h) yroau moao JineH3yBaHHsS MPOTPaMHOTO 3a0e3MeUeHHs, SIKI € TaKUMH, 110
opraHizamii MOXyTh OyTH BIANOBIJAJbHUMH 3a JIIEH3YBAHHS KJIIEHTCHKOTO
MPOTPaMHOI0 3a0e3MEeUeHHST Ha POOOYMX CTAHININAX, SIKI 3HAXOJIUTHCS y TMPUBATHIN
BJIACHOCT1 HalIMaHOT'0 MEePCOHANY, MIAPAIHUKIB Ta KOPUCTYBAUiB TPEThOI CTOPOHH;

1)BUMOTH 111010 aHTUBIPYCHOTO 3aXHUCTY Ta MIXKMEPEKEBOTO €KpaHyBaHHS.

HacTtanoBu Ta 3axo/u, siki Tpeda po3risiHyTH, TOBUHHI BKJIIOYATH:

a) 3a0e3reueHHs BIAMOBIIHUM OOJIQIHAHHSAM Ta MPUCTPOSIMU 30epiraHHs s
JUCTAHIIHOT POOOTH TaM, /€ HE JO3BOJSETHCS BUKOPUCTAHHS OOJIaJHAHHA, IO
3HAXOJIUTHCS Y MIPUBATHINA BIACHOCTI, sIKE HE MepedyBae MiJ KOHTPOJIEM OpraHizailii;

b) BU3HAUYEHHS JO3BOJIEHOTO BHJY poOOIT, TOAMH poOOTH, Kiacuikalis
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iHopMmaIlii, IKy MOKHa 00pOOJIATH, a TAKOX BHYTPIIIHI CUCTEMH Ta MOCIYTH, HOCTYI
710 SIKUX CaHKI[IOHOBAHO JIJIsl AUCTAHIIIHOI poOOTH;

c) 3a0e3neueHHs MNPUAATHUM KOMYHIKAUIMHUM OOJaJHAHHSIM, BKIIOYAIOUU
MeTO/IM 3a0€e3MeYeHHs BIAAIEHOTO JOCTYIY;

d) ¢i3uuny 6e3nexy;

€) mpaBWjia Ta HACTAaHOBU IIOJA0 JOCTYNYy POJMHHM Ta BiABIAYBaYiB J0
oOnagHaHHs Ta iHPOpMaIlii;

f) 3abe3meueHHs MIATPUMKUA Ta OOCIYrOBYBAaHHsS amapaTHUX 3aco0iB Ta
MPOrpaMHOro 3abe3MneyeHHs;

g) 3a0e3neueHHs CTpaxyBaHHs;

h) mporeaypu pe3epBHOro KOIitOBaHHS Ta Oe3MepepBHOCTI O13HECY;

1)ayJIUT Ta MOHITOPUHT O€3MEKU;

j)CKacyBaHHs TOBHOBaXX€Hb Ta TMpaB JOCTYyNy, a TaKOXX IOBEPHEHHS

oOnagHaHHS MICs MPUITMHEHHS TUCTAHLIMHOT pOOOTH.

JlonaTrkoBa iHMGoOpMaIlis

JuctaniiiiHa poboTa BUKOPUCTOBYE KOMYHIKAIIIMHI TEXHOJIOTIl s HaJAaHHS
MOXJIMBOCTI 0COO1 TpaIfoBaTH BiAJajeHO BiJ (PIKCOBAHOTO MICIsl 3a MeEXaMU HOTO

oprasizartii.
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12 IlpundanHsi, po3pod/eHHs Ta NIATPUMKA iHpopMaLiHHUX CHCTEM

12.1 Bumoru 6e3nexu Ajs iHGpopManiiiHUX CHCTEM

Hine: 3abe3neuntH, Mo Oe3neka € HeBIJ €MHOK YaCTUHOK 1H(QOpMaLiiHUX
CUCTEM.

[HpopmaniitHi cucTeMu BKIIIOYAIOTH OMEpALiHI CUCTEMH, I1HPPACTPYKTYPY,
NpUKJIaJHI mporpamMu Oi3HeCy, CepiiHI MNpPOAYKTH, TOCIYrd Ta po3poOseH]
KOpHUCTYBaueM MpUKIIaHI nporpaMu. [IpoekTyBaHHs Ta BIPOBaIKEeHHS 1HGOpMAIIHHOT
CUCTEMH, sIKa MIATPUMYE Oi3HEC-TIPOIIEC, MOXKE OyTH KIIIOUOBUM JyIs Oe3nexu. Bumoru
0e3MeKy MOBUHHI 1IEHTU(IKYBAaTUCS Ta MOTOKYBATHCS JI0 MOYATKy PO3POOJIEHHS Ta
BIIPOBAXKCHHSI 1HPOPMAIIITHUX CUCTEM.

VYci Bumoru Oe3nekd MOBUHHI OyTH 1A€HTU(IKOBaHI Ha €Tani BCTAHOBJIEHHS
BUMOI' /IO TMPOEKTYy, OOIPYHTOBaHI, MOTOJXEHI Ta 3aJ0KYMEHTOBaHI SIK YacTHUHA

3arajbHOi Oi13HEeC-crpaBH 1HPOPMAIIIHOT CUCTEMH.

12.1.1 Anani3 Ta cneuu@ikaniss BEUMOr 0e3nexkun

3axoau Oe3neKu

[TonoxxeHHst 100 OI13HEC-BUMOT 10 HOBHUX 1HGOpMAIIHHUX cuUcTeM abo
MOJIEpHI3alliil 10 ICHyrouux iHGOpPMAaIIHHUX CUCTEM TMOBHUHHI BHU3HAYaTH BUMOTH IO

3aX0/1B OE3MIEKH.

HacTtaHoBa 111010 BOpOBaKCHHS

Cnemudikamnii  BUMOr  J0  3axofiB  O€3MeKu  TOBUHHI  CTOCYBaTHCS
aBTOMAaTU30BaHUX 3axoAiB Oe3rleKkd, BOYJOBYBaHUX B IHQOpMAIHY cHCTEMY, 1
noTpedu B MIATPUMYIOUMX PY4YHUX 3axojax Oesmeku. [lomiOHI MipKyBaHHS MOBHHHI
3aCTOCOBYBATHUCS MPH OI[IHIOBaHHI po3po0ieHnX abo mpua0aHuX MaKeTiB MPOrpaMHOTO
3a0e3nedeHHs A5 PUKIaAHUX porpam Oi3Hecy.

Bumorn 6e3mneku Ta 3axoau 0e3neky MOBUHHI BiJoOpa)xaTH IIHHICTD JIJIsl Oi3HECY
OXOTUTIOBAaHUX 1HGOpPMALIHUX pecypciB (IuB. TakoX 7.2) 1 TOTEHIIHHY LIKOIY
013HecCy, sKa MOXke OyTH HACIIIIKOM BIIMOBH a00 BIJICYTHOCT1 O€3IeKH.

CucremHi BuMoOru A0 iHGopMaliitHOI Oe3NeKu Ta TMPOILECH 3ampOBaKEHHS
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Oe3neky TOBUHHI OyTHM IHTETPOBaHI Ha TIOYATKOBUX CTaliAX MPOEKTYBAaHHS
iHpopmarliitHoi cuctemMu. 3axoau Oe3MNeKH, sIKl BHECEH1 Ha eTari IPOeKTyBaHHS, 3HAYHO
JIEIeBIIIe BIPOBAIKYBATH 1 MIATPUMYBATH, HIXK Ti, 10 BBOASATHCS MPOTATOM a00 MICIS

BITPOBAJI?)KCHH:I.

JlomoBHeHHSsI
baHku MaroThb BUKOHYBAaTH aHali3 pU3HMKIB HOBHX CHCTEM Ta BIIMNOBIAHI 3aX0au Oe3MeKu Ha

MIOYATKOBUX CTAJISIX MPOEKTYBaHHA 1H(OPMAaLIiHOT CUCTEMH.

SIKo mpoayKTH KymyroTh, Tpeba ciiiyBaTd oQiliiHO odopMieHid mpouenypi
TecTyBaHHs Ta mnpuadaHHsA. KoHTpakTu 3 mocTayaJlbHUKOM IOBHMHHI BPaxOBYBaTH
1IeHTU(IKOBaH1 BUMOTH Oe3neku. Ko pyHKIIOHANBHICTh O€3MEeKH 3apONOHOBAHOTO
MPOAYKTY HE 3aJ0BOJIbHSIE BCTAHOBJIEHHMM BHUMOIaM, TO 10 MNpPUAO0AHHS MPOIYKTY
MOBUHHI OYTH MEPETJIsTHYTI HOB1 BHECEH] PU3HUKH 1 BIAMOBIAHI 3aX0u Oe3neku . SIKIo
MOCTAYAETHCA J0JIaTKOBA (DYHKI[IOHAJIBHICTh Ta CHOPUYMHSIE PU3UK Oe3MeKu, 1e Tpeda
3a00poHuTH abo Tpeba MeperisiHyTH 3alpONOHOBAHY CTPYKTYPY 3aXOJIB KOHTPOJIIO
JUIsl BU3HAYEHHS TOTO, YW MOXYTh OyTH OTpUMaHl TMepeBard 13 30UIbIICHHS

(YHKL10HATBHOCTI.

JlonaTrkoBa iHMGoOpMaIlis

S0 BHM3HAHO MOUUIBHUM, HaNpUKIaA, 4Yepe3 BapTiCTh, KEPIBHUITBO MOXKE
no0axaTd BHUKOPUCTOBYBATH HE3AJIEKHO OIIHEHI Ta CepTU(IKOBaHI NPOAYKTH.
JHonatkoBa iH(opManig moao KputepiiB omiHoBaHHS IT mpoaykrtiB Oe3nexku Moxke
Oytu, 3a motpebu, 3HaineHa B [10] abo IHIMIMX CTaHAApTax 3 OIIHIOBAHHS YU
ceprudikarii.

[4] Hagae HACTAaHOBY LIOJI0 BUKOPUCTAHHS MPOLECIB YNPABIIHHA PU3UKOM IS

ienTrdikairii BUMOT 70 3aX0/11B OE3MEKHU.

12.2 KopekTHe 00p00/IeHHS B TPUKJIAIHUX MIPOrpaMmax

[inp: 3amobirth noMHIIKaMm, BTpaTaM, HECAHKIIOHOBaHIA Moaudikauii ado
3JIOBKUBAHHIO 1H()OPMAIIEIO B MPUKIAAHUX ITpOrpamax.
VYV npukiagHuX Mporpamax, BKIIOYAIOUM MPUKIAAHI TPOrpamu, po3poOseHi

KOpPUCTYBauaMM, I[OBHHHI OyTH CIpPOEKTOBaHI HaJEXH1 3axoqu Oe3meKku s
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3a0e3reueHHs MpaBwiIbHOTO o0poOsieHHs. Ili 3axoau Oe3nekn MOBHUHHI OXOIUTIOBATH
MIATBEPIKEHHS BXITHUX JaHUX, BHYTPIIIHIO OOPOOKY Ta BUXIAHI JaHHI.

s cuctem, ki 00poOJsOTH a00 MarOTh BIUIMB Ha KOH(1IEHIIINHY, HIHHY a00
KPUTUYHY 1HQOpMaIlil0, MOXYTh OyTH MOTPIOHUMHU AOJATKOBI 3axoau Oe3neku. Taxi

3ax0Au O€3MeKy MOBUHHI OyTH BU3HAYECH1 HA OCHOBI BUMOT O€3MEKH Ta OLIHKU PU3HKY.

12.2.1 IlixTBepAKeHHS BXiTHUX JAHUX

3axoau Oe3neKu

BxigHi nmaHi g OpUKIAQAHUX TOpOrpaM MMOBUMHHI OyTH MIATBEP/XKEHI s

3a0e3MeueHHs TOT0, 11O 111 JaH1 € KOPEKTHUMH Ta BIJIOBIIHUMH.

HacTtaHoBa 111010 BOpPOBaKCHHS

Jlo BXiIHUX AaHUX Oi3HEC-TpaHCakIid, (PIKCOBAaHUX AaHUX (HANpUKIAJ, IMEH Ta
aapec, KpeAUTHHUX JIMITIB, MOCUJIATBHUX HOMEPIB KIIEHTA) Ta TaOIUIb MapaMeTpiB
(HampuKJan, IiH OPOJaxy, KypciB OOMIHY BaJIIOTH, TMOJATKOBUX CTaBOK) IMOBHHHI
3aCTOCOBYBaTHUCS NepeBipku. Tpebda po3riisiHyTH HaBeAeH1 HM)KU€ HAaCTaHOBU:

a) BBEJICHHS JaHUX IO JBOX HE3aJCKHUX KaHamax a0o IHIII BXITHI MEPEBIPKH,
Takl K MepeBipka Mex abo OOMEXEHHs IOJIB BU3HAUYEHUMH Jlana3oHaMu BX1IHHUX
JTaHUX, JUIsl BUSIBJICHHS! HUKYCHABEACHUX MTOMUJIOK:
1) 3HaveHb 3a MEKaMU /11aMa30HY;
2) MOMUIIKOBUX CUMBOJIB Y MOJSAX IaHUX;
3) mpormyiieHux ab0 HEMOBHUX JIaHUX;
4) mepeBUILEHHS BEPXHBOT Ta HIXKHBOI MEXK KUTbKOCT1 JaHUX;
5) HECaHKI[IOHOBAHMX AaBTOPHU30BAaHUX abO0 CyNEpPeYHHX KOHTPOJIBHUX
JaHUX;
b) mepioguyHuil Meperysg BMICTY KIIOYOBUX TONIB abo (aiiaiB maHux s
MIATBEPIKEHHA iX JOCTOBIPHOCTI Ta LIUTICHOCTI;
C) mepeBipka JPYKOBaHUX KOMIA BXIIHMX JOKYMEHTIB Ha Oyab-sKi
HECAHKIIIOHOBaH1 3MIHM (yci 3MIHM JO BXIJHUX JIOKYMEHTIB IIOBUHHI OyTH
CaHKI[IOHOBAaH1);

d) mporeaypu pearyBaHHsI Ha IOMIJIKY IT1ITBEPI>KCHHS;
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€) MpoIeaypH TECTYBaHHS MPaBAONOAIOHOCT] BXITHUX JTaHUX;

f) Bu3HaueHHs 00OB’A3KIB BCHOTO MEPCOHAIY, 3aJISTHOTO B IMPOIIECi BBEIACHHS
JTaHUX;

g) CTBOPEHHS JKypHaly peecTpallli IisUIbHOCTI, $Ka CTOCYEThCS MPOIECY

BBeAeHHs nanux (auB. 10.10.1).

JlonaTrkoBa iHMGOpMaILis

Tam, ne 1€ MOXIMBO, MOXYTh OYTH pO3MVISIHYTI aBTOMAaTHMYHUN aHali3 1
MIATBEP/UKEHHS BXIIHUX JaHUX JUISI 3HIDKCHHS PU3UKY IOMIJIOK 1 3amoOiraHHs

3BHYAHHUM aTakaM, BKIJIIOUAIOUM MepenoBHEHHs Oydepa Ta BCTaBKYy KOJIB.
12.2.2 3axoau Oe3nexkH 1040 BHYTPILIHBOI 00pOOKH

3axoau Oe3neKu

[linTBEpAKyBaJIbHI NIEPEBIPKU MOBHUHHI OyTH BOYAOBaHI y MPHUKJIAAHI MpOrpamMu
JUIsl BUSIBJICHHSI Oy/Ib-IKOTO BHKPHUBJICHHS 1H(OpMaIi depe3 MOMWIKH 00poOku abo

HaBMUCHI ii.

HacTtaHoBa 111010 BOpOBaKCHHS

[IpoexkTyBaHHS Ta BIOPOBAKEHHS MPUKIATHUX MpOrpaM MOBUHHI 3a0€3MeUnTH,
00 PU3UKH BIIMOB 0OpOOKH, SIKI BEAYTh 1O BTPATH LIIICHOCTI, OyJM MIHIMAJIbHUMU.
Oco6mB1 chepu IISUTBHOCTI AJ1s1 PO3IIISAY BKIIOYAOTh:
a) (GyHkIii rogaBanHs, MoaudiKallii Ta BUAAICHHS, SKI BAKOPUCTOBYIOThCS IS
BIIPOBAXKEHHSI 3MIH JJaHUX;
b) mponeaypu 3amobiraHHs 3amycKy MporpaM B HEMpPaBUJIbHIN TMOCIHIIOBHOCTI
a0 micis nonepeaHbo1 BigMoBH (auB. Takox 10.1.1);
C) BUKOPUCTaHHS HAJEXKHHUX Mporpam JUisl BITHOBJIEHHS MICIS BIIMOB, 1100
3a0€e3Me4YnT KOPEKTHY 0OPOOKY JaHUX;
d) 3axucT mpoTH aTak 3 BUKOPHCTAHHIM IepernoBHEHHs Oydepa (BUXiJ 3a MEXi
nam’sTi a00 MepenoBHEHHS PO3PAIHOT CITKH)
[loBuHeH OyTH MIATOTOBaHUI HAJEKHUN KOHTPOJIBHUM CIHUCOK, ISIBHICTD
3aJIOKyMEHTOBaHa 1 pe3yibTaTH MOBUHHI Oe3neuHo 30epiratucs. [lpuknanu nepesipok,

K1 MOKYTbh OyTH BOY/ZIOBaH1, BKIIOYAIOTh HaBEICHE HIKYE!
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a) ceaHCOBI a00 TMakKeTHI 3aX0Ju Oe3MeKu JIJIsl BpEeryJitoBaHHs OanaHCy ¢aiiis
TICTIS OHOBJICHHS TPAHCAKIIIM;

b) 3axonu Oe3neku 3 OanaHCyBaHHS MJisi MEPEBIPKU IMOYATKOBUX OaslaHCIB
MOPIBHIHO 3 TONEPEHIMU 3AJIMIIKOBUMHU OajaHCaMU, a came:

1) Big-3amycKy-/10-3aIycKy;
2) KOHTpOJIbHA CyMa OHOBJICHHS (hailiy;
3) Bia-miporpamu-ao-nporpamu;

C) MIATBEPKEHHS 3reHEPOBAHUX CUCTEMOIO BXITHUX AaHUX (nuB. 12.2.1);

d) mepeBipku IUTICHOCTI, aBTEHTUYHOCT1 00 OyAb-SIKUX IHIIUX XapaKTEPUCTUK
Oe3reku JaHuxX abo MPOrpaMHOro 3a0e3MeUeHHsl, IKe 3aBaHTaXXEHO a00 MEePEeCHIaeThCs
MDK [IEHTPaJbHUM Ta BiIJaJICHUMHU KOMII I0T€paMHu;

€) KOHTpOJIbHA CyMma 3amuciB Ta (aiiiis;

f) mepeBipku ans 3a0e3nedeHHs TOro, M0 TPUKIAAHI MPOTPaMU 3aIlyCKalOThCA
y IpaBWJIbHUU Yac;

g) TepeBipKu A 3a0€3MeUeHHs TOTo, 1110 MPUKJIaJAH1 MPOrpaMu 3alyCKarThCs
B [IPaBUJILHOMY MOPSAKY 1 IPUIMMHSIOTHCS Y BUIMAJIKY BIAMOBH 1 1110 TToJ1ajibiia o0poOKa
3YNUHAETHCA, TOKU MTpo0siemMa He Oyze BUpIlICHa;

h) cTBOpeHHs KypHaly peecTpallii JisJILHOCTI, IKa CTOCYEThCS OOPOOKH (IIUB.

10.10.1).

JlonaTrkoBa iHMGoOpMaIlis

Hani, mo Oynu BBEIEHI KOPEKTHO, MOXYTh OYyTH YIIKO/JKEH1 4epe3 MOMMIKHU
amapaTHUX 3aco01B, TOMUJIKH O00poOku abo dyepe3 3moBMHUCHI Jii. OOOB’S3KOBI
NIATBEPIKYBaJIbHI MEPEBIPKU OYIyTh 3aJI€’KaTH Bl CYTHOCTI MPUKIAAHOI IPOrpaMu Ta

BIUTMBY Ha 013HEC OyIb-sIKOTO YIIKOJKEHHS JaHUX.

JlomoBHeHHsI

banku MarTh 3a0e3nmeunTH 3axXUCT BiM MoAMQIKamii 3 BUKOPUCTAHHSIM EJIEKTPOHHOTO
1M(pOBOro MIAMKUCY YCIX BXIIHUX JaHUX MPUKIAJHUX [IPOrpaM Ta JaHUX B Mpolieci iX 30epexeHHs Ta
00pOoOKM NPUKIAJHUMHU [POrpaMaMy BIANOBIIHO OO HOPMAaTHUBHO-IPaBOBHUX akTiB HarioHaibHOrO

0aHKy YKpaiHU CTOCOBHO €JIEKTPOHHUX JOKYMEHTIB.
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12.2.3 HijgicHicTh MOBiIOMJIEHHS

3axo1 Oe3IeKu

[ToBuHH1 OyTH i7eHTU(IKOBaHI BUMOTH LI0JI0 3a0€3MeYeHHs] aBTEHTUYHOCTI Ta
3aXUCTY LUIICHOCTI MOBIIOMJIEHb Y MPUKIATHUX MPOrpaMax, HAJIEkKHI 3aX0Au Oe3MeKu

MOBUHHI OYTH 1ICHTH(IKOBaH1 Ta BIIPOBAIKEHI.

HacTtaHoBa 111010 BOpOBaKCHHS

[loBuHHA 31IMCHIOBATUCSA  OI[IHKA PU3HMKIB  O€3MeKu i1 BHU3HAYCHHS
000B’SI3KOBOCT1 LUTICHICTh MOBIIOMJIEHHS 1 JUIs 1A€HTU(IKALIT HAHOUIbII HAJIEKHOTO

MCTOAY BIIPOBAIKCHHA.

JlonaTrkoBa iHMGoOpMaIlis

Sk HanexxHi 3acoO0M BHOPOBAKEHHS aBTEHTU(IKAIli MOBIIOMJIEHHS MOKHA

BUKOPUCTOBYBATH KpunrTorpadiyHi 3acodbu (nus. 12.3).

JlomoBHeHHsI
banku MmaroTh 3a0e3MeuuTH ILUTICHICTh Ta KOH(IIEHIINHICTh IMOBIJOMIIEHb, SIKI MICTSTh

iHpopMalito 3 rpudpom “6aHKIBCbKA TAEMHULS .

12.2.4 IlixTBepAKeHHSI BUXITHUX JaHUX

3axoau Oe3neKu

Buxigni npaHi nOpukiagHOi MpOrpaMHM  TMOBHUHHI OyTH MIATBEPXKEHI IS
3a0e3MeueHHs TOro, 1o oO0pobsieHHs iH(opMalli, sKy 30epiratoTh, € KOPEKTHUM Ta

BIAMOBIIHUM 10 0OCTaBUH.

HacTtaHoBa 111010 BOpOBaKCHHS

[TinTBepIKEHHS BUXITHUX TAHUX MOYKE BKJIIOYATHU
a) TepeBIpKy MPaBAOMOMIOHOCTI JJis TECTYBaHHS, YU € BUXIAHI JaHi
NPUUHATHUMU;
b) y3romkeHHs KOHTPOJIBHUX OOYHUCIIEHB, 1100 3a0e3neyuTu OOpOoOJISIHHS BCIX
JTaHUX;
C) HaJaHHsS JOCTAaTHBROI 1H(OpMaIii I 3uuTyBadya ab0 HACTYMHOI CUCTEMH
00poOKkH, 1100 BU3HAUMUTU OE3MOMUIKOBICTh, MOBHOTY, TOYHICTh Ta KiacU(iKaIliio
iHbopMarlii;

146




COY HBYVY 65.1 CVIb 2.0:2010

d) mpouenypu pearyBaHHs Ha MiATBEPAKYBaJIbHE TECTYBaHHS BUXITHUX JIaHUX;

€) BU3HAuY€HHs 000B’S3KIB BCbOI'O MEPCOHANY, 3aJIITHOTO B MPOIIECi OAepKaHHS
BUXITHUX JAHUX;

f) cTBOpeHHs >KypHanmy peecTpallli IiSUIBHOCTI, $Ka CTOCYEThCS MPOIECY

MITBEP/KEHHS BUXITHUX JTaHUX.

JlonaTrkoBa iHMGOpMaILis

3a3BUyail CUCTEMHU Ta MPUKIIATHI MPOTrpaMu PO3POOJIAIOTECS B MPUITYIICHH], 1110
AKIIO YKUTO HAJIEXKHHUX MIATBEPIKEHHs, Bepu(ikalii Ta TecTyBaHHSA, BUXIJHI JaHI
3aBXId OyAayTh KopekTHUMHU. OJHaK, 1€ TPUNYIIEHHS HE 3aBXAU € JIHCHUM,;
HaIpPUKJIad, CUCTEMH, TECTYBaHHsS SIKMX OyJI0 BHUKOHAHO, MOXYTbh NPOJOBXYBAaTH, 3a

MeBHUX 00CTAaBUH, BUJABATH HEKOPEKTHI BUXIIHI JaHI.

12.3 Kpunrorpadgivni 3axoau 0e3nexku

Hine: 3axucTuTH KOH(DIIEHLIHHICTh, aBTEHTUYHICTh a00 LUIICHICTh iH(opMmalii
KpunTorpapyHUMH 3aCO0aMHU.

[loBunHa OyTu po3poOseHa MOJITHKAa BUKOPUCTAHHS KpUOTOrpadiyHUX 3aXO0/A1B
oesneku. i1 MIATPUMKH BUKOPUCTAHHS KpUOTOrpagiyHUX METOJIB MOBUHHE OyTH

HasaABHUM ynpaBJIiHHH KIIFOYaMH.

12.3.1 lHosiTuKa BUKOPUCTAHHA KpUNTOrpagivyHux 3acodiB

3axoau Oe3neKu

[loBuaHa Oyt po3poOJieHa 1 BIPOBAPKEHA TMOJITAHKA BUKOPUCTaHHS

KpunTorpapyHUX 3ac001B JIs 3aXUCTy 1H(popMallii.

HacTtaHoBa 111010 BOpOBaKCHHS

[Ipu po3poOneHHi KpunrorpadiuHoi MOJITUKM Tpebda pPO3IJISHYTH BUKIIAJEHE
HUXKYE:

a) MAXiJ KEpIBHMITBA /IO BUKOPUCTAaHHA KpunrorpadiuHux 3aco0iB
B yciii opraHizamii, BKJIIOYalOYM 3arajibHl NPUHLMIH, 3TITHO 3 SKUMU Oi3HEC-
iH(dOopMallis TOBUHHA 3axUIIaTUcs (quB. Takox 5.1.1);

b) BUXOASiUM 3 OLIHKU PU3HKY, MOBUHEH OYyTH 1IEHTHU(IKOBAHHA MOTPIOHUI
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pIBEHb 3aXUCTy 3 ypaxyBaHHSIM THILY, CTIMKOCTI Ta SKOCTI HEOOXIJTHOTO alrOpUTMY
¢ pyBaHHS;

C) BUKOPUCTaHHS WM(pyBaHHS AJIs 3aXUCTY KOHQIAEHUIHHOT 1HpopMmalii, sKa
TPaHCHOPTYEThCSI Ha MOOUIBHUX a00 3MIHHMX HOCISIX, MPUCTPOsSX abo uepes
KOMYHIKaIl1i{H1 KaHaJIu;

d) migxig A0 yHpaBlIiHHS KIHOYaMH, BKJIIOYAIOYM METOAM, IO CTOCYIOThCS
3aXUCTy KpunTorpadiuHuX KIIOYIB Ta BIJHOBICHHS 3amiM@poBaHoi iHpopmMalii y
BUIIAJIKy BTPAYEHUX, CKOMIIPOMETOBAHUX a00 YIIKOKEHHUX KIIOUIB;

€) poJIi Ta BIAMOBIAATBLHOCTI, HAIIPUKJIIAJI, XTO € BIAMOBIJAIBLHUM 34!

1) BOpoBaKEHHS MOJITUKHY;
2) ynpaBiiHHS ~ KJIIOYaMH, BKIIOYAIOYM  TeHepalilo  Kioda  (IuB.
Takox 12.3.2);

f) cranmaptu, siki MOBUHHI OyTH NMPUUHATI 111 €(EKTUBHOIO BIPOBAIKCHHS B
yciil opranizauii (ke pilIeHHs BUKOPUCTOBYETHCS JIsl AKOTO O13HEC-TPOLIECY);

g) BIUIMB 3aCTOCYBaHHs 3alM@poBaHoi iHQopMallii Ha 3axoau Oe3neku, sKi
3ajiexaTh Bl MeperyisiAy BMICTY (HaIpUKIiaa, BUSBICHHS BIpYCY).

[Ipu 3anpoBamxeHi kpuntorpadiyHoi MOJITUKU OpraHizaiii Tpeda po3TsHYTH
HOpPMATUBM Ta HalllOHAJIbHI OOMEXEHHs, $KI MOXYTh 3aCTOCOBYBAaTHUCA IO
BUKOPUCTaHHSI KPUOTOrpapIiyHUX METOMIB y PI3HUX YacTHHAX CBITY, Ta IpoOiemMu
TPaHCKOPJIOHHUX MOTOKIB 3amupoBaHoi iHpopMailii (quB. Takox 15.1.6).

Kpunrorpadiuni 3axoau 0e3neKd MOXYTh BUKOPUCTOBYBATUCS IJIsi TOCATHEHHS
PI3HUX IUIeH O€3IeKu, HAITPUKIIAT:

a) KOHQIIEHIIHHOCTI: BUKOPUCTAHHS MHUQPPYyBaHHS 1HQOpMaLi s 3aXHCTY
KoH(ineHniiHoi abo KputuyHOi 1HQOpMalii, K 30epexeHoi, Tak 1 Ti€i, 110
NePeIaeThes;

b) HITICHOCTI/aBTEHTUYHOCTI: BUKOPUCTAHHS IUGPOBUX MIANUCIB ab0 KOJIIB
aBTeHTU(DIKAIli MOBIIOMJICHHS JJIsl 3aXMCTY aBTEHTUYHOCTI Ta LUIICHOCTI 30epexeHol
a0o0 Ti€l, 1110 epeaeThesl, KOH(DIIeHIMHOT a00 KpUTHYHOT 1H(hOpMAaIIii;

C) HECHPOCTOBHOCTI: BUKOPUCTAHHS KPUNTOTpa(iuHUX METOAIB AJIsi OTPUMaHHS

JI0Ka31B BUHUKHEHHSI a00 HE BUHUKHEHHS noail ado Jii.
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JlomoBHeHHsI
banku MarTh BUKOPUCTOBYBATH KpUNTOrpapiuHUil 3axucT I1HQopMalii BIIHOBIIHO [0

HOPMAaTUBHO-NPaBOBUX akTiB HaiioHanbHOro 6aHky Ykpainu.

JlonaTrkoBa iHMGOpMaIlis

[IpuitHATTS pillIeHHS MIOAO TOT0, Yd KpUNTOrpadiuHe pIIICHHS € HaJIeKHUM,
MOBUHHE pO3MIISIATUCA SK YacTHHA OUIBII HIMPOKOrO MPOLECY OLIHKM PHU3UKY Ta
BUOOpY 3axo/iB Oe3neku. Llg ominka Moxe moTiM OyTH BUKOPUCTaHA ISl BU3HAUCHHS,
gy KpunrtorpadiyHi 3aco0M € HaleXHUMH, SKOTO THUIY 3axonud Oe3meku Tpeda
3aCTOCYBATH Ta JJISI SIKUX ILJIeH 1 G13HEC-TIPOIIECiB.

[lonmiTuka BUKOpPUCTaHHSA KpuntorpadiuHux 3aco0iB € HEOOXIIHOK s
Makcumizalii nepeBar Ta MiHIMI3alli PU3UKIB BUKOPUCTAHHA KpUOTOrpadidyHUX
METO/IIB, a TaKOX JUIsl YHUKHEHHS HEHAJEeKHOro ab0 HEKOPEKTHOTO BUKOPUCTAHHS.
[Ipu BuxopuctaHHi 1UGPOBUX MIANUCIB Tpebda PO3MIIAHYTH BCE  ICHYIOUYE
3aKOHOJJAaBCTBO, OCOOJMBO 3aKOHOJABCTBO, SIKE OMUCYE YMOBH, 3a AKUX HUPPOBUMN
MIJMNAC € PUANYHO 000B’ 13K0BUM (1uB. 15.1).

Tpeba orpumatu pexomeHpaalii ¢axiBusg s 1IeHTU]IKALI] HaJeKHOTO PIBHS
3aXMCTY Ta BUBHAUCHHS MPUIATHUX crienuikaliii, siki HaaaayTh HEOOXITHUM 3aXUCT Ta
NIATPUMAIOTh 3aMPOBA/KEHHS] O€3MeYHOi CUCTEMHU YIpaBIIHHSA KIo4yaMHu (JUB.
Takox 2.3.2).

ISO/IEC JTC1 SC27 po3pobuB JieKiibKa CTaHAApTIB CTOCOBHO KpUNTOTpadiuHUX

3aco0iB. JlomaTkoBy iHGOpMaIliro MOKHA TaKoK 3HaiTu B [18] ta [17].
12.3.2 YnpaB/liHHA KJIKOYaAMH

3axoau Oe3neKu

JUis miATpUMKH BUKOPUCTaHHS B Oprasizaiii Kpunrorpad@iuHuX MeETOiB

ITOBHUHHO 6YTI/I HasaABHUM ynpaBJIiHHH KIIFOYaMMU.

HacTtaHoBa 111010 BOpOBaKCHHS

VYci kpunTorpadiyHi K104l MOBUHHI OyTH 3axuileHi BiJ Moaudikalii, BTpaTH Ta
3HMIIeHHA. KpiM Toro, TaeMHiI Ta OCOOMCTI KIIOYl MOTPEeOYIOTH 3aXHUCTy BIJ

HCC&HKHiOHOBaHOFO PO3IOBCIOKCHH. O6H3I[H3HHSI, SAKC 3aCTOCOBYIOTH IJIA reHepaui'l',
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30epiraHHs Ta apxiByBaHHs KIIIOU1B, IOBUHHE OyTH (PI3MUHO 3aXUIICHE.

Cucrema ynpaBiiHHS KJIlOYaMU MOBHHHA 0a3yBaTHCS Ha MOTOJKEHOMY Habopi
CTaHJaPTIB, MPOIEAYP Ta METOIB O€3IEeKH I10]10:

a) TeHepalli KIIOYIB IS PI3HUX KPUNTOrpaQIuHUX CHUCTEM Ta pIZHHUX
MPUKIAJIHUX TPOrPaM;

b) renepaiii Ta oTpuMaHHs cepTU(]PIKATIB BIAKPUTUX KITIOUiB;

C) PO3MOAUTY KJIIOUIB cepell MPU3HAUYCHHX KOPUCTYBauiB, BKJIIOYAIOYH Te, SK
KJIFOY1 TOBMHHI OyTH aKTUBOBAHI IMICIsl OTPUMAHHS;

d) 30epiranHs KJIIOYiB, BKJIIOYAIOUM, SIK KOPUCTYBadi, SIKI MalOTh CaHKIIIO,
OTPUMYIOTh JOCTYII A0 KIIIOUIB;

€) 3aMiHd a00 OHOBJICHHS KJIIOYiB, BKJIIIOYAIOYM MPAaBUJIa CTOCOBHO TOTO, KOJIU
KJIFOU1 TOBMHHI 3aMIHIOBATHCS 1 IKUM YMHOM IIe TpeOa poOuTH;

f) moBoMKEHHS 13 CKOMIPOMETOBAHUMHU KIIIOUAMH;

g) BUIKJIMKAaHHS KIIOYiB, BKJIIOYAIOUU T€, SIK KJIFOY1 TOBUHHI OYTH cKacoBaHi abo
JI€aKTUBOBAHI, HANpPUKIAJ, KOJIU KIHOYl CKOMIIPOMETOBAaHO ab0 KOJM KOPUCTYyBay
3ajMIIae oprauizaiito (y skoMy BUNAAKY K04l HOBUHHI TaK0k OyTH apXiBOBaHi);

h) BiIHOBJICHHS KJIIOYiB, SIKIi BTpaueHO ab0 3pyHHOBaHO, $K YacTHHA
yIOpaBIiHHA O€3MepepBHICTIO Oi3HECy, HampWKIaA JJs BITHOBIEHHS 3amudpoBaHOL
iHbopMarlii;

1)apXiByBaHHs ~KJIIOYIB, Hampukiaa, Ui apxiBoBaHoi abo  pe3epBHOL
CKONiHOBaHO1 1HGOpMAII;

J)3HUILIEHHS KJIIOYiB;

k) peectpyBaHHs Ta ayUT AISUIBHOCTI, OB’ A3aHOT 3 YIIPABIIHHAM KIIIOYaMH.

3 METOI0 3HWKEHHS HMOBIPHOCTI KOMIIpOMETAIlll, aKTHBallisl Ta JeaKTUBAIlis
JaHUX JJIS KJIIOYiB MOBMHHA OyTH BH3HA4Y€HA TaK, 00 KIIOUl MOTJIM 3aCTOCOBYBATHCS
nuiie ooMmexkenuid nepion vacy. Lleit mepion yacy moBHHEH 3ajie’kaTu BiJ 0OCTaBUH, 3a
SAKUX BUKOPUCTOBYETHCS KpUnTorpadiyHuii 3acid, Ta BiJi yCBIIOMIIIOBAHOTO PU3HUKY.

Jlo1laTKOBO /10 0€3MEeYHOr0 YIpaBIiHHSA TAEMHUM Ta OCOOMCTUM KIIFOYaMHU TaKOX
NMOBUHHA OyTH pO3IUISIHYTa aBTEHTHYHICTh BIAKPUTHX KiroviB. Takuil mpoiiec

aBTeHTU(IKalli MOXE BUKOHYBAaTHUCA 13 BHUKOPUCTAHHAM CEepTU(DIKATIB BIAKPUTUX

150



COY HBYVY 65.1 CVIb 2.0:2010

KJIIOUIB, K1, 3a3BUYail, BATYCKAIOThCS MOBHOBAKHOIO OpraHi3alli€ro 3 cepTudikailii, ska
NMOBMHHA OYyTHM BHU3HAHOIO OpraHi3alllel0 3 HasBHUMH 3axojamMu Oe3neku Ta
npoLeaypaMy NPUAATHUMU 1Ji 3a0e3MeueHHs] He0OX1AHOTO CTYIIEHS TOBIPH.

3MmicT yrog abo KOHTPAKTIB IIOJO PIBHSA MOCIYr 30BHIIIHIX MOCTaYalbHUKIB
KpunrorpadiyHUX TMOCIAYT, HAMNpPUKIad, TOBHOBAaXXHOI oOpradizaiii 3 ceptudikarii,
MOBUHEH OXOIUTIOBATH MUTaHHS OOOB’SI3KIB, HAJIMHOCTI MOCIYT Ta 4acy pearyBaHHS

10/10 HaJlaHHs TocayT (1uB. 6.2.3).

JlomoBHeHHsI
banku MaroTh KopucTyBaTHCS LEHTpaMu cepTudIKalii KI0YiB, fKi BHKOHAJIW BHUMOTH
HOpPMaTUBHUX JOKyMeHTIB HarioHansHOTO OaHKy YKpaiHu il IpOUIIIIIN PEECTPAIliI0 Ta aKPEAUTAIIIIO Y

3acBiquyBasibHOMY IIeHTp1 HarionanpHOTO 6aHKY YKpaidu.

JlonaTrkoBa iHMGoOpMaIlis

VYropaBiniHHS KpUOTOrpapIYHUMHU KIIOYaMU € BaXJIUBUM i €(EeKTUBHOTO
BUKOPHUCTaHHS KpuntorpadiuHuX MeToAiB. [6] Hajae noAaTKOBY iH(opMaIlito 11010
yIpaBIliHHS KII04aMu. J[BoMa BUJlaMH KpUNTOrpadiaHUX METO/IB €:

a) METOAU TAEMHOTO KJIO4Ya, KOJIW JABI abo OuIbIlE CTOPOHU CIUIBHO
BUKOPUCTOBYIOTH OJIMH 1 TOM e KJI0Y, 1 IIeH KIII04Y 3aCTOCOBYIOTH SK I IU(pyBaHHS,
Tak 1 gemudpyBaHHS iHQopMaIllli; el KoY TOBHHEH 30epiraTucs B Tae€MHMII,
OCKUIbKU OyAb-XTO, SKMH Mae JOCTYN A0 I[bOTO KIIo4a, 37aTeH JemudpyBaTH BCIO
iHpopmarlito, 3amuppoBaHy 3a JONOMOIOI0 IBOTO  KJIo4ya, ab0  BHECTH
HECaHKI[I0HOBaHY 1H(pOpMAaIlit0, 3aCTOCOBYIOUH 11eH KITIOY;

b) MeToau BIAKPUTOrO KIIOYa, 1€ KOXXKHHUIM KOPUCTYyBad Mae€ Mapy KIOYIB,
BIIKpUTUHN KITIOY (SIKMI MOke OyTH BIATBOpEHUN Oyab-KUM) Ta OCOOUCTHI KITI0Y (SIKUUN
NOBUHEH 30epiratucss B TAa€MHHMIN); METOAU  BIAKPUTOrO  KJIKOYa  MOXKYTh
3aCTOCOBYBATHUCS JUIsl IU(PPYBAHHS Ta ISl CTBOPEHHS HU(PPOBUX MIAMUCIB (AUB. TAKOK
[71, [8] Ta [9]).

€ 3arposza mipoOKu IU(POBOro MIAMUCY MUIAXOM 3aMiHU BIIKPUTOrO KITHOYa
KopuctyBaua. Ll mpoOiema BpaxoBYeTbCsl BUKOPUCTaHHSIM cepTu(ikaTa BIAKPUTOTO
KJTIOYa.

Kpunrorpadiuai MeToId MOXYTh TaKOXX BHUKOPUCTOBYBATHCS IJIsi 3aXHUCTY
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KkpunrorpagiyHux KiIO4iB. Moxke TOTpeOyBaTHCS PO3IJISL] MPOIEAyp IJisa oOpoOKU
NPaBOBHUX 3allMTIB Ha JOCTYN 10 KpUNTOTpadidyHUX KIIOUiB, HAMPHUKIAI, MOXE
3HAaI00MTHCH, MO0 3amudpoBana iHdopmalis Oyna JOCTYNMHOIO B He3amM(ppoBaHi

dbopmi sk J0Ka3 y CYJOBiH CIpasi.

12.4 be3neka cucteMHuX (aiiiB

[inb: 3abe3neuntn O0€3MeKy CUCTEMHUX (ailiB.

JlocTyn 10 cucTeMHUX (aijIiB Ta MOYaTKOBOTO MPOTPAMHOTO KOy TIOBUHEH OyTH
KOHTpOJboBaHuM, a IT mpoekTn Ta MisIbHICTh 3 00CIYyrOByBaHHS MOBHHHI BECTHCS Y
Oesnmeunnii cmoci6. Tpeba mnorypOyBaTHUCS IIOAO YHUKHEHHS HE3aXHUIIEHOCTI

KOH(D1IEeHIIMHUX JaHUX Y BUIIPOOYBaILHOMY CEPEAOBHILLL.

12.4.1 3axoau Oe3meKH MO0 MPOrPaMHOrO 3a0e3neYeHHs, AKe 3HAXOAUTHCS

B €KCILIyaTamil

3axoau Oe3neKu

[loBuHHI OyTH HasABHUMH MPOLEAYPU KOHTPOIO IHCTANALIL IPOrpaMHOIO

3a0e3MeueHHs B CUCTEMAaX, 110 3HaXOASAThCS B €KCILTyaTallli.

HacTtaHoBa 111010 BOpOBaKCHHS

Jis MiHIMI3alii pU3UKY VYIIKOJDKEHHS ONEpalifHuX CUCTEM MOBUHHI OyTH
PO3IJISIHYTI HaBEJIeH1 HUKY€ HACTAHOBU 11010 KOHTPOJIIO 3MiH:

a) OHOBJICHHSI MPOTPAMHOI0 3a0€3MEUeHHs, 110 3HaXOASThCA B €KCIUTyaTallii,
NpPUKIAAHUX TporpaM Ta O10J10TEK MporpaM TOBHMHHI 3[1MCHIOBATHUCS JIMIIE
agMIHICTpaTOpamMu, sIKi MPOWIIUIM HAaBYaHHS, MICIAS HAJaHHS iM BIAMOBITHOI CAHKIIi
KepiBHUITBA (nuB. 12.4.3);

b) cucreMu, 10 3HAXONATHCS B EKCIUTyaTallii, MOBHHHI MICTUTH JIUIIE
3aTBEepKEHUI BUKOHYBAaHMM KOJI, a HE PO3pOOJIEHUHN KO Y KOMITUIATOPH;

C) MPUKIAJIHI TpOrpaMH Ta NporpaMHe 3a0e3MeUeHHs] ONepaliiiHuX cUucTeM
MOBUHHI 3alPOBAXKYBATHUCS JIUIIIE MICsl BCEOIYHOrO Ta YCIHIIIHOIO TECTYBaHHS; TECTH
MOBUHHI BKJIIOYATH TECTYyBaHHS Ha MPOCTOTY BUKOPUCTaHHS, O€3MeKy, BIUIUB Ha 1HII
CUCTEMH Ta 3PYUYHICTh JIJIi KOPUCTYBAUiB 1 MOBUHHI BUKOHYBATUCS HA BIIOKPEMJICHUX
cucremax (auB. Takox 10.1.4); Tpeba 3abesmeunTH, MmO BCl BIANOBiIHI 010J110TEKH
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MOYAaTKOBHUX MTPOTrpaM OHOBJIEHI;

d) anga monep:kaHHS KOHTPOJIO SIK HaJ yCIM BIPOBAHKEHUM IMPOTpaMHUM
3a0e3Me4YeHHsIM, TaK 1 HaJ YCI€El0 CHUCTEMHOIO JIOKYMEHTAlll€l0 TOBUHHA
BUKOPUCTOBYBATHUCS CUCTEMA KOHTPOJIIO KOHPIrypallii;

€) CTpaTerisi pe3epBHOI0 KOMIIOBAaHHS MOBUHHA OYTH HasiBHA J10 BIPOBAKEHHS
3MIH;

f) s BCix OHOBJIEHB OI0JIOTEK Tporpam, IO 3HAXOIATHCS B EKCILTyaTallii,
MOBUHEH NIATPUMYBATHUCS KYpPHAI ayAUTY;

g) SK 3aXiJ Ha BUIMAJI0K Herepea0auyyBaHUX 0OCTaBUH MMOBUHHI MITPUMYBATHUCS
nonepeiHi Bepcii MPUKIAIHOTO MPOTPaMHOT0 3a0e3MeYeHHS;

h) crapi Bepcii mporpamHoro 3a0e3neyeHHs MOBUHHI 30epiraTucs B apXiBi
pazoM 3 yciel0o HeoOXinmHOK 1HGOpMal€ld Ta MapaMeTpaMu, MpOLEAYypaMHu,
NoApOOUIISIMU 1010 KOH(QIrypamii Ta nporpaMaMu MIATPUMKH, CTUIBKH X 4Yacy,
CKUIBKH B apXiBi 30€piraroThbCsl 1aHi.

[Iporpamue 3a0e3nedyeHHs CUCTEM, IO 3HAXOJATHCA B EKCIUTyartalii, sKe
MocTayae BHUPOOHUK, TOBHHHE OOCIYrOBYBaTHCS Ha PIBHI, SKUA NIATPUMYE
nocravajpbHuK. Yepe3 TMeBHUH Yac BHUPOOHMKM TPOrpPaMHOrO  3a0e3MeUYeHHS
OPUNHUHSAIOTh MIATPUMYBAaTH  TOMEpeAHl Bepcli mporpaMHOro  3abe3nedeHHs.
Opranizaifiss TMOBUHHA PO3MJISIHYTH PU3UKH 3aJE€KHOCTI BIJ HEMIATPUMYBAHOTO
MPOrpaMHOro 3abe3rneyeHHsl.

Bynb-sike pilieHHs MIOAO0 TNEpexoAy Ha HOBY BEpCil0 NMOBHHHE BpPaXOBYBaTH
Oi3HEC-BUMOT'M IIOJO0 3MIHM Ta 0Oe3neky Bepcii, TOOTO BBEAECHHS HOBOI
(byHKLIOHATBHOCTI Oe3mekn abo KUIBKOCTI Ta CEpHO3HOCTI MpobsieMm Oe3meku, sKi
BIUIMBAIOTh Ha 110 Bepcilo. BumpaBieHHs mporpamMHoro 3a0e3nedyeHHs MOBHHHI
3aCTOCOBYBATHUCS, SIKIIO BOHU MOXYTh JOIMOMOITH YCYHYTH a00 3MEHIIMTH CJa0Ki
Miciist 6e3nexu (auB. Takox 12.6.1).

®i3uyHuit a00 JOTTYHUN TOCTYN MOBMHEH HAJaBaTUCS MOCTadaIbHUKAM JIMIIE 32
HEOOXIHOCTI Ta 3 METOI MIATPUMKH 1 MICJS 3aTBEPAKEHHS KepiBHULTBOM. [loBUHEH
31IACHIOBATUCS MOHITOPUHT AISUIBHICTh MOCTaYaIbHUKIB.

HporpaMHe 3a0€e3MeUeHHs MOJKE 3aJIC)KATH Bi):[ MporpaMHoOro 3a0e3neueHHs Ta
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MOJIYJIIB, SIKI TIOCTa4alOThCs 330BHI Ta sIKi TpebGa MOHITOPUTH 1 KOHTPOJIOBATH, 1100

YHUKHYTH HECAHKLIOHOBAHUX 3MiH, K1 MOKYTh IPUBHECTH CJIa0K1 MICIIsl O€3IMEKH.

JlonaTrkoBa iHMGoOpMaILis

OneparliiiHi cUCTEMU NOBUHHI OHOBIIOBATUCA JIUIIE TOJl, KOJIU B IIBOMY €
HEOOXIAHICTh, HANpPHUKJIAA, SIKIIO MOTOYHA BEpCis ONepauiiHOi cucTeMH Oulblle He
niaTpumye 6i3Hec-BUMOTrd. OHOBIIEHHS HE MOBMHHO 3/1MCHIOBATUCA JIUIIE TOMY, IO
cTaja JOCTYIHOIO HOBa BepcCis omnepaliiHoi cucteMu. HoBi Bepcii onepaiinHiux cCUCTeM
MOXYTh OyTH MEHII 3aXHWIIeHl, MEHII CTa0UIbHI Ta MEHII 3pO3yMUIi, HDK MOTOYHI

CUCTEMU.
12.4.2 3axucT JaHUX VISl TECTYBAHHA CHCTEMH

3axoau Oe3neKu

Jlani nns TecTyBaHHS TMOBMHHI OYyTHM pETeNbHO BiAiOpaHi, 3axWINeH] Ta

KOHTPOJIbOBAHI.

HacTtaHoBa 111010 BOpOBaKCHHS

Tpeba yHukaTu BUKOpPUCTaHHS [UIsi UUIEH TecTyBaHHsA 0a3 JaHUX, IO
3HAXOAThCS B EKCIUTyaTallii, siki MICTATh NEepCcOHaNbHY 1H(opMailito abo Oyab-sIKy
HIYy KoH(ineHuiiiHy iHpopManito. SKkmo mnepcoHanbHa abo Oynb-ka 1HIIA
KoH(ineHIiiiHa 1HpopMallisi BUKOPUCTOBYEThCA JUIsl LUIeH TECTyBaHHS, yCl
KOH(]17eHII1HI MoapoOUIll Ta BMICT MOBHUHHI O BUKOPUCTaHHsS OyTH BUJajeHI abo
MOAM(IKOBaHI 10 HEBMI3HAHHOCTI. JIJIsl 3aXUCTy eKCIUTyaTallliHUX JaHuX MpU iX
BUKOPUCTaHHI JJis IUIEH TECTyBaHHS IOBMHHI 3aCTOCOBYBATHCS HAaBEJCHI HIKYE
HACTaHOBH:

a) TpoUEAYypU KOHTPOJIO JIOCTYIY, SIKl 3aCTOCOBYIOTh 10 MPUKIATHUX CUCTEM,
10 3HAXOMASTHCS B EKCIUIyaTallii, MOBUHHI TaKOX 3aCTOCOBYBATHCS 10 MPUKIAJIHUX
CHUCTEM, 1110 TECTYIOThCS;

b) KomitoBaHHS eKCIUTyaTamiiHoi 1HdopMalii s MNPUKIAAHOI CUCTEMH, IO
TECTY€EThCSI, IOBUHHO CAHKIIIOHYBAaTUCS KOKHOTO Pa3y OKPEMO;

C) eKcruryarailiiina iHdopMailisi TOBUHHA BUJAJSATUCS 3 MPUKJIATHOT CUCTEMU,

10 TCCTYETHCA, HETAWHO ITICIA 3aBCPHICHHA TCCTYBAHHSA,
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d) xomitoBaHHS Ta BHUKOPHCTAHHS eKCIUTyaTaliiHoi iHQopmalii MOBUHHE

peecTpyBaTucs 11si GOpMYBaHHS KypHAIly ayJIuTy.

JlonaTrkoBa iHMGoOpMaILis

[TpuiimManibHe TECTyBaHHS Ta TECTYBaHHS CHUCTEMHM 3a3BHUYall MOTpeOye 3HAUYHUX
00CSTIB TECTOBUX JaHWUX, HAMOMMKYUX N0 EKCIUTyaTal[liHUX JaHUX, HACKUIBKH 1€

MOJTHBO.
12.4.3 KoHTpPoJIb J0CTYNY /10 MOYATKOBHUX KO/AiB IPOrpaMu

3axoau Oe3neKn

JlocTyn 10 MOYaTKOBUX KOJIIB MPOTrpaMu OBUHEH OyTH OOMEKEHHUI.

HacTtaHoBa 111010 BOpOBaKCHHS

JlocTynn 0 MOYAaTKOBUX KOJIB MPOrpaMy Ta MOB’SI3aHUX €JIEMEHTIB (TaKUX SIK
MPOEKT, crnernudikaiii, mwianu Bepudikaili Ta MIaHU MiATBEPHKEHHS) MOBUHHI OyTH
pPETENIbHO  KOHTPOJILOBAHUMHU ISl 3aloOiraHHs BHECEHHIO HECaHKI10HOBaHOi
(GYHKLIOHATBHOCTI Ta YHUKHEHHS HEHaBMHUCHMX 3MiH. J[Ji1 TOYaTKOBUX KOJIB
MPOrpaMM I[bOTO MOKHA JIOCSTTH 32 JOMOMOI'OI0 KOHTPOJIBOBAHOTO LEHTPaII30BaHOTO
30epiraHHs TakKOTro KOAY, Kpaiie y O0i07ioTeKkax IMOYaTKOBUX MporpaMm. Y TaKOMY
BUIAJKY Tpeba pO3IJIAHYTH HaBeJACHI HUKYEe HACTaHOBU (quB. Takox 11) s
KOHTPOJIFO JIOCTYNy JO TakuX OI0JII0TEK IOYAaTKOBUX MpOrpaM, 00 3MEHIIHUTU
MO>KJIMBICTh pyHHYBaHHS KOMIT FOTEPHUX MPOTPaM:

a) 3a MOXJIMBOCTI, 010J110TEKH MOYATKOBUX MPOrpaM He NMOBUHHI 30epiraTucs B
cUCTeMax, 10 3HaXOSAThCS B €KCILTyaTallli;

b) ynpaBiiHHS NOYaTKOBUM KOJIOM IporpamMu Ta O10J10TEKOI0 MOYaTKOBUX
porpaM MOBUHHE 3A1MCHIOBATHUCS BIATIOBIIHO 10 pO3pO0JIEHUX MPOLEAYD;

C) JONMOMIXKHHUI TEpCOHal HE TOBMHEH MaTH HEOOMEXEHMH J0CTyn M0
010110TeK MOYAaTKOBUX MPOTpam;

d) oHoBneHHs1 010J110TEK MOYATKOBUX MPOrpaM Ta MOB’S3aHUX EJIEMEHTIB 1
HaJaHHS JpKEepel NporpaM IporpamicTaM IOBHMHHI 3A1MCHIOBATHCS JIMIIE TICHS
OTPUMAaHHS BIAMOBIIHOT CAHKIIIT;

€) JIICTUHTY TporpaM IMOBUHHI 30epiratucs y Oe3NedyHOMYy CepeloBHII (IUB.
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10.7.4);

f) moBuHEH NIATPUMYBATHCS XypHajd ayAMTy BCIX JIOCTYHIB 10 010J110TeK
MOYaTKOBUX MPOTpam;
g) MATPUMYBaHHA Ta KONitoBaHHS O10J10TE€K MOYATKOBHX NpPOrpaM IMOBUHHE

OyTu 00’ €KTOM MPOLETYP KOPCTKOTO KOHTPOIIO 3MiH (AuB. 12.5.1).

JlonaTrkoBa iHMGOpMaILis

[loyaTkoBHIl KOJ TMporpaMuM € KOJOM, HANMMCAHUM MPOrpamicTaMu, SKUH
KOMIIUTIOETBCS (Ta KOMIIOHYETHCSA) ISl CTBOPEHHS BUKOHaBUMX (ainiB. Jleski MOBHU
nporpamMyBaHHs (OpPMaIbHO HE PO3PI3HAIOTH MOYATKOBUN KOJ Ta BUKOHABY1 (haiiiu,
OCKUIbKM BUKOHABY1 (paiii CTBOPIOIOTHCS MPH iX aKTHBAILI.

Cranpaptu [13] ta [14] HagatoTh noaanbily iHGOPMAILIII0 CTOCOBHO YIPABIIHHS

KOH(]Irypalli€ro Ta mpoiecy >KUTTEBOTO IUKITY POTPAMHOT0 3a0e3MeYeHHS.

12.5 Bbe3neka y nmpouecax po3po0JieHHS Ta MiATPUMKH

Hine: IligTpumyBaTH O€3MeKy NPUKIATHOTO IPOTPAMHOIO 3a0€3MEeUeHHS Ta
1HpopMarii.

CepenoBuille MPOEKTYBaHHS Ta MIATPUMKUA TOBUHHE OYTH  >KOPCTKO
KOHTPOJIbOBAaHUM.

KepiBHuku, BiAMOBIZAIbHI 3a NPHUKIAIHI CHUCTEMHU, IOBHHHI TaKoX OyTH
BIIMOBITAJILHUMU 3a O€3IeKy CepelloBHINa MPOSKTyBaHHA ab0 MiATpUMKH. BoHu
MOBHUHHI 3a0€3MeYnTH, M0 BCl MPOMOHOBAaHI 3MIHM CHCTEMHU MEPErISIAAlOThCS IS
MEPEeBIPKU TOTO, [0 BOHU HE KOMIIPOMETYIOTh O€3IeKy Hi CUCTEMH, Hl OnepariiHoro

cepcaoBuina.

12.5.1 Ilpoueaypu KOHTPOJIIO 3MiH

3axoau Oe3neKu

BrnipoBajykeHHsI 3MiH TOBUHHO OyTH KOHTPOJIBOBAHHMM 3a JIOMOMOIOI0 O(iliifHO

o opMIIEHUX MPOLIETYP KOHTPOIIO 3MiH.

HacTtaHoBa 111010 BOpOBaKCHHS

OdiuiitHo  opopMieHI  HpoLEAypH  KOHTPOJNIO 3MiIH  TOBHHHI  OyTH
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3aJIOKYMEHTOBaHI Ta 3JIACHIOBATUCA NPUMYCOBO [UIsl MiHIMI3alil pyHHYBaHHS
iHbopMaliitHuX cucteM. BBeleHHS HOBHX CHUCTEM Ta OUIBIIOCTI 3MIH JI0 ICHYIOUHX
CUCTEM IOBHMHHE CHIAYyBaTH 3a OQPIIIHHO O(DOPMIIEHHM IMPOILIECOM JIOKYMEHTYBaHHS,
cnenu@ikamisiMyd, TECTyBaHHSAM, KOHTPOJEM SKOCTI Ta BIPOBAKEHHSM, SKUM
yIPaBISAIOTh.

[le#i npouec NOBUMHEH BKJIIOYATH OLIHKY pPHU3HMKY, aHajl3 BIUIUBY 3MIH 1
cnenudikamito HeoOXiTHUX 3axodiB Oesmeku. llel mpolec TMOBUHEH TaKOX
3abe3revyBaTy, 110 ICHYIOYl Tpouenypu Oe3meKd Ta KOHTPOJIIOBAHHS  HE
CKOMITPOMETOBAHO, 10 OOCIYrOBYIOUMM IpOrpamicTaM HaJaHO JOCTYM JIUIIE O THUX
YaCTHH CUCTEMH, SIKI HEOOXIIHI IJisl X poOOTH, 1 1m0 sl OyAb-SIKUX 3MIH OTPUMAHO
odiriiiHo oopMIIeH] YTOJIU Ta 3aTBEPKEHHS.

Bcroau, ae ue MOXIUBO, MPOLEIYpH KOHTPOJIO 3MIH NPHUKIAJAHUX HpOrpam i
eKcruryaTallii moBuHHI OyTH 00’ eaHaHi (auB. Takox 10.1.2). IIponeaypu 3MiH MOBUHHI
BKJIFOYATHU:

a)MiITPUMYBaHHS 3aMKCY 1010 OTO/I)KEHUX PIBHIB CAHKI[IOHOBAHOT'O TOCTYIIY;

b) 3abesneyeHHs, 1O 3MIHK MOJAIOTHCS KOPHUCTyBauyaMu, sIKI MalOTh Ha 1€
CaHKIIIIO;

C) TMeperysj 3axo/iB O€3MeKH Ta MPOoLEeayp MUTICHOCTI JJi 3a0€3MeUeHHS TOro,
10 BOHU HE OYIyTh LIMMHU 3MIHAMH CKOMIIPOMETOBAHI;

d) igenTudikamis  ychboro  mporpamMHoro  3a0esneuyeHHs,  iH(opMailii,
KOMITOHEHTIB 0a3 JJaHUX Ta anapaTHUX 3aco0iB, K1 HOTPEOYIOTh KOPEKIIIi;

€)OTpUMAaHHS 1O TMOYaTKy poOoTH OQIUIHHO O0GOPMIEHOTO 3aTBEPAKECHHS
TOKJIAHUX TPOTIO3UITIN;

f) 3abe3neuenHs Toro, moOO KOPUCTYBayl, SIK1 MalOTh Ha 1LI€ CAHKI[II0, MPUIHSIN
3MIHHM JI0 1X BIPOBAJKEHHS;

g) 3a0e3nedeHHs TOro, 0 KOMIUIEKT CUCTEMHOI JOKYMEHTAI[li OHOBIIOETHCS IO
3aBepIIEHHI KOXHOT 3MIHH 1 110 cTapa JOKYMEHTAIllsl apXiBYEThCS a00 BHIIY4a€eThCS;

h) migTpumaHHS KOHTPOJIO Bepcii s BCIX OHOBJIEHb MPOTPaMHOTO
3a0€e3ICUCHHS;

1) MATPUMAHHS KypHaAITy ayAUTy BCiX 3alMUTIB HA 3MIHH;
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j) 3a0e3medyeHHss TOTO, IO eKcIulyaTamiiHa pokymentaris (aus. 10.1.1) Ta
KOPHUCTYBAIIbKI MPOIEAYyPH 32 HEOOXITHOCTI 3MIHIOIOTHCS JIJI TOTO, 1100 3aJUIIATUCS
HaJIC)KHUMH;

k) 3abe3nedyeHHs, 110 BIOPOBAKEHHS 3MIH Ma€ MiClie y MOTPIOHUN yac 1 He

MOPYIILYE 3alTy4yeHi O13HeC-TPOIIeCH.

JlonaTrkoBa iHMGOpMaILis

3amiHa TporpamMHOro 3a0e3leueHHs MOXK€ BIUIMHYTH Ha  omnepariiine
CepeIOBHUIIIE.

XOpoIIoI0 MPAKTUKOI € TECTyBaHHS HOBOT'O IPOrpaMHOIO 3a0e3MeyeHHs B
CEepEeZOBUINl, BIIOKPEMJICHOMY SIK B IPOMHCIOBOrO OOJIaJlHaHHSA, TakK 1 B
cepenoBuia po3pooku (auB. Takox 10.1.4). Ile 3abe3neuye 3aco0U KOHTPOIIO Hal
HOBHUM IMPOTPAMHUM 3a0€3MEUYEHHSAM 1 HaJa€ JOJAaTKOBUM 3aXHUCT EKCIUTyaTalliiHii
iHpopMallii, sKa BUKOPUCTOBYETHCS JJIsi TECTyBaHHA. Takuil TiAX1J TOBUHEH
OXOIUTIOBAaTH BWIIPABJICHHS, TAKETH OHOBJICHHS Ta 1HII OHOBJICHHS. ABTOMAaTHYHI
OHOBJICHHSI HE TIOBMHH1 BUKOPUCTOBYBATUCS Ha KPUTUYHHUX CUCTEMAaX, OCKUIbKHU JEsKI

OHOBJICHHA MOXYTb CIHPUYNHHUTHU BiJIMOBy KPUTUYHUX TIPUKIIAAHUX IIpOorpamM

(muB. 12.6).

12.5.2 TexHiuHuil neperyisj NPUKJIAJHUX NPOrpaM Iic/si 3MiH onepaninHoi

CHUCTEMU

3axoau Oe3neKu

Konu onepartiifHi cucteMu 3MIHEHO, KpUTUYHI JIJ1s1 O13HECY NMPUKIAAHI IpOorpamMu
MOBUHHI OyTH TEPeryisHyTI Ta NPOTECTOBaHi, MO0 3a0e3MeuuTH, IO BIIACYTHIN

HEraTUBHUI BIUIMB Ha (PYHKIIIOHYBaHHS Ta Oe3MeKy oprasizariii.

HacTtaHoBa 111010 BOPOBaKCHHS

s mpoueaypa NOBUHHA BKJIIOYATHU
a) Meperisi Mpoleayp KOHTPOJIOBAaHHS Ta LUIICHOCTI MPUKIAJHUX MpOTrpam
st 3a0e3MedeHHs] TOro, 1o iX He OyJlo CKOMIPOMETOBAaHO 3MIHaMHU oOmNepariiHol
CUCTEMU;

b) 3a0e3nevyeHHs, MO0 PIYHUNA IUIAH MIATPUMKUA Ta OIOKET 3a0e3MedyloTh
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MIEPETJISAIN Ta TECTYBaHHS CHCTEMH BHACIIIJIOK 3MiH OIEpaIliiiHOT CHCTEMU;

c) 3abe3IeueHHs], 10 CIOBIMICHHS IIOJ0 3MIH OMEpaIriiHOi CUCTEMH HaJlaHO
BYACHO JISI YMOJKJIMBIJICHHS TTPOBEACHHS JI0 BIPOBAKEHHS HAJICKHOTO TECTYyBaHHS Ta
nepersiiB;

d) 3abe3neueHHs, 10 3pOO0JIEHI HaJEXHI 3MIHM [0 IUlaHy Oe3nepepBHOCTI
613Hecy (quB. po3ain 14).

Ha okpemy rpymy abo oco0y Tpeba MOKJIacTU BiAMOBIIAIBHICTh 32 MOHITOPUHT

Bpa3JIMBOCTEH Ta BEpPCii BUMIPABIEHb Ta TAMYACOBUX pillieHb (AuB. 12.6).
12.5.3 O0mexxeHHS HA 3MiHM 10 IAKETIB NPOrPaMHOro 3a0e3neYeHHs

3axoau Oe3neKu

Moaudikarnii makeTiB MporpaMHOro 3abe3NedeHHs] HE MOBHHHI 3a0X04yBaTHUCH,
OyTh OOMEXEHUMHU HAWHEOOXIAHIIIMMU 3MIHAMH 1 BCl 3MIHM TIOBUHHI CYBOPO

KOHTPOJITOBATHC.

HacTtaHoBa 111010 BOpOBaKCHHS

Hackinbku 1€ MOXJIMBO 1 HPAaKTUYHO 3aCTOCOBHO, IAKETH MPOTPAMHOTO
3a0e3MeUeHHs], SKi IOCTaBJe€HI BHPOOHMKOM, TOBUHHI BHKOPHUCTOBYBaTuci 0e3
Moaudikaii. Y TMX BUIAJKaX, KOJU MAKETH MPOTPAMHOTr0 3a0e3MeUeHHs MOTPeOyOTh
Moaudikalii, Tpeda po3riIsiHyTH HaBE/IeH1 HIKYE TyHKTH:

a) pU3MK KOMIIpOMeTallli BOYJJOBaHUX 3aXO/(IB O€3MEKH Ta MPOIECiB KOHTPOIIO
IIUTICHOCTI;

b) uu Tpeba oTpUMaTH 3roay BUPOOHUKA,;

C) MOJIMBICTb OTPUMAHHS HEOOXIIHMX 3MIH BiJl BUPOOHMKA SIK CTAaHAAPTHHUX
OHOBJIEHb MTPOrPAMH;

d) BB TOro, IO OpraHizaiis BHACIIJOK 3MIH CTa€ BIANOBIAAIBHOIO 3a
MaiOyTHIO MIATPUMKY MPOTPAMHOT0 3a0€3MEUEHHS.

SIkuro 3MIHM HEOOXIJHI, OpUTIHAIBHE MpOrpaMHe 3a0e3NeyeHHs MOBUHHE OYyTH
30epexkeHe, a 3MIHM 3aCTOCOBaHI N0 YITKO BHU3HaueHoi komii. [loBuHen OyTtu
BIIPOBADKCHUM TpOLEC YIpaBiIiHHS OHOBJIEHHSIM MPOrpaMHOro 3a0e3NedeHHs], 1100

rapaHTyBaTv, HI0 HaWHOBIIII BaTBepI[}KCHi BUIIPABJICHHA Ta OHOBJICHHA IPUKIIAIHUX
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porpaM IHCTaJbOBaHI Ha BCbOMY CAHKIIOHOBAaHOMY MpOrpaMHOMY 3a0e3nedeHH1
(nuB. 12.6). Yci 3MiHM NOBUHHI OYyTH TMOBHICTIO MPOTECTOBAaHI Ta 3aJ0KyMEHTOBAaHI,
Tak, 100 BOHM MOTJIM OyTH MOBTOPHO 3aCTOCOBAaHi, 3a HEOOXITHOCTI, O MaHOyTHIX
MOJIEpHi3alliii mporpaMHoro 3abesneueHHs. SKiio 1e noTpioHo, Moaudikaiii MOBUHHI

OyTH POTECTOBAHI Ta 3aTBEP/KEH1 HE3aJIEHKHUM OPraHOM 3 OL[IHIOBAHHS.
12.5.4 Burik indopmanii

3axoau Oe3neKn

Tpeba 3amo6iratu MOKIUBOCTSIM BUTOKY 1H(oOpMaIri.

HacTtaHoBa 111010 BOpOBaKCHHS

Jliist oOMexeHHs! pU3UKY BUTOKY 1H(MOpMaIlli, HanpuKiIaa, yepe3 BUKOPUCTAHHS Ta
EKCILUTyaTallilo MPUXOBAaHUX KaHaJiB, TpeOa pO3rIIHYTH HaBEJEHE HUXKYE:

a) CKaHyBaHHS HOCIIB Ta KOMYHIKaIli}, III0 BUXOJATH 32 MEX1 opraHizallii, o0
MPUXOBAHOI 1H(}OpMaIlii;

b) mMackyBaHHS Ta MOAYJIAIIS MOBEAIHKM CUCTEM 1 KOMYHIKAIIN 1Ji1 3HUKEHHS
HMOBIPHOCT1 TOT0, LIO TPETS] CTOPOHA 3MOXKE Yepe3 TaKy IOBEIIHKY MPOCTEHKUTH
iH(popMaIlio;

C) BUKOPHUCTaHHS CHCTEM Ta MPOrpamMHOro 3abe3nedyeHHs, sKi, K BBA)KA€TbCA,
MalTh BHMCOKY UUIICHICTb, HANpHUKIaA, 3aCTOCYBaHHS TNPOJYKTIB, SKICTh SIKUX
Bu3HaueHa (quB. [10];)

d) perynsipHuii MOHITOPUHT [ISJIBHOCTI TI€PCOHANy Ta CHUCTEMH, i€ 1€
J03BOJICHO IPABOBUMHU HOPMaMHU 1 HOPMaTUBAMU;

€) MOHITOPUHI BUKOPHUCTAHHS PECypCy B KOMIT IOTEPHUX CHUCTEMaXx.

JlonaTrkoBa iHMGOpMaIlis

[IpuxoBaHi KaHaAIH - LI€ UUISIXU, HE TPU3HAYEH1 ISl epejaBaHHs 1HPOpMaLITHUX
MOTOKIB, aJie sIKi THM He MEHILIe MOXKYTh ICHYBaTH B cucTteMi abo mepexi. Hampuknan,
MaHIMyJIIOBaHHA  OiTaMM B  NaKeTaX  KOMYHIKalI{HOrO  MPOTOKONY  MOXeE
BUKOPUCTOBYBATHUCS SIK NMPUXOBAHUI METOJl MEepenaBaHHS CUTHANIB. Y 3B’SI3Ky 3 iX
NPUPOAOI0 3amo0iraHHs ICHYBAaHHIO BCIX MOXJIMBHUX TNPUXOBAaHUX KaHalB Oyne

BaXXKHUM, AKIIO HC HCMOXJINMBUM. HpOTe, CKCHHyaTaHiH TaKUX KaHajiB YacTo
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3MIIACHIOETHCS 32 JOTIOMOIOI0 TPOSIHCHKOTro KoAy (nuB. Takoxk 10.4.1). OTxe, BKUTTS
3aX0JliB 3aXMUCTY BiJl TPOSHCHKOTO KOAY 3MEHIIYE PU3MK EKCIUTyaTaiii MpUXOBaHUX
KaHaJIB.

3ano0iraHHsl HECAaHKIIIOHOBaHOMY JocTyny 110 Mepexi (11.4) Tak xe, K MOIITHKA
Ta MPOIEAYPH HE 3a0XOUEHHS 3JOBXHBAHHS NIEPCOHATIOM 1HPOPMALIITHUMU MTOCTyraMu

(15.1.5), nonOMOXyTh 3aXUCTY BiJl IPUXOBAHUX KaHAJIB.
12.5.5 AyrcopcuHrose po3po0/ieHHSI IPOTrPaAMHOIO0 3a0e3neYeHHsI

3axoau Oe3neKn

OpraHizailisi TOBUHHA 3/1MCHIOBATH HATJIAJl HAJl ayTCOPCUHTOBUM PO3POOJIECHHIM

MIPOrpaMHOI0 3a0€3MeUeHHs Ta HOro MOHITOPHHT.

HacTtaHoBa 111010 BOpOBaKCHHS

Tam, ne € ayrcopcuHroBe po3poOJI€HHsS NpPOrpaMHOro 3ade3nedeHHs, Tpeda

PO3IJIIHYTH HaBEJEH1 HUKYE MYHKTHU:

a) JLEeH31MHI yroau, IMpaBa BIACHOCTI Ha KOJIM Ta IpaBa IHTEIEKTyaJlbHOI
BlacHocTi (quB. 15.1.2);

b) cepTudikailito sKOCTi i TOYHOCTI BUKOHYBaHHUX POOIT;

C) 3aX0Jd yYMOBHOI'O JEMOHYBAaHHS JOKYMEHTIB Yy BHUIIAQJKY BIIMOBU TPETbOI
CTOPOHH;

d) npaBa nocTymy st ayAUTY SKOCT1 Ta TOYHOCTI BUKOHAHUX POOIT;

€) KOHTPaKTHI BUMOTH JI0 SIKOCTI Ta 0€3MevYHOi (PYHKI[IOHAIIBHOCTI KOJY;

f) TectyBaHHs mepen IHCTASALIEIO AJI BUSBICHHS 3JIOBMUCHHUX Ta TPOSHCHKOTO

KOJIIB.

12.6 YnpaBiiHHS TeXHIYHOIO BPa3JUBICTIO

[inp: 3MEHIIUTH PU3UKU B pe3yibTaTl BUKOPUCTAHHS BIIOMOCTEH 1010
TEXHIYHUX BPa3IUBOCTEH.

VYrpaBiiHHS TEXHIYHOIO BPA3JIMBICTIO MOBUHHE BIPOBAKYBATUCS B €(DEKTUBHUMA,
CUCTEMaTUYHHUI Ta BIATBOPIOBAHUI CIMOCIO 3 BUMIPIOBaHHSMH, CHPSIMOBAHMMH Ha
HiATBEPIXKEHHA oro edexTuBHOCTI. LI MipKyBaHHS CTOCYIOThCS OINEpalifHUX CUCTEM

Ta YCiX THIITUX BHKOPHUCTOBYBAHUX IMPUKIIATHUX IIPOTrpaM.
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12.6.1 3axoau Oe3nexkH, AKI CTOCYIOThCSI TEXHIYHUX BPAa3JIHBOCTEl

3axoau Oe3neKu

Tpeba oTpumyBaTH CcBO€4acHy 1H(OpPMAIIO MO0 TEXHIYHUX BpPA3JIUBOCTEH
1HGOpMALIITHUX CHUCTEM, II0 BUKOPUCTOBYIOTHCS, OLIIHIOBATH MIABIAJHICTh OpraHizarlii
TaKUM BpA3JIMBOCTSAM 1 BXKMBATH HaJEXKHI1 3aX0JH, 1100 BpaxyBaTu MOB'SI3aHUN 3 UM

PUBHK.

HacTtaHoBa 111010 BOpOBaKCHHS

AxTyanpHui Ta NOBHMHM 1HBeHTapHui omuc pecypciB CYIb (muB. 7.1) €
nepeayMoBol0  €(EeKTHUBHOTO YIpaBIiHHSA TEXHIYHOIO BpasnuBicTio. CrerianbHa
iHpopmarlis, HeoOX1aHa AJI NIATPUMKH YIPABIIHHA TEXHIYHOIO BPA3JIMBICTIO, BKIIOYAE
BUPOOHHKA MPOrPaMHOro 3a0e3MeyeHHs, HOMEpH Bepciii, IOTOYHUI CTaH PO3MIIICHHS
(HampuKIan, sKe ImporpaMHe 3a0e3MeyeHHs! 1HCTalIbOBaHE B SKUX CHCTEMax) 1 0co0y
(oci0) B opranizaiiii, BiAMoOBiaJbHY(KUX) 3a IPOTpaMHE 3a0€3MEeUCHHS.

VY BiAMmoBiAb Ha iMeHTU(IKAIIIO TOTCHI[IMHUX TEXHIYHUX BPa3IMBOCTEN MOBUHHI
BXKMBATUCS HaJeXKHI Ta cBoedacHi Aii. s po3poOsieHHS €(EeKTUBHOIO MPOIEeCy
YIpaBIiHHS TEXHIYHMMH Bpa3JIMBOCTAMH TpeOa CHigyBaTH HaBEACHIA HUKYE
HACTaHOBI:

a) oprasizalis NOBMHHA BHU3HAYUTH Ta BCTAHOBUTU POJI Ta OOOB’SI3KH,
MOB’SI3aH1 3 YOPaBIIHHSAM TEXHIYHOI BpA3JIMBICTIO, BKJIIOYAOYU MOHITOPUHT
BPa3UBOCTI, OI[IHKY PHU3HUKY Bpa3JIMBOCTI, BUIPABICHHS, BIJICTEKYBAHICTh pPECypcCy
CVIBb, Ta Bci He0OX1aH1 000B’SI3KHU 11010 KOOPAMHAILIT;

b) iHdopmaniiiHi pecypcH, ki OyayTh BUKOPUCTOBYBATHCS IS 1eHTU]IKAIIT
BOXJIMBUX TEXHIYHUX YpPa3IUBOCTEH 1 MIATPUMKU TOIH(OPMOBAHOCTI IIOJO HHX,
MOBUHHI OyTH 17IeHTU(IKOBaH1 sl TPOrpaMHOro 3a0e3MeUeHHs Ta THIIMX TEXHOJIOT1H
(1Ha ocHoBi 1HBeHTapHOTO onucy pecypcis CYIb, nus. 7.1.1); ui indopmaniiini pecypcu
MMOBMHHI OHOBJIFOBATHCSI Ha OCHOB1 3MIH B IHBEHTapHOMY OIHKCI a00 SIKIO 3HANAECHO
1HIII1 HOB1 200 KOPUCHI peCypcu;

C) MOBMHHA OyTHM BH3HAayYeHa 4acoBa IlIKaJla pearyBaHHS Ha CIOBIIEHHS 1010
MOTEHIIIITHO BKJIMBUX TEXHIYHUX BPa3JIUBOCTEH;

d) Sk TUIbKM MOTEHIIMHA TEXHIYHA BPA3JIMBICTh 1EHTH(IKOBaHA, OpraHizalis
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MOBUHHA 1IeHTU(}IKYBATH MOB’s3aH1 3 HEIO PU3UKH 1 Jii, AKX Tpeba BKUTHU; Taka Iis
MOXK€ 3aJyyaTd BHUIPABICHHS y BPAa3JIMBUX CHUCTEMax Ta/a00 3acTOCYBaHHS IHIIUX
3aX0/11B OC3IICKH;

€) 3aJeXKHO BiJl TOr0, HACKUIBKM TEPMIHOBO Tpeba BpaxyBaTh TEXHIUHY
BPa3JIMBICTh, BXKUTI 11 MOBUHHI 31HCHIOBATUCS BIAMOBIIHO 0 KOHTPOJIIB, MOB’sI3aHUX
3 ynpaBiiHHSAM 3MiHamu (auB. 12.5.1), abGo 3rimHO 3 mpoleaypamMu BIAIOBIAlI Ha
IHIUACHTH 1HpopMaliitHoi 6e3nexu (aus. 13.2);

f) skmo BuUNpaBIEeHHS MOOCTyNHE, Tpeda OLIHUTU pPU3UKH, T[IOB’sA3aHl 3
THCTANSIIIEI0 BUNIPABICHHS (PU3UKH, BUKJIMKAHI YPa3JIUBICTIO, MOBUHHI OYTH MOPIBHSIHI
3 PU3MKOM BiJ] IHCTAJIALIT BUITPABICHHS);

g) BUIPABJICHHS TTOBUHHI OyTHU MPOTECTOBAH1 W OI[IHEH1 JI0 iX 1HCTAJAIII JJIs
3a0€3Me4YeHHs] TOro, W10 BOHU €QEKTUBHI 1 HE TMPU3BOJAATH A0 NOOIYHUX
HEMPUIYCTUMHUX €(EKTIB; SKIIO BUIPABICHHS HEAOCTYNHI, TpeGa pO3TISHYTH I1HIII
3aX0J1 OE3IEeKH, TaKl sK:

1) BIAKIIOYUTH MOCTYTH a00 MOXIJIMBOCTI, OB’ s13aH1 3 BPa3IUBICTIO;

2) mpucrocyBaTH a00 A0JaTH KOHTPOJI AOCTYIy, HAIPUKIAA, MDKMEPEKEB]
€KpaHu Ha rpaHulsx Mepexi (auB. 11.4.5);

3) MOCHIWTH MOHITOPUHT JJisi BUSIBJIEHHA a00 3amoOiraHHs pealbHUM
aTakam;

4) mokpauuTy NOIH(POPMOBAHICTH 100 BPA3JIUBOCTI;

5) s BCiX BXKMTHUX IpOLEayp Tpeda MmiaATpUMyBaTH KypHaI ayauTy;

h) moBUHHI TOCTIHHO 3I1MCHIOBATUCS MOHITOPUHT 1 OI[IHIOBAaHHS IIPOIIECY
YIpaBiHHS TEXHIYHOI Bpa3NMBICTIO, MO0 3a0e3MeunTd HWOro pe3ylbTaTUBHICTH Ta
€(hEeKTHUBHICTB;

i)CI/ICTeMI/I 3 BUCOKHM PU3UKOM MMOBHUHHI BpaxoBYBATUCA IICPIINMU.

JlonaTrkoBa iHMGoOpMaIlis

KopektHe (GyHKIIOHYBaHHS MpPOILECY YIPABIIHHSI TEXHIYHOIO Bpa3jIUBICTIO B
opratizauii € KpUTHYHUM JJisi OaraThbOoX oOpraHizamiii 1 Tomy Tpeba MOCTIiHO
31MCHIOBATH HOTO MOHITOPUHT. TOYHUI IHBEHTAPHUN OMUC HEOOX1THUH ISl TOTO, 1100

3a0€e3MeunTH, 10 MOTEHI[IHHO BaXJIMB1 TEXHIUHI BPA3JIUBOCTI 1I€HTU(IKOBAHO.

163



COY HBYVY 65.1 CVIb 2.0:2010

VYropaBiiHHS TEXHIYHOIO BpA3JIMUBICTIO MOXE PpO3IISAATHCS SK MiA(YHKIISA
yIpaBIiHHA 3MIHaMU 1, SIK Taka, MOXe OJCP>KyBaTH €(EKT Bij MPOIIECIB Ta MPOIECAYP
ynpasiinHg 3miHaMu (auB. 10.1.2 Ta 12.5.1).

Ha BHUpOOHMKIB 4YacTO UYMHUTHCA THUCK, 1100 BOHM BUIYCKaJIW BUIIPABICHHS
akoMmora ckopimie. ToMy BUIpaBICHHS MOXE HE BPaxOBYBaTH MpoOJieMY aJ€KBaTHO 1
MOX€ MaTH HeraTuBHUU MoOiuHMi edekT. Jlo TOro » y JesKuX BUNAAKAX, SKIIO
BUIIPABJIIEHHS OYyJI0 3aCTOCOBAHE, JICIHCTAIIOBATH Oro MOXe OYTH HENerKo.

S0 ajnexkBaTHE TECTYBaHHS BHUIIPABICHb HEMOXIIMBE, HAINpPUKIAJ, Yepes
BapTICTh a00 HEJAOCTATHICTh PECYpCiB, MOXKHA PO3TJSHYTH BIJIKJIaJ€HHS BUIIPABICHHS
JOKM Ha OCHOBI JIOCBIy, OIMCAHOTO IHIIMMHU KOpPUCTyBauaMmH, OYyAyThb OIIIHEH]

OB’ SI3aH1 PU3HKHU.
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13 YnpapiiHHs iHUMAeHTOM iHpOpMAaLiHHOI 0e3neKn

13.1 3BiTyBaHHs 11010 MOAIH Ta cJa0KuX Micub iHGopManiiHoi 0e3meKkn

[inb: 3a0e3neunTy, 1o noaii iHdopMalliiHoi 6e3neku Ta ciiadKi MICIis, OB’ sI3aHi
3 iHpopMaIITHUMHU CUCTEMaMU, JOBEACHI 10 BiIoMa y CIIOCi0, KU 103BOJISIE CBOEUYACHO
BXKUTHU KOPUTYBAJIbHY JIIO.

[ToBuHHI OyTH HassBHUMH OPIIHHO OPOpMIIEH] MPOLIEAYPH 3BITYBAHHS PO MOI1T
Ta eckanalii. Bech HaliMaHuil mepcoHas, MIAPSIHUKHA 1 KOPUCTYBayl TPEThOi CTOPOHU
MOBUHHI OyTH MOiH(OPMOBaHI 100 MPOIEAYp 3BITYBaHHS MPO Pi3HI BUAW MOIINA Ta
cnabKuX MicIlb, K1 MOXYTh BIUIMBaTH Ha Oe3neky pecypciB CYIb opranizauii. Bonu
MOBUHHI OyTH 3000B’s13aH1 IKHAWIIBU/IIIE 3BITYBAaTH PO OYyIb-Ki MOJIi Ta c1abKi MiCIs

iHpopMaIliitHoi Oe3NeKr y BU3BHAUYEHY TOUKY KOHTAaKTY.

13.1.1 3BiTtyBaHHs npo noaii inpopmaniinHoi 0e3neKku

3axoau Oe3neKu

HeoOxinHO skHaWIIBUIIE 3BITYBaTH CTOCOBHO MOJIN 1H(OpMaIiiHOI Oe3neku

yepe3 HaJIekKH1 KaHATU YIPaBIIIHHS.

HacTtaHoBa 111010 BOpOBaKCHHS

[ToBunHa OyTu po3pobieHa odimiiiHo odopmiieHa MpoIlEeaypa 3BITYBaHHS MPO
noAil iHdopMmaliitHoT Oe3MeKu, a TaKoX MpPOLENypH pearyBaHHS Ta ecKajalii, e
BCTAHOBJICHO A1i, AKUX Tpeba BXKUTHU MICIs OTPUMAaHHS 3BITY Ipo nojii iHbopMaliiHo1
Oe3neku. [loBuHHa OyTH BCTaHOBJEHAa KOHTAKTHA oco0a s 3BITYBaHHS PO TOJIH
iHpopmarliitHoi O6e3neku. Tpeba 3abe3neunTH, 110 1151 KOHTaKTHa oco0a Oyia BijomMa y
MeXax BCl€l opraHizailii, 3aBXXIu JOCTyIHA 1 3/1aTHAa aJeKBaTHO 1 CBOEYACHO
BiJIpearyBarHu.

Bech HaliMaHuii nepcoHal, MiAPSIHUKHA 1 KOPUCTYBayl TPEThOi CTOPOHHU MOBUHHI
Oyt moiH(QOPMOBaHI IIOJO0 CBOEI BIAMOBIJANBHOCTI SKHAWIIBHUALLE 3BITYBATH PO
Oynp-ski mojii iHpopmaniiHoi O6e3nekn. BoHu Takox moBHHHI OyTH MOIH(GOPMOBaHI
I0JI0 MPOLIEYPH 3BITYBaHHS Mpo MoAli iHGopMaliitHOi Oe3MeKn 1 KOHTaKTHY 0co0y.

[Ipouenypu 3BITYBaHHS MOBUHHI BKJIIOYATH:
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a) BIIMOBIIHI MPOLIETYPH 3BOPOTHOTO 3B’ SA3KY /I 3a0€3MeUeHHs Toro, oo Ti,
XTO 3BITYBaB NIpo Moail iHpopMaliitHOi Oe3neku, Oyiu CHOBIIEHI MPO pPe3yJbTaTh
TICTISL TOTO, K MpobiieMy 0ysi0 00poOJIEHO ¥ 3aKPUTO;

b) dopmu 3BiTYBaHHS PO MOAI0 1HPOPMALIHHOT Oe3NeKu s MATPUMYBaHHS
3BITYBaHHS 1 JOMOMOTM 0cO01, IO 3BITY€E, 3amaM’ATaTh Bcl HEOOXIAHI A1l y pa3l moAii
iHpopMarliitHoi Oe3neKu;

C) NpaBWIbHY TMOBEIIHKY, fAKOI Tpeba JOTpUMyBaTucia Yy pasl Mofii
iHpopmarliitHoi 0e3neku, To0To:

1) HerailHO 3amMcyBaTd YCl BaXJIMBI MOApOOUII (HANpUKIAA, THI
HEBUIMOBIAHOCTI a00 MOpYIIeHHs, 301i, IKMI MaB MicIie, MTOBIIOMJICHHS Ha
€KpaH1, He3BUYaHUN PEXUM pOOOTH);

2) He BUKOHYBATHU >KOJHHUX BJIACHHUX JIid, a HEraflHO 3BITYBAaTH KOHTAKTHIN
0co01;

d) nocunanus Ha  odiuiiiHO  odopmIIEHMI  ITUCUMIUTIHAPHUN  TPOILIEC
MOBOJ/KEHHSI 13 HallMaHUM MEPCOHANIOM, NIAPATHUKAMHU 1 KOPHUCTYBauaMH TPETHOI
CTOPOHH, K1 3/IIHCHUIIU TOPYILIEHHS O€3MEKH.

Y cepe/oBHILi BHCOKOrO PH3UKY MOXe OYTH HaJaHHil CHIHAI MO0 3MYIICHHS ,
AKUM o0co0a, sKy NpUMYIIYIOTh, MOX€ [O3HauYuTU Takl mnpodiemu. Ilpoueaypu
pearyBaHHs Ha CHTHaj LI0JI0 3MYIIEHHS MOBUHHI BIAOOpaXkaTH CUTYAIll0 BHUCOKOTO

PU3UKY, AKY [IO3HAYAIOTH TaKl CUTHAJIN.

JlonaTrkoBa iHMGoOpMaILis

[Ipuknagamu noaid Ta IHUUACHTIB 1HQOPMALIHHOT OE3MEKH €:
a) BTpaTa Iociyru, objagHaHHs abo 3ac00iB 0OCITYrOBYBaHHS;
b) 306iii a00 epeBaHTAXKEHHS CUCTEMU;
C) JOJCHKI TOMUIJIKH;
d) HEBIAMOBIAHOCTI MOJITHII 200 HACTAHOBAM;
€) MOpyIIeHHS 3aX0/AiB (Pp13uuHOi Oe3neKy;
f) HEeKOHTpOJILOBaHI 3MIHU CUCTEMU;

g) 3011 mporpamMHoro 3abe3nedyeHHs: ado anapaTHUX 3ac00i1B;

4 . .
Curnan 11010 3MYLICHHA € MCTOAOM Ta€EMHOI'O ITIO3HAYCHH:, 10 A14 MaJia MICIIE ,,3 HpHMycy”.
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h) nmopymenHs goctymy.

[Ipy HanexHOMy MIKIYBaHHI MPO AacleKTd KOHQPIAEHIIHHOCTI, 1HIUIEHTH
iHpopmarlliiiHoi Oe3reku MOKHa BHUKOPHUCTOBYBAaTHM Y HaBYaHHI KOPHUCTYBadiB JJIst
noiHGOPMOBAHOCTI (IUB. 8.2.2) K NPUKIAIU TOTO, [0 MOKE TPANUTUCH, SIK pearyBaTh
Ha TaKi IHUUJEHTH 1 IK YHUKHYTH iX y MailOyTHboMy. 11[06 OyTH 37aTHUMEU paBUIIbHO
BpaxoBYBaTH MOJIi Ta IHIMJIEHTU 1HPOpMaIiiHOT Oe3neku, Moxke OyTH HEOOXITHUM
30UpaTu T0Ka3u AKHAWIIBUIIIE ITiC]IS TOTO, sIK BOHM BiaOyucs (nuB. 13.2.3).

300i abo iHIIa aHOMaJbHA TOBEAIHKA CUCTEMU MOXKYTh OYTH MOKAa3HUKOM aTaKu
Ha Oe3mneky ab0o (paKTUYHOTO TMOPYIICHHS OE3MEeKH 1 TOMY MpO HUX Tpebda 3aBxKIU
3BITYBATH SIK PO MOAII0 1H()OpMaIiIHHOT Oe3MeKH.

JlonaTkoBy 1H(pOpMAIlito 1M0A0 3BITYBaHHS MPO MOAlT iHPOopMaliifHOT Oe3MeKku Ta

yIpaBJliHHS IHIUACHTaMH 1HPOpMaliiiHOT Oe3nexkn MoxkHa 3HalUTH B [20].
13.1.2 3BiTyBaHHs 040 cIa0KUX Micub iHpopManiiiHol 0e3neKku

3axoau Oe3neKu

Tpeba BuMaraTu Biji yChbOro HaitMaHOTro MEePCOHANY, MIAPSIAHUKIB Ta KOPUCTYBaviB
TPEThOi CTOPOHH, SIKI KOPUCTYIOThCS 1H(MOpPMALIMHUMHU CHCTEMaMH Ta TOCIyraMu,
3BepTaTd yBary Ta 3BITYBaTH WIOA0 OyAb-SIKUX CIIOCTEPEKEHUX ab0 OUIKYBaHHUX

clIa0KuxX MiCI_IB Yy CUCTCMAX 49U ITOCIyrax.

HacTtaHoBa 111010 BOpOBaKCHHS

VBech HailMaHWil mepcoHaN, MIAPSAHUKM Ta KOPUCTYBadl TPEThOI CTOPOHU
MMOBUHHI SIKHAWIIBU/IIIIE 3BITYBATH MPO 11e a00 CBOEMY KEPIBHUIITBY a00 O€3MOCepeTHHO
CBOEMY IpoBaiifiepy, 1mo6 3ano0irtu iHuuMAeHTaMm iHpopmaliiinoi Oe3neku. [Iporec
3BITYBaHHS MOBUHEH OyTH SIKOMOTa MPOCTUM, AOCTYITHUM Ta AOCSKHUM. BoHM mOBHHHI
Oytu moiHdopMOBaHi, 1[0 BOHU HE TOBUHHI 3a KOAHUX OOCTaBUH HaMaraTtucs 3HaWTH

MIATBEPAKEHHS 0YIKYBaHOI'O CJIAOKOTO MICIIS.

JlonaTrkoBa iHMGoOpMaIlis

Hailimanomy nepcoHainty, miipsIHUKaM Ta KOpHUCTyBadaM TPETbOi CTOpPOHU Tpeda
PEKOMEHyBaTH HE HamaraTtucsl 3HaWTH MiATBEPUKEHHS OYIKYBAaHOIO CIa0KOro Micus

Oesneku. TectyBaHHs CinaOKMX MiCIlb MOXKE PpO3ILIHIOBATUCS SK TMOTEHIIIHE

167



COY HBYVY 65.1 CVIb 2.0:2010

37IOBKMBAHHS CUCTEMOIO 1 MOKE TaKOK HAHECTH YIIKOJIKEHHS 1H(OopMaIliiiHIi cucTemi

a00 mociy3i 1 MPU3BECTH JI0 TTPABOBHUX 3000B’s13aHb 0COOU, siKa 3/1IHCHIOE TECTyBaHHS.

13.2  VYopapiinHa  iHOuAeHTaMu  iHQopmaniiiHOI  Oe3mekH  Ta

BIOCKOHAJICHHAM

inp: 3abe3meynTH 3aCTOCYBAHHS /10 YNPABIIHHS IHUUJAEHTaAMU 1H(OpMAaIiitHOI
0e3MeKHr MOCIIIIOBHOTO Ta €PEKTUBHOTO MIAXOY.

[ToBuHHI OyTH HassBHUMHU OOOB’A3KU Ta MpoUeAypU e(PEeKTUBHOI 0OpOoOKU MOin
Ta clabkux Micub 1HGOpMaliitHOI Oe3neKkn oapa3y Xk Micis 3BITyBaHHS mpo HuX. Jlo
pearyBaHHs, MOHITOPUHTY, OI[IHIOBAaHHS Ta 3arajJibHOr0 YIPABIIHHS I1HIUACHTaAMU
iHdopMalliitHoi  Oe3nmekr TOBUHEH  3aCTOCOBYBATHUCA  IIpoIrec  Oe3mepepBHOTO
BJIOCKOHAJICHHSI.

Tam, ne moTpiOHI J0Ka3u, BOHM MOBUHHI OyTu 310pani, mo0 3a0e3meuuTu

BIJIMOBIIHICTH MMPABOBUM BHUMOTaM.

13.2.1 BinnoBiganbHoCTI T2 IpoueaypH

3axoau Oe3neKu

[ToBuHH1 OyTH pO3p0oO0JEHI BIANMOBIAAIBHOCTI KEPIBHUIITBA Ta MPOUEAYPH IS
3a0e3MeUeHHs IIBHUJIKOr0, €(PEKTUBHOTO 1 MPaBUJIBHOTO pearyBaHHS Ha IHLUUJCHTU

1HpopMaIiifHOT 6e3neKu.

HacTtaHoBa 111010 BOpOBaKCHHS

JlonaTkoBO 0 3BITYBaHHS IMPO Mojil Ta ciabki Micus iH(opMaIlliiiHoT O6e3neKu
(muB. Takox 13.1) mys BUSIBIICHHS I1HIUJEHTIB 1HGOpMaliiHOI Oe3NeKku MOBUHHI
BUKOPUCTOBYBATUCS MOHITOPUHI cucTeM, curHaiiB 1 BpasznuBocted (10.10.2). Tpeba
PO3IJIIHYTH HaBeJCHI HUXKY€ HACTAHOBU IOAO NPOUEAYp YIPaBIIHHS IHIHIECHTOM
1HpopMarliitHoi Oe3nexu:

a) OBUHHI OyTH po3poO0JeHl mpoleAypud OOpoOKH pPI3HUX BUAIB THUUACHTIB
iHpopMaIliitHOT Oe3MeKH, BKIIIOYAI0UHn:
1) BiaMoBHM 1HPOpPMaLIMHOT cUCTEMU 1 BTpaTy MOCTYTH;
2) 3noBMucHui ko (auB. 10.4.1);
3) B1AMOBY B 00CIIyTOBYBaHHi;
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4) TIOMMJIKH BHACJIIOK HEITIOBHUX a00 HETOYHHX Oi3HEC-TaHUX;
5) mopymieHHs: KOH(IAEHIIIHOCTI Ta IUTICHOCTI;
6) 3JI0BXKMBaHHS 1HPOPMALIITHUMU CUCTEMAMU;
b) IoaaTKOBO 70 3BUYANMHUX IUIAHIB A1l B aBapiiiHuX oOctaBuHax (nuB. 14.1.3)
MpOLIETypU MOBUHHI TAKOXK BKIIIOYATH (IUB. TaKoX 13.2.2):
1) anani3 Ta igeHTUIKAII0 TPUIMHU THIUACHTY;
2) nokanizaiiio;
3) muaHyBaHHS Ta BIPOBA/KEHHS KOPUTYBaJbHUX JIA MJis1 3arnoOiraHHs
pelUInBIB, 32 HEOOXITHOCTI;
4) 3B’A30K 3 THUMH, XTO IOCTPaKJIaB BiJ IHLIMIEHTY ab0 3alydyeHuiu [0
BIJHOBJICHHS;
5) 3BITYBaHHS IPO 10 TOMY, XTO MA€ HaJIeKH1 MTOBHOBAXKEHHS;

C) XKypHaJld ayJuTy Ta aHAJIOTIYHI JOKa3u MOBUHHI 30upaTtucs (mus. 13.2.3) 1,

3a HEOOX1THOCTI, 3aXHIaTUCS JJIA:
1) BHYTPIIIHBOTO aHaIi3y MpoOIEeMU;
2) 3aCTOCYBaHHS SIK CY/ZIOBOTO JJOKa3y CTOCOBHO MOTEHIIHHOTO MOPYIICHHS
KOHTPAKTHUX a00 HOpPMAaTUBHMX BHUMOr a0o y pa3l LUBUIBHUX abo
KpUMIHAJIbHUX T[1030BiB, HAIMpPHUKJIAJ, MOPYIICHHS 3aKOHOJABCTBA WIOJIO
37TOBKMBAHHS KOMIT IOTEPOM a00 3aXUCTY TaHUX;
3) BeJeHHA TMEpPeroBOpiB  IOJI0 KOMIICHCAIli Bil  IMOCTa4aJdbHUKIB
MPOrpaMHOro 3a0e3reyeHHs Ta MOCIYT;

d) AisUIBHICTH 3 BITHOBJIEHHS MICJsSl MOPYIIEHb O€3MeKH 1 BIIMOB B KOPEKTHIN
poOOTI CHUCTEMHU IMOBUHHA PETEIbHO KOHTPOJIOBATUCSA 3 OQIUIHHUM O(OPMICHHIM;
MpoLeypy MOBUHHI 3a0€31e4yBaTu, 110:

1) numie 4YiTKO  1IEHTU(PIKOBAHOMY Ta CAHKI[IOHOBAaHOMY TEPCOHAIY
J03BOJIIETHCSL JOCTYI A0 AIIOYUX CHUCTEM Ta OINEpPAaTUBHUX JaHUX (JIMB.
TaKOX 6.2 CTOCOBHO 30BHILIHBOTO JOCTYITY);

2) yci BXKUTI aBapiiiHi Jii OyJu JeTalbHO 33I0KYMEHTOBAHI;

3) aBapiiiHi Jii 3BITyBaJIMCs KEPIBHUILITBY 1 CHCTEMHO TEpETIsAaInCs;

4) nimicHICTh OI3HEC CHCTEM Ta 3axoJiB Oe3leKu MiITBEpKyBajacs 3
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MIHIMAQJIBHOIO 3aTPUMKOIO.
i1 yopaBaiHHS — IHIOUAEHTaMH iHQopMaiidHOi Oe3neku TOBUHHI OyTH
MOTO/XKEH1 3 KEpIBHMIITBOM, 1 Tpeba 3abe3nmedyuTH, 10 OocoOH, BIAMOBIAANbHI 3a
yIpaBJliHHS 1HIUAECHTaMU 1H(QOpMaliiHOT 0e3MeKH, pO3yMIIOTh MPIOPUTETH OpraHizallii

111010 00pOOKH HIMACHTIB 1HGOPMAITIMHOT O€3IeKH.

JlonaTrkoBa iHMGOpMaILis

[HmaenTu iHPopMaliiHOI Ge3MeKn MOXKYTh BUXOJMUTH 3a MEX1 oprasizamii ta
nepxxaBHi kopaonu. Illo6 pearyBaTu Ha Taki IHUMJEHTH ICHYE 3pocTaioua norpeda
KOOPJMHYBATH [ii Y BIAMNOBIAb 1 CIUIBHO BHUKOPUCTOBYBAaTH 1H(QOpPMAIIIO HIOJ0 LUX

THIIUJICHTIB 3 BIAMOBIIHUMHY 30BHIIIHIMU OPraHi3allisiMU.
13.2.2 BuB4eHHs1 iHUuACHTIB iHpOpMaLiHHOI 0e3meKn

3axoau Oe3neKu

[ToBuHHI OyTH HAassBHUMH MEXaHI3MH, SKI JIO3BOJISIIOTH BHU3HAYATH KUIBKICTH 1
3MIACHIOBATH MOHITOPUHT THUIIIB, OOCSTIB Ta BapTOCTI IHIMAEHTIB 1H(OpMaLIHHOT

OE3IeKM.

HacTtaHoBa 111010 BOpOBaKCHHS

[ndopmariiss, orpumaHa BiJl OI[IHIOBaHHS IHLMJEHTIB 1H(pOpMaIiiiHOI Oe3mnexwu,
MOBUHHA BUKOPUCTOBYBATHCS ISl 1IEHTU]IKALI] IHIHUJEHTIB, Kl MOBTOPIOIOTHCS 200

MaroTh BEJIMKUM BILIUB.

JlonaTrkoBa iHMGoOpMaIlis

OuiHroBaHHS HIUACHTIB 1H(pOpMaIliiiHoT O0e3neKkn MOXKe BKa3zaTu Ha MoTpedy B
YIOCKOHAJIEHUX a00 JOJaTKOBUX 3axojax Oe3neku Uit OOMEXKEHHS 4YacTOTH,
YIIKOJDKEHHSI Ta BapTOCTI MaMOyTHIX IHIIMACHTIB a00 MOXe OyTHU B3AT€ 0 yBaru B

npoLeci nepersny nojaiTuku oe3nexku (aus. 5.1.2).
13.2.3 30upanns goka3sis

3axoau Oe3neKu

VY Bunmagkax MOJaiblIUX 1A TPOTH OCOOM YW OpraHizamii micis IHUUIEHTY

iHpopMalliifHOi Oe3meKku, 10 TIATHYTh 3a COOOI CYAOBUW 1MO030B (UMBUIbHUNA abo
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KpUMiHaJIbHUI), TpeOa 310paTH, 30epertu Ta HaJaTH JI0Ka3H 3T1IHO 3 MpaBUJIaMU 1100

JIOKa31B BIJIMOBIIHOT FOPUCIUKIIII.

HacTtaHoBa 111010 BOpOBaKCHHS

[loBuHHI OyTH PO3pOOJICH] 1 BUKOHYBATHCS BHYTPILIHI IpoLeaypu 30upaHHs U
HaJIaHHS JI0Ka31B I TUCIUIUTIHAPHUX IIIeH, 3M1IMCHIOBAHUX OpraHi3alli€lo.

VY 3aranbHOMY BUIAJKY IPaBUIIa 100 JOKa31B BKIIOYAIOTh:

a) TPUILYCTUMICTh JIOKA3y: MOXKE YU Hi JOKa3 OyTH BUKOPUCTAHUH Yy Cy/i;

b) BaroMmicTh J0Ka3y: AKICTh Ta MOBHOTA J0Ka3y.

1106 mocsrTi MPUITYCTUMOCTI JI0Ka3y, opraHizallis MOBUHHA 3a0€3MeunTH, 110 ii
1HpOpMaIliiiHl CUCTEMU 3aJJ0BOJIbHAIOTH OYb-KHI OMyOJiKOBaHUHN CTaHAApT abo 3BiA
MpaBUJI 1010 OTPUMAHHS JI0Ka31B, K1 MOXYTbh OyTH HPUUHSTI 10 PO3TISAY CYAO0M.

BaromicTe n0Ka3y, 10 HAJAETHCS, MOBUHHA 3aJ0BOJBHATH OyAb-sKi 3aCTOCOBHI
BUMOTH. SKio HeoOXiIHO Oyjie J0Ka3 BIHOBIIOBATH, TO 00 JOCSATTH HOTO BaroMoCTi,
KypHaJ BaroMux JI0OKa3iB MPOTATOM MepioAy iXx 30epiraHHs Ta 0OpoOJIEHHS MOBUHEH
JEMOHCTPYBaTH SKICTh Ta IOBHOTY 3aXO[iB O€3MeKH, SKI BUKOPUCTOBYIOTH IS
MPaBUJIBHOTO Ta HECYNEPEWIMBOTO 3aXUCTy J0Ka3iB (TOOTO, OKa3 KOHTPOJIOBAHHS
nporiecy). B3arai, Taka 10ka30BiCTh MOKe OYTH BCTAaHOBJICHA 32 TAKUX YMOB:

a) JJI ManepoBHX JAOKYMEHTIB: OpUTiHAN HaJIHHO 30epiraloTh 3 PEeCTpaLEl0
ocoOu, sika 3HallIa JOKYMEHT, TOrO, /e LIl JOKYMEHT Oyso 3HalAeHO, KOJU LieH
JOKYMEHT OyJI0 3HalJeHO 1 XTO OyB CBIIKOM 3HAXOKEHHS; OyAb-sKe pO3CIIAyBaHHS
MOBUHHE NMEPECBIAYUTHCS, 1110 OPUTIHAIIM HE MIAPOOIIeH],;

b) nns iHopMallii Ha KOMIT IOTEPHUX HOCIAX: 00 3a0€3MeUnuTH JOCTYMHICTh
iHdopMallii TMOBUHHI OpaTucs A3epKalibHI BioOpakeHHs abo0 Komii (3aJIeKHO BIJ
3aCTOCOBHUX BUMOT) OYyJIb-KOTO 3MIHHOT'O HOCIA, 1H(OpMaIii 3 )KOPCTKUX JAUCKIB a00
nam’sTi; MOBUHEH 30epiraTHcs KypHaj BCIX i MpPOTSAroM MpoIlecy KOIIIOBaHHA 1
npoliec MOBUHEH OYTH 3aCBIIUEHUI; OPUTTHAIBHUIM HOCIH Ta >KypHall peecTparii (Ko
1€ HEMOXJIUBO, TO Xo4ya O OJHE J3epKajibHe BiJoOpa)xkeHHS ab0 KOIis) MOBUHHI OyTH
HaJIHHO 30€peKeH] 1 HEIOTOPKaHI.

Bynb-siki cygoBi poOOTH TOBUHHI BHUKOHYBATHCS JIUIIE 3 KOIMISIMU JTOKa30BUX

marepiamiB. L{UTICHICTP yCiX [0KAa30BUX MaTepiajiB MOBUHHA OyTH 3a0e3neyeHa.
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KomitoBaHHsT JJ0Ka30BOro Marepialy [OBMHHE 3JIMCHIOBATUCA IiJ HArJsJIoM
NepCcoHaly, SIKHW 3acIyroBye JTOBIPH, Ta NMOBMHHA OYyTH 3apeecTpoBaHa iH(opMmallis:
KOJU 1 JI¢ BUKOHYBABCS IMpPOIEC KOIIIOBaHHS, XTO 3/1MCHIOBAB KOIIIOBAaHHA 1 fKi

IHCTPYMEHTHU Ta IpOorpaMu OyJIM BUKOPUCTAHI.

JlonaTrkoBa iHMGOpMaILis

Komun mnopito iHdopmaniiiHoi Oe3nekd BUSBICHO BIEpIIe, MOXE He OyTu
OYEBUJIHUM, YU JIACHO 115 MOAIS MPpU3Beae A0 cyAoBuX Niid. Tomy icHye HeOe3neka, 1o
HEOOX1MHMI 1oKa3 Oyne 3pyWHOBAaHUW HABMHUCHO a00 BUITAJIKOBO /IO YCBITOMJICHHS
CEpHO3HOCTI IHUUAEHTY. Tomy Oa)xaHO 3aBYacHO B Oylb-SKy MPaBOBY AISUIbHICTh
3JIy4UTH aJBOKaTa abo MO0 1 OTpUMATH PEKOMEH/Iallll 010 HEOOXITHOTO T0KAa3y.

Jlokazu MOXXyTh BUXOJUTH 3a MEX1 opraHizaiii Ta/abo ropucaukuii. Y Takux
BUMAJKax Tpeba 3abe3meunTd, OO OpraHizamis Maja MpaBo 30MpaTH HEOOXITHY
iHpopmarito gk goka3. [1lo60 MakcumanbHO 30UIBIIMTH MOKJIMBOCTI BHU3HAHHS 3a
MeXaMU BIAMOBIIHOI IOPUCAMKIIT, MOBUHHI TaKOX OYTH PO3IJIIHYTI BUMOTHU PI3HUX

FOPUCTUKITIH.

172



COY HBYVY 65.1 CVIb 2.0:2010

14 Yupagsainas 0e3nepepBHicTIO Oi3HeCy

14.1 AcnexkrTn iHnpopManiiiHoi Oe3neKH ynpaBJiiHHA 0e3nepepBHicTIO Oi3HeCy

Hine: [IpoTuaisTé mepepuBaHHAM y Oi3HEC-TISTIBHOCTI Ta 3aXUINATH KPUTUYHI
Oi3HeC-NpoLEeCH BiJ BIUIMBY CEpHO3HUX BIAMOB 1HGOPMAIIMHMX CHUCTEM YHM JHXa, 1
3a0€3MeUnTH iX CBOEYaCHE BIJTHOBIICHHSI.

[Ipornec ynpaBiiHHS Oe3MepepBHICTIO Oi3HECY MOBHMHEH 3alpOBAKyBATUCS IS
MiHIMi3allli BIUIMBY Ha OpraHi3allilo Ta BIAHOBIICHHS BTpAaTH 1HGOPMALIIHUX pecypciB
(K1  MOXYTh CHPUYMHATHUCS, HANPUKIAJ, TMPUPOJHUMHU JIMXaMH, HEIIACHUMHU
BUIAJIKAMH, BIIMOBaMH OOJaJHAHHS, a TAKOX HABMUCHUMHU AIIMU) J0 TPUHHATHOTO
PIBHS IUISIXOM NO€HAHHS MMPEBEHTUBHUX Ta BITHOBIIOBAIBHUX 3axo0/iB Oe3neku. Llei
Mpolec MOBUHEH 1EHTU(IKYBATH KPUTHUYHI Oi3HEC-NIPOLIECH Ta IHTETpyBaTH BUMOTHU
yhnpaBiaiHHg 1H(OpMaliiiHOIO Oe3MeKor MO0 Oe3NnepepBHOCTI Oi3HECY 3 IHIIMMU
BUMOTaMu 0e3MepepBHOCTI, sIKI CTOCYIOTbCSI TAKUX ACIEKTIB, SIK eKCIUTyaTallisi, KaJpoBe
3a0€3IeueHHsI, MaTepiaik, TPAHCTIOPT 1 3aco0U 0OCITYyrOBYBaHHS.

Hacninku karactpod, BiAMOB O€3MeKH, BTpaTh 00CIYrOBYBaHHS Ta JOCTYITHOCTI
oOCIIyroByBaHHsS TIOBMHHI OYTH TpEeIMETOM aHalidy BIUIMBIB Ha Oi3Hec. [lnanu
Oe3nepepBHOCTI O13HECY MOBUHHI OYTHU Po3p00JIeH] Ta BIPOBAKEHI IS 3a0€3MeUCHHS
CBOEYACHOT'O BIJHOBJIEHHSI €KCIUTyaTalli BakJIuMBHX cucteM. [Hdopmariiiina Oesneka
MOBUHHA OyTH HEBIJ €MHOIO YaCTHHOIO 3aralIbHOTO MpoIecy Oe3nmepepBHOCTI Oi3HECY
Ta IHIIKX MPOLIECIB YNPaBIIHHA OpraHizalii.

J10J1aTKOBO 710 3arajibHOTO MPOIIECy OLIHKK PU3UKIB YIPaBIiHHS O€3MEePEPBHICTIO
Oi3HeCcy IOBMHHE BKJIOYATH 3axoaM O€3Neku s 1IeHTHdikaiii Ta 3MEHIICHHS
PU3UKIB, OOMEXEHHS HAaCHiJKIB YIIKO/)KYIOUMX IHIMJICHTIB 1 3a0e3medyBaTd, IO

iHbopMalliss, HeoOXigHa 17151 O13HEeC-IPOoIeCiB, Oyiia JErkKo JOCTYITHOIO.

JlomoBHeHHsI
banku Mar0Th BUKOHYBaTH BUMOTH HOPMAaTHBHO-IIPABOBUX JIOKyMeHTIB HarlioHaasHOTO OaHKY

VYkpainu 3 nutanb 3a0e3nedeHHs 6e31mepepBHOCTI pOOOTH.
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14.1.1 3anyuyenHs iHpopmaniiiHoi Oe3mekH B mpouec yNPABJIIHHA

Oe3nmepepBHICTIO Oi3HeCy

3axoau Oe3neKu

Jlns  Ge3mepepBHOCTI Oi3HEecy B ycik opraHizamii Tpeba po3poOutu Ta
MiATPUMYBAaTH TIPOLIEC, IO YIPABISETHCS, SIKAKW BpaxoBye BUMOTH iH(OpMaIiiHO1

Oesrneku, HeoOX1aH1 )11 Oe3nepepBHOCTI O13HECY B OpraHizaiiii.

HacTtaHoBa 111010 BOpOBaKCHHS

[Ipouenypa MNOBHHHA 3BOJUTH pa3OM HAaBEACHI HW)KYE KIIIOYOBI €JIEMEHTH
yIpaBiliHHs 0€3MepEepPBHICTIO OI3HECY:

a) PO3YMIHHS PHU3MKIB, 3 SKHMHU OpraHi3aiis 3yCTPIYA€ThCSA, 3 TOUYKU 30Dy
HMOBIPHOCTI Ta BIUIMBY Y 4Yacl, BKJIOYAIOYM 1IEHTU(]IKALIIO Ta MNPIOPUTETHU3ALII0
(muB. 14.1.2);

b) inenTudikamis Bcix pecypcis CVYIb, 3amydyeHux y KpuTHUHI Oi13HEC-TIPOIIECH
(muB. 7.1.1);

C) PO3YMIHHA BIUIUBY, SKMM T[epepUBaHHSA, CHPUYUHEH]1 1HLIUJIECHTAMHU
iHpopMmarliitHoi 6e3neku, HMOBIPHO, MATUMYTh Ha Oi3HEC (BaXKJIMBO BIIHAWTH pilllEeHHS,
AK1 0OpOOJSTUMYTh SIK IHIMJIEHTH, 110 CIPUYUHSIOTH MEHIII BIUIMBHU, TaK 1 cepilo3HI
THIUACHTH, KOTP1 MOXKYTb 3arpoKyBaTH KUTTE3AATHOCT1 OpraHizallii), 1 BCTAHOBJICHHS
et 6i3Hecy 100 3aco61B 00poOKu 1HDOpMaIli;

d) posrisin mpunOaHHs BiAMOBIIHOT CTPaXOBKH, sSIKa MOXKE SIK CKJIaJaTH YaCTUHY
3arajbHOr0 Tmpolecy Oe3nepepBHOCTI O13Hecy, Tak 1 OyTH YacCTUHOIO YIPABIIHHS
ornepaniiHuM PU3UKOM (HEHaJeKH1 a00 HEKOMIIETEHTHI [1i);

€) 1IeHTH]IKalisl Ta PO3IJIA] BIPOBAKEHHS IOJATKOBUX NPEBEHTUBHUX Ta
MTOCJIA0IIOI0UHX 3aX0/I11B 0€3IICKH;

f) imentudikamis npoctaTHix (IHAHCOBHX, OpraHi3allifHUX, TEXHIYHUX Ta
1HQPACTPYKTYPHUX PECypCiB sl ypaxyBaHHs 11eHTH(]IKOBaHUX BUMOT 1H(OpMaIiiiHOT
Oe3IeKH;

g) 3abe3rneueHHsT Oe3MeKW TMepcoHaay Ta 3aXuCT 3aco0iB  0OpoOJIeHHS
iHopMmarlii 1 MaliHa opraHizailii;

h) dbopmymnioBaHHS Ta TOKyMEHTYBaHHS IUIaHIB Oe3mepepBHOCTI Oi3Hecy, sKi
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BpPaxoBYIOTh BUMOTH 1H(OpMaIliitHOT Oe3MeKr BIAMOBIAHO 10 MOTOJKEHOI cTpaTerii
6esnepepBHOCTI O13Hecy (nuB. 14.1.3);

1) peryispHe TECTyBaHHS Ta OHOBJICHHS HasBHUX IUIaHIB Ta IIPOIIECIB
(muB. 14.1.5);

j) 3abes3nedeHHs TOro, M0 yMpaBIiHHA Oe3MepepBHICTIO Oi3HECy BOYJIOBaHE B
MpOIleCH Ta CTPYKTYpPy Oprasizaiii; BIAMOBIAAIBHICTh 3a TMPOILEC YIPABIIHHA
Oe3rnepepBHICTIO O13HEeCY NMOBMHHA OyTH MpPU3HAaY€HA Ha BIAMOBIIHOMY PIBHI B MEXax

opranizanii (nus. 6.1.1).
14.1.2 Be3nepepBHicTH 0i3HeCy Ta OL[IHKA PU3UKY

3axoau Oe3neKu

[lonii, 110 MOXYTh CIIPUYMHUTU NEpEPUBAHHS B O13HEC-TIpolecax, MOBUHHI OyTH
1IeHTU(IKOBaH1 pa30M 3 IMOBIPHICTIO Ta BIUTMBOM TaKHX MEpPEpUBaHb 1 iX HACTIIKIB JUIs

1HpopMaIifHOT 6e3neKu.

HacTtaHoBa 111010 BOpOBaKCHHS

Acnektn iH(opMaliiiHOi Oe3neku 1moA0 Oe3nepepBHOCTI Oi3HECY MOBUHHI
OaszyBatucs Ha ineHTHdIKamii momid (abo TMOCHIAOBHOCTI TMOMIiNH), SKI MOXYThb
COPUYMHUTU TepepuBaHHsA Oi3HEC-NPOLIECIB  OpraHizaiii, HaOpHUKIaa, BIAMOBA
oOnagHaHHS, JIIOACHKI MOMWIKHU, KPaJAbKKa, MOXKeXKa, TPUPOAHI JIMXa Ta TEPOPUCTUUHI
aktu. lle mMae cynpoBOIKYBaTUCS OI[IHKOIO PU3MKY JJIs BUSHAUYEHHS MMOBIPHOCTI Ta
BIUIUBY TaKUX TMEpEepUBaHb 3 TOYKH 30pYy Yacy, HIKaJU YIIKOJKEHb Ta Meploay
BIJTHOBJICHHSI.

Ominka pu3uKy Oe3nepepBHOCTI Oi3HECY IOBUHHA BHUKOHYBAaTUCh 3 TOBHHUM
3aJIy4eHHSIM BJIACHUKIB O13HEC-pecypciB Ta mporieciB. Ll ominka mMOBHHHA pO3TsaaTU
BC1 Oi3HEC-polecH 1 He 0OMEXyBaTHCh JHIle 3aco0amu 0OpoOieHHs iHGopmallii, a
OXOIUTIOBATH Pe3yiIbTaTH, XapaKTepHi 1Jis iHpopMaIliiHoi 6e3neku. BaxiuBo noegHatu
PI3HI aCNEeKTU PU3UKY JJIsi OTPUMAHHS TTOBHOI KAPTUHU BUMOT Oe3nepepBHOCTI O13HECY
opraizamii. OIlllHKa TOBHHHA  1I€HTU(]IKYBaTH, KUIBKICHO  OI[HIOBaTH 1
MPIOPUTETU3YBATH PU3UKH 3aJI€KHO BiJl CYTTEBUX JUIsl OpraHizalii KpUTepiiB Ta LLIEH,

BKJIIOYAIOYM  KPUTHYHI  pPeCcypcH, BIUIMBU  MOPYLIEHb, NPUIYCTUMUM  Hac
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HeMpare3JaTHOCTI CUCTEMH Ta MPIOPUTETH BITHOBICHHS.

3aJie’KHO BiJ pe3yJbTATIB OL[IHKM PU3UKY MOBMHHA OyTH po3poOjieHa cTpaTeris
Oe3rnepepBHOCTI O13HECY i BU3HAYEHHS 3arajbHOro MiIXoay A0 Oe3nepepBHOCTI
013necy. Ilicns cTBOopeHHs 1€l cTpaTterii KEepiBHUITBO MOBUHHE 1i MOTOAUTH, 1

HEOOX1THO CTBOPUTH Ta MOTOJIUTH IJIaH BIPOBA/IKEHHS 111€1 cTpaTerii.

14.1.3 Po3po0JieHHs1 Ta BIPOBAIKCHHA IUIAHIB Oe3nmepepBHOCTI Oi3Hecy, AKi

BKJIIOYAK0Th iHpopManiiiHy Oe3nexky

3axoau Oe3neKn

[loBuHH1 OyTH po3po0JieHI Ta BOPOBA/KEHI IUIAHW JJs HIATPUMKH abo
MOHOBJIEHHS (YHKI[IOHYBaHHS 1 3a0€3MeUeHHs TOCTYIMHOCTI 1H(OopMallii Ha MOTpIOHOMY
piBHI Ta B TOTPIOHI MPOMIDKKH Yacy MICIs epepUBaHHs YU BIAMOBH KPUTHUYHUX O13HEC-

MPOLIECIB.

HacTtaHoBa 111010 BOpOBaKCHHS

[Iporiec mianyBaHHs Oe3MepepBHOCTI OI3HECY MOBHHEH PO3IJISIATH HaBEICHE
HUXKYE:

a) iIeHTH(]IKalil0 Ta TMOTO/MKEHHS BCiX OOOB’A3KIB Ta  IPOLELYp
Oe3nepepBHOCTI O13HECY;

b) igeHTHdIKaIiI0 NIPUITYCTUMUX BTpaT iH(opMalii Ta 00CITyroByBaHHS;

C) BIPOBAKEHHA MPOLEAYP, AKI YMOKIUBIIOIOTH BIIHOBJIEHHS Ta TOHOBJICHHS
¢GbyHKU1OHYBaHHSL Oi3HECy 1 JOCTYMHOCTI iH(opMauii y noTpiOHMX macmradax yacy;
0CcOONMBY yBary TpeOa TPUAUIMTH OIIHII BHYTPINIHIX Ta 30BHINIHIX 3aJEXKHOCTEH
0i3HECy Ta HasiBHUX KOHTPAKTIB;

d) mpoueaypu excrutyaTtarii Jjisi CylmpOBOIKEHHSI HE3aBEPIISHOT'O BIIHOBJICHHS
Ta TOHOBJICHHS;

€) JOKYMEHTYBaHHS MMOTOJKEHUX MPOIEAYpP Ta MPOLECIB;

f) BIANOBIAHY OCBITY MITaTy IIOAO TIOrOJKEHUX NPOLEAYyp Ta TMPOILECIB,
OXOTUTIOIOYM aHTUKPU30BE YIIPABIIHHS;

g) TECTYBaHHsI Ta OHOBJICHHS TUIaHIB.

[Ipouec mulaHyBaHHS TIOBMHEH B3ATH JO YBard HEOOXimHI Il Oi3Hecy,
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HaIPUKJIaa, MOHOBJICHHS MEBHUX KOMYHIKAUIMHUX TOCIYT KII€HTaM y TPUUHSITHUN
yac. [loBuHHI OyTH 11€HTH(IKOBAHI TOCIYTH Ta PECYpPCH, SIKI CHPUSIOTH LbOMY,
BKJIIOUAIOYM KaJpoBe 3a0e3MeUeHHs, pPecypcu, 1o He oOpoOisaroTh iHdopMmalii, a
TaKOX 3aXOAM 3 HeWTpamnizaiii HecrpaBHOCTEH 3aco0iB 00OpoOseHHs iHpopmanii. Taxi
3axolM 3 HeWTpasizalli HeCNpaBHOCTEW MOXKYTh BKJIIOYATH 3aXOAM 3 TPETIMHU
CTOPOHAMM Y BUIJISII1 IBOCTOPOHHIX yroJ a0 KOMEPLIHI MOCTYTH IPUETHAHHS.

[1nanu 6e3nepepBHOCTI Oi3HECY TOBUHHI BpaxOBYBaTH BPa3IUBOCTI OpraHizailii, 1
TOMY MOXYTh MICTUTH KOH(IACHIINHY 1H(MOpMaIio, sKa MOTpeOye BiAMOBIIHOTO
3axucty. Komii mianiB 6e3nepepBHOCTI 0i13HECY MOBUHHI 30€piratucs y BIIJAJICHOMY
MiCIIl Ha JOCTaTHINA BiACTaHI, 00 YHUKHYTH OYAb-SKOT'O YIIKOJKEHHS BiJl JMXa Ha
OCHOBHOMY MicIle3Haxo/KeHHI. KepiBHUIITBO TOBUHHE 3a0€3MEYUTH AaAKTYaJbHICTh
KOMIN MIaHiB Oe3nepepBHOCTI OI3HECY 1 3aXMCT 3 TaKUM K€ pIBHEM O€3NeKu, SAKUN
3aCTOCOBAHO Ha OCHOBHOMY MICII€3HAXO/)KeHH1. [HII gaHi, HEOOX1IH1 JJIsI BUKOHAHHS
M1aHiB O€e3MepepBHOCTI, MOBUHHI TAKOXK 30€piraTucs y BiJaIeHOMY MICII.

SIKII0 BUKOPUCTOBYIOTHCA albTEPHATHBHI THUMYACOBI MICLs, PIBEHb 3aXOiB
0e3MeKku, SKi 3aCTOCOBYIOTbCA  JUIsl HUX, MOBHUHEH OYTHM EKBIBAJICHTHHM pIBHEBI

OCHOBHOT'O MICIIA.

JlonaTrkoBa iHMGoOpMaILis

Cnia BiA3HAYUTH, 110 TUIAHU Ta Ali 3 aHTUKPU30BOro ympasiiHHA (nuB. 14.1.3 f)
MOXXYTbh BIAPI3HATUCA BiJl YNpaBJiHHA Oe3MepepBHICTIO Oi3HECy; TOOTO, MOXKE MaTu
MICLIE KPU30Ba CHUTYyallisd, SIKa MOXE BPETyJIbOBYBATHCS 3BHYAMHUMU IMpOLETYypaMuU

yIPaBIIiHHS.
14.1.4 CtpykTypa muianyBaHHs Oe3nepepBHOCTI Oi3Hecy

3axoau Oe3neKu

Jlnist 3a0e3neueHHst y3roJ»KeHOCT1 BCIiX IUJIAHIB, Y3TOJKEHOI0 BpaxXyBaHHS BHUMOT
iHpopMalliiftHOi Oe3neku Ta iAeHTUdIKalli MPIOPUTETIB TECTyBaHHS 1 MIATPUMKH,

MMOBHMHHA MIATPUMYBATUCh €IMHA CTPYKTypa IIaHIB Oe3mepepBHOCTI Oi3HECY.

HacTtaHoBa 111010 BOpOBaKCHHS

Koxunuii mnan Oe3nepepBHOCTI Oi3HECY TMOBMHEH OMNHMCYBATH MIAXIA 110
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Oe3MepepBHOCTI, HANpUKIaA, MiAXiA 10 3a0e3medyeHHs JOCTYMHOCTI Ta Oe3MeKu
iHpopmartlii Ta iHPopMaliiiHOi cucteMu. KoXHUM TIaH MOBHMHEH TaKOXX BH3HAYaTH
IIaH eckamamii Ta yMOBM MOro akTHBallii, TakK caMo, SK I1HAMBIAYaJbHY
BIJIMOBITAJIBHICTh 32 BUKOHAHHS KOXKHOT CKi1aa0Boi many. Konu ieHTrdikoBaHO HOBI
BUMOTH, Oy/Ib-sSIK1 ICHYIOU1 MTPOLIEYpH aBapiiiHUX J1d, HAPUKJIa/, IUIAHU eBaKyallii abo
3aX0/ld 3 HeWTpanizalii HeclpaBHOCTEN, MOBUHHI OYTH HAJIEKHUM YMHOM BHUIIPaBJICHI.
[Iporpamu ympaBlliHHS OpraHi3allifHUMU 3MIHAMHU TOBHUHHI BKJIIOYATH MPOLEAYPHU
3a0€e3Me4eHHs TOTO, 110 MUTaHHS Oe3MepepBHOCTI OI3HECY 3aBXKIU HAJICKHUM YUHOM
ypaxoBaHi.

KoxHull miaH moBMHEH MaTH OKpeMoro BiacHuka. [Ipouenypu aBapiiHux MiH,
IUIaHK 3 PY4YHOI HeWTpasizalii HeclpaBHOCTEH Ta IJIaHU BiN0OYIOBYBaHHSA IOBHHHI
OXOIUTIOBAaTUCSA OOOB’SI3KaMM BJIACHUKIB BIAMOBUIHUX 3aydeHHX Ol3HecC-pecypciB abo
nmpoueciB. 3a 3axoAu 3 HeWTpanmizalii HEeCHpaBHOCTEH aJbTEPHATHUBHUX TEXHIYHUX
MOCIIYT, TaKUX K 00poOeHHs 1HpopMaIlii Ta KOMYHIKalliiiH1 3ac00M 3B’ 3Ky, IOBUHHI,
SK TPaBUIIO, OyTH BIANOBIJANIbHI MOCTAYaIbHUKH LIUX TOCIYT.

Crpykrypa TuUlaHyBaHHs Oe3nepepBHOCTI Oi3HECy TIOBMHHA BpPaxOBYBaTH
11eHTH(1KOBaH1 BUMOTH 1HPOPMaLIHHOT O€3MEeKH 1 pO3IIISIIATH HaBEICHE HIKYE:!

a) YMOBM aKTHBallli TUIaHIB, SIKI OMMCYIOTh IpPOIEC, IKOMY Tpeba clilyBaTu
(HampuKIa, SK OLIHIOBATH CUTYAIIl0, XTO Ma€ OyTH 3aJly4eHUI) 10 aKTUBAIli KOKHOTO
TIaHy;

b) mpouenypu aBapiiHUX [ii, IO OMNUCYIOTh [ii, SKUX TpeOda BXKUTU MICIA
IHIIUJICHTY, KOTPUH Hapaxkae Ha HeOe3neKy (PyHKIIOHYBaHHS O13HECY;

C) mpoueAypy HeTpanizailii HeCHpaBHOCTEH, SKI OMUCYIOTh [ii, AKX Tpebda
BXXKUTH ISl TIEPEMIIICHHS BaXJIMBOI O13HEC-TISJIBHOCTI YW TOCIYr MIATPUMKH 0
aNbTEpPHATUBHUX THUMYACOBUX INPHUMIIICHb 1 MOHOBJIECHHS (YHKUIOHYBaHHA Oi3Hec-
MPOLIECIB Y MOTPIOHUN MPOMIKOK Hacy;

d) TMM4YacoBi ekcIuTyaTaliiiHi NpoleaypH ISl CYIPOBOIKEHHS HE3aBEPILICHOT O
BIJTHOBJICHHS Ta TIOHOBJICHHS;

€) NpoUeAypy BIAHOBICHHS, SKI ONHUCYIOTh [ii, M0 Tpeda BXUTU I

MOBEPHEHHS 10 3BUYaHOT0 (DYHKIIIOHYBaHHS Oi3HECY;
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f) rpadik miaTpUMKH, KU BU3HAUYAE, K 1 KOJM IUIAH TECTYBAaTUMEThCS, Ta
npoueaypy NIATPUMKH TUIaHY;

g) AUIBHICTH 3 MOIH(QOPMYBaHHS, OCBITM Ta HABYaHHS, fKa poO3poOsieHa s
CTBOPEHHSI PO3YMIHHS MpoleciB Oe3nepepBHOCTI Oi3HECY Ta 3a0e3MeyeHHs TOro, L0
MPOLIEC 3AUTUIIAETHCS €(HEKTUBHUM;

h) BiAMOBiAANTBHOCTI OCI0, SIKI OMUCYIOTh, XTO BIJNMOBITAIBHUN 3a BUKOHAHHS
AKOT CKJIAJIOBO1 TUIaHy. 32 HEOOX1THOCTI MOBUHHI OYTH MPU3HAYEH1 3aCTYITHUKH;

1) kputnuni pecypcu CYIb Ta pecypcu, siki MTOBUHHI OyTH 374aTHI BUKOHYBaTU

MpoLeaypy aBapiiHUX All, HeWTpani3alii HeclpaBHOCTEHN Ta BiOY0OBH.

14.1.5 TecryBaHHs, MiATPUMYBAHHS TA NEPEOUiHKA IJIAHIB 0Oe3nepepBHOCTI

Oi3Hecy

3axoau Oe3neKu

[1nanu Oe3nepepBHOCTI O13HECY Tpeda peryiasipHO TECTYBATHU Ta OHOBIIOBATH, 100

3a0€3MeUnTH, 1110 BOHH aKTyaJbHI Ta €(PEKTUBHI.

HacTtaHoBa 111010 BOpOBaXKCHHS

TectyBanns 1uany Oe3nepepBHOCTI Oi3HECy MOBHHHI 3a0e3medyBaTH, IO BCl
YJICHM KOMAaHIW BIJHOBJICHHS Ta IHIIMM BIAMOBIAHUM IITAT MOiH(GOPMOBAHI MO0
IJIaHIB Ta CBOIX BIAMOBIIAJIBHOCTEW CTOCOBHO Oe€3MepepBHOCTI Oi3HECy Ta Oe3neKu
1HopMaIlii 1 3HaIOTh CBOIO POJIb MPH 3A1MCHEHHI TUIaHYy.

I'padix TecryBanns miany(iB) 6e3mnepepBHOCTI O13HECY MOBUHHUM MMO3HAYATH, SIK
1 KOJIM TMOBHUHEH TECTYBAaTHUCA KOXHUM ejleMeHT raHy. KoxHuil enemeHT miaHy(iB)
MOBUHEH TECTYBATHUCS 4acTo.

[Ilo6 HamaTu rapartito TOro, 1o IiaH(u) OyAyTh BUKOHYBATHCS B peallbHOMY
KUTTI1, MOBUHHI BAKOPUCTOBYBATUCS PI3HOMAHITHI METO M. BOHM MOBUHHI BKJIIOUATHU

a) TEpEeBIPKY PI3HUX CIIEHAPIiB «HA CTOJ1» (OOrOBOPEHHSI 3aX0/11B BiAHOBJICHHS
0i13HECY 3 BUKOPUCTAHHSIM MPUKIIAIB IEPEPUBaHb);

b) moxemoBaHHs (0COOJMBO, JJIsi HaBYaHHsS JIIOJEM MmoAo ix posedl B
HICSIHIUAEHTHOMY a00 MICISIKPU30BOMY YIIPABIIIHHI);

C) TECTyBaHHS TEXHIYHOTO BIJHOBJICHHsS (IEPECBIIYEHHS, 110 1H(POpPMAaIiiH1
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CUCTEMU MOXKYTh OYTH €(DEeKTUBHO TTOHOBJIEHI);

d) TectyBaHHS BIAHOBJIEHHS Ha JOJATKOBOMY MICII€3HAXOKEHH1 (3BUYAHMI
013HeC MmpoIiec napaneabHO 3 OlepallisiMU BiIHOBJICHHS HE HA OCHOBHOMY MICIIi);

€) TecTyBaHHS 3ac0o0iB Ta MOCIYr MocTadajibHUKA (MIEPECBIAUYCHHS, 10 HaJlaH1
330BHI IMOCIYTH Ta MPOAYKIIisl OYyTh BIIMOBIIATH KOHTPAKTHUM 3000B’ I3aHHSM);

f) moBHi1 pemeruiii (TecTyBaHHs, IO OpraHizailis, NepcoHan, o00JiaJHaHHS,
3aco0HU Ta MPOIECHU MOXKYTh BIIOPATUCS 3 TIEPEPUBAHHSIMHU ).

{1 MmeTonu MOXYTb 3aCTOCOBYBATHUCSl OYyJb-SKOIO Oprasizaniero. BoHn nmoBuHHI
3aCTOCOBYBATHUCS y CIIOCIO, SIKMM € Ba)XJIMBUM JJISi KOHKPETHOTO TIJIaHY BITHOBJICHHS.
Pe3ynbTaTi TECTIB MOBMHHI 3alKMCyBaTUCS Ta, 3a HEOOXITHOCTI, BXKUBATHCS il JJIS
BJIOCKOHAJICHHSI TUIaHIB.

[ToBuHHa OyTH NMpU3HAYEHA BIAMOBIAAIBHICTD 3a PETYJISPHI MEPErIISIAN KOKHOTO
riaHy Oe3nepepBHOCTI Oi3Hecy. 3a ieHTHdIKaIier 3MiH y 0i3Hec-3aX0/ax, SKi 1Ie He
BiIoOpakeHO B IUIaHaX Oe3nepepBHOCTI Oi3HECy, MOBHHHE CIIAYBaTH BIANOBIIHE
oHOBNEeHHs miaHy. Llg odimiitHo odopmieHa mpouenypa KOHTPOJIIO 3MIH MOBHHHA
3a0€3IeUnTH, 110 OHOBJICHI IUIAHU PO3MOBCIOKYIOTHCS Ta TOBTOPHO BBOASTHCS B JIIO
PEryISIpHUMM TIEPETIIsiIaMH TTOBHOTO TIJIaHy.

[Tpukianamu 3MiH, Jie TOBUHHE PO3IJISAATHUCS OHOBJICHHS TUIaHIB O€3MepepBHOCTI
013HeCy, € MpuAOaHHS HOBOT'O 00IaHAHHS, MOJIEpHI3AIlls CUCTEM Ta 3MIHU B:

a) TepCcoHali;

b) aapecax Ta HoMepax TeynedoHiB;

c) Oi3Hec-cTpaTerii;

d) poswmimenHi, 3aco0ax Ta pecypcax;

€) 3aKOHOJAaBCTBI,

f) migpsaHMKax, MOCcTaYaIbHUKaX Ta OCHOBHUX KITIEHTAX;

g) Tmpoliecax — HOBUX, YU BIIMIHEHUX;

h) pusuky (omepauiiHoMy (HeHajexHl a00 HEKOMNETeHTH1 1ii) abo

(biHaHCOBOMY).
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15 BignoBigHicTH

15.1 BignoBigHicTh IPaBOBUM BUMOIaM

[inb: YHUKHYTH TIOpYIIEHb OyIb-SIKOTO 3aKOHY, BUMOT, IO JIIOTh Ha MiACTaBi
3aKOHY, HOpPMAaTUBHUX 200 KOHTPAKTHUX 3000B’s3aHb Ta OyAb-IKUX BUMOT O€3MEKH.

[IpenmeToM BUMOT, 1110 AIFOTH Ha MIACTaBl 3aKOHY, HOPMATUBHUX Ta KOHTPAKTHUX
BUMOI  0Oe3neku Moke OyTH MpPOEKTyBaHHS, €KCIUTyaTalisi, BUKOPUCTaHHS
1HpOpMAIIITHUX CUCTEM Ta YIPABIIHHSI HUMHU.

PekoMmennanii 1moA0 NEBHUX TMPaBOBUX BUMOI Tpeba OAEpKyBaTH BiJ
IOPUCKOHCYJIBTIB OpraHizaiii abo NPakTUKYIOUMX IOPUCTIB, SKI MalTh HAJIEKHY
KkBaidikaiiro. 3aKOHOAABYl BUMOTHM y pI3HMX KpaiHaxX BIAPI3HAIOTBCA 1 MOXKYTh
3MiHIOBaTUCS Uil 1H(OpMallii, sIKy CTBOPEHO B OJIHIA KpaiHi Ta MepenaroTh 10 I1HIIO1

Kpainu (ToOTO 3aKOPJAOHHOTO MOTOKY JAHUX).

15.1.1 InenTndikanisi 3aCTOCOBHOI0 3aKOHOAABCTBA

3axoau Oe3neKu

V¢l BaXIIMBI BUMOTH, 1O AIIOTh HA IMiJICTaBl 3aKOHY, HOPMATHUBHI 00 KOHTPAKTHI
BUMOTH Ta MiJXiJ Opraxizamii A0 3aJ0BOJICHHS ITMX BHUMOT TOBHHHI OyTH 4YITKO
BU3HAUYECHI, 33JJTOKYMEHTOBAHI Ta aKTyalli30BaHi /ISl KOKHOT 1HPOpMaLiiHOT CUCTEMH Ta

oprasizarti.

HacTtaHoBa 111010 BOpOBaKCHHS

AHaJOT1YHUM YMHOM MOBUHHI OYTH BU3HAYEHI Ta 3aJIOKYMEHTOBaH1 MEBH1 3aX01

Oe3MeKy Ta IHIWBIAYaIbH1 000B’SI3KH JJIsI 3a]J0BOJICHHS 1IUX BUMOT.
15.1.2 IIpaBa inTesnekTyaabHoi BjaacHocTi (IPR)

3axoau Oe3neKu

[loBuHH1 OyTH BIPOBAIKEHI HAJIEKHI MPOLEAYpPH 3a0e3MedeHHs BIANOBIAHOCTI
3aKOHOJJaBYMM, HOPMATHBHMM Ta KOHTPAKTHUM BHMOraM II0JI0 BHKOPUCTaHHS
Marepially, BITHOCHO SIKOTO MOXYTh ICHYBaTH IpaBa IHTEJIEKTyalbHOI BJIACHOCTI, Ta

1o a0 BUKOPUCTAHHA 3allaTCHTOBAHUX HpOIIYKTiB MporpaMHoro 3a0e3IeyeHH.
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HacTtaHoBa 111010 BOpOBaKCHHS

Jist 3axucty OyIb-KUX MaTepialiB, SKI MOXHa BBa)KaTU IHTEJIEKTYaJIbHOIO
BJIACHICTIO, MIOBUHHI PO3IJISAIaTUCS HABEJICHI HUYKYEe HACTAHOBH:

a) myOuikallisi MOJITUKH BIATIOBIAHOCTI MPaBaM 1HTEJIEKTYallbHOI BIACHOCTI, sIKa
BHU3HAYa€ TPAaBOBE BHUKOPUCTAHHS MPOrpaMHOro 3abe3neyeHHs Ta 1H(OpMaIIiHUX
MPOJYKTIB;

b) npunbaHHs MOpPOrpaMHOTO 3a0€3MEUeHHs JIMIIEe Yepe3 BiJoMI Ta BHU3HaHI
JpKepena i 3a0e31eUYeHHs TOro, 0 aBTOPChKI MpaBa He MOPYIIYIOThCS;

C) MATpUMKA  MOIH(GOPMOBAHOCTI  LIOJ0  TOJITUKM  3aXUCTy  IpaB
IHTEJNIEKTYyaJIbHOI BJIACHOCTI Ta HAJlaHHS TMONEPEIKEHHS TMpPO HaMIp BXKHUTTA
TUCIUIUTIHAPHUX A1 MPOTH MepCcoHaNy, IKUH IX MOPYUIYE;

d) miaTpumka BinnmoBigHUX peectpiB pecypciB CYIb ta imeHtudikamis Bcix
pecypciB CYIb 3 BUMOraMu 3aXucTy MpaB 1HTEIEKTYyaJIbHOT BIACHOCTI;

€) MIATpUMKa J0Ka3iB Ta CBIJOITB BOJIOJIHHS JIIEH3IAMHU, MacTEP-IUCKIB,
KEPIBHUIITB TOIIIO;

f) 3ampoBajkeHHs 3axofiB Oe3mekd Uil 3a0e3MeYeHHs TOoro, M0 He
nepeBullieHa Oyab-siKa KUIbKICTh JO3BOJICHUX KOPUCTYBAYiB;

g) BUKOHAHHA MEPEBIPOK, IO 1HCTAJIbOBAHE JIMILE CAHKI[IOHOBAHE MpPOTpaMHe
3a0e3MeUeHHs Ta JIIEH30BaH1 MPOAYKTH;

h) HamaHHS MOMITHKY MiIATPUMKHU HAJICKHUX YMOB JIIIEH3yBaHHS;

1) HaJaHHS NOJITUKH BIUIIyYeHHs a00 nepeaaBaHHs MPOrpaMHoOro 3abe3neyeHHs
IHIITNM;

j) BUKOPHUCTaHHS HaJEKHHUX IHCTPYMEHTIB ayaUTY;

k) BiAMOBIAHICTH TEpPMiHAM Ta yMOBaM III0JI0 MPOTPAMHOrO 3a0€3MEUCHHS Ta
1HpopMaIlii, OTPUMAHUX 13 3aralbHOJIOCTYITHUX MEPEK;

1) BIACYTHICTH BIIMIHHOT'O BiJ] J03BOJIEHOTO aBTOPCHKUM MPABOM JYOJIFOBaHHS,
NEePEeTBOPEHHS B IHIINN (popmaT a0 BUIALICHHS 3 KOMEPLIMHUX 3aMuCiB (KIHO, ay10);

m) HEJOMYIIEHHS! BIIMIHHOTO BiJ JO3BOJEHOTO aBTOPCHKUM IPABOM IOBHOIO

a00 YacTKOBOTO KOIIFOBaHHS KHUT, CTaTeH, 3BITIB 200 IHIINX JOKYMEHTIB.

182



COY HBYVY 65.1 CVIb 2.0:2010

JlonaTtkoBa iHMGoOpMaIlis

[IpaBa iHTeNEKTyaabHOT BIACHOCTI BKJIIOYAIOTh aBTOPChKE MPABO Ha MpOrpamMHe
3a0e3nedeHHst a00 JTOKYMEHT, MpaBa Ha MPOMUCIOBHM 3pa30K, TOProBl MApKH, MATEHTH
Ta JIIEeH31i Ha MOYaTKOBUH TEKCT.

[laTeHTOBaHUN mNpOrpaMHUN TPOAYKT 3a3BUYail MOCTAYAETHCSA 3TIAHO 3
JTUEH31MHOI0 Yroiow, sKa BHU3HAYa€E TEPMIHM Ta YMOBHM JIIEH31l, HaNpUKiIa,
OOMEKEHHS BUKOPUCTAHHS MPOAYKTIB BU3HAYEHUMH KOMII toTepamMu abo OOMEKEHHs
KOIIIOBaHHS CTBOPEHHsAM Jjuine pe3epBHUX Komid. Cutyanis 3 IPR  crocoBHO
MIPOrpaMHOro 3a0e3rnedeHHs, Po3poOJEHOr0 OpraHizaili€lo, MOBHHHA OYTH MOSCHEHA
HITary.

3aKoHOJaBY1, HOPMATHUBHI Ta KOHTPAKTHI BUMOTH MOXYTh HAKIa1aTH OOMEKEHHS
Ha KOIIIIOBaHHS NATEHTOBAaHUX MartepiaiiB. 30KpemMa, BOHM MOXYTh BHMaratu, IO
MOXHa BUKOPUCTOBYBATH JIMIIE MaTepian, po3poOJieHWH oprasizamiero, ado sKui
JIIEH30BaHO YW HAJIaHO opraHizanii po3poOHukoM. [lopyrieHHs aBTOPCHKOIro Mpasa
MOXX€ TMPU3BECTH JO CYAOBOIO TIO30BY, SKHH MOXE 3ajayyaTd KpHUMIHAJIbHE

nepecyiyBaHHs.
15.1.3 3axucT opranizaniiHux 3anucis

3axoau Oe3neKu

BinmoBigHO 10 BHUMOr, MO0 JiIOTh Ha MiJACTaBl 3aKOHY, HOPMAaTHBHUX,
KOHTPAKTHUX 1 O13HEC BUMOT, BaXKJIMBI 3allMCH TMOBHMHHI OyTH 3aXWIIE€H1 B BTpAaTH,

3HUIIECHHS Ta dambcudikarii.

HacTtaHoBa 111010 BOpOBaKCHHS

3anucu MOBUHHI OyTU Kiacu]ikoBaH1 3a TUIIAMU, HAMPUKIaa, OOJIIKOBI 3aIUCH,
3anmvcu  0a3 JaHMX, OKYpHaJIM TpAHCAKIIH, >KypHaIM ayauTy Ta Mpoleaypu
eKCIUTyaTalii, KOXHa 3 MOAPOOUIISIMU IIOJ0 MEpIOAYy TPHUBAIOro 30epiraHHs Ta TUIY
3armam’sITOBYIOUOTO HOCIs, HAMPUKJIaa, manip, Mikpodiml, MarHiTHUi, onTuaHui. byb-
AKl BIATOBIAHI KpUOTOrpadiyHl KIIOYOBI JlaHl, a TaKOX MpOrpamu, IOB’s3aHl 3
3amudpoBaHUMH  apxXiBamMu a6o mudpoBuMu mianucamu  (nuB.  12.3), s

YMOKJIUBJICHHSI pO3MKU(PYBAaHHS 3alMCIB TMOBUHHI TaKOX 30epiraTucs MpOTIroM
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CTPOKY 30€epiraHHs 3aIuCiB.

Tpeba poO3MISIHYTH MOXIIMBICTH TICYBaHHS HOCIiB, BUKOPUCTaHMUX JJIsl 30epiraHHs
3anuciB. [Ipotieaypu 36epirantst Ta 0OpoOJICHHS TTOBUHHI 3alpOBaHKYBaTUCS BIJIOBIITHO
710 peKOMEH/IaIlii BUpOOHUKA. 3 METOIO TIOBIOTEPMIHOBOTO 30epiraHHs Tpeba po3risiHyTH
BUKOPUCTAHHSA Manepy Ta MiKpoQIIIiB.

Tam, ne BuOpaHi eNeKTpPOHHI 3aco0M 30epiraHHs, JJIsS 3aXUCTY BiJ BTpAT 4epes
MaiOyTHI 3aMIHM TEXHIKA TOBUHHI OyTH HasBHUMU MPOIEAYpH 3a0€3MeUECHHS JOCTYIY
70 JTaHUX (10 3YUTYBaHHS SK HOCIiB, Tak 1 popMary) MpOTATOM MEpPioAy TPUBAIOTO
30epeKeHHS.

Cuctemu 30epiraHHs JaHUX MMOBUHHI OOHMpATUCS TaKUM YMHOM, 100 HEOOX1IHI
JaHl MOKHa OyJIO BIIHAWTH y NMPUUHATHOMY (opMaTi 3a MPUHHATHUN MEpioj yacy Ta
3aJIe’KHO B1JI BUMOT, SIK1 IOBUHHI BUKOHYBATHUCS.

Cucrema 30epiranHs Ta o0OOpoOJeHHS TOBHHHA 3a0e3medyBaTH  YITKY
IGHTU(QIKAIII0 3aluCiB  Ta TMeploay iX TpUBAJIOro 30epiraHHs, $SK BU3HAYEHO
3aCTOCOBHUM HAIlIOHAJbHUM a00 perioHalbHUM 3aKOHOJABCTBOM YW HOpMaTuBaMH. Lls
cUCTeMa TMOBUHHA JO3BOJIATH BIATNOBIIHE 3HUIIECHHS 3alKCIB MICIAS LBOTO MEPioy,

SIKIII0O BOHU HEMOTPiOH1 opraHizaiiii.

JlomoBHeHHsI
banku Mar0Th BUKOHYBaTH BUMOTH HOPMAaTHBHO-IIPABOBUX JIOKyMeHTIB HarioHaasHOTO OaHKY

VYkpainu 3 nutanb popmyBaHHS Ta 30€peKEHHS ICKTPOHHHUX apXiBiB.

JUis MOCSTHEHHS LMX UUIEH 3aXMCTy 3alucCiB, B oprasizauii Tpeba BXKUTH

HaBEJICH1 HUKYE KPOKH:

a) TIOBUHHI OyTH BUAAaH1 HACTAaHOBU LIOJI0 TPUBAJIOro 30epiraHHs, 30epiraHHs;,
00poOJIeHHS Ta BUIYYEHHS 3aMuCiB Ta 1HGOopMaIlii;

b) moBuHeH OyTH CKIaAeHUH rpadik TPUBAJIOTO 30epiraHHs, KU 11eHTUDIKYE
3aIMKCH 1 MEPI0JI Yacy, MPOTITOM KOO BOHM IMOBUHHI TPUBAJIO 30€epiraTucs;

C) TOBHHHI NIATPUMYBATUCS IHBEHTApHI1 OMKCH JIKEPEIT KIIF0UOBO1 1HGOpMAIIiT;

d) moBuHHI OyTH 3aMpOBAKEH] HAJICKH1 3aX0/1M O€3MEKH JIJIsl 3aXUCTY 3aIKCiB

Ta iHdopMaIlii BiJl BTpaTH, 3HUIICHHS Ta Qanbcu(ikaiii.
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JlonaTtkoBa iHMGoOpMaIlis

Jlesiki 3amucu MOXYTh MOTpeOyBaTh OE3MEYHOr0 TPUBAJIOTO 30epiraHHs s
3aJI0BOJICHHSI BAMOT, IO JII0Th HA MIACTaBl 3aKOHY, HOPMATUBHUX, KOHTPAKTHUX BUMOT,
a TaKoX JUIS MIATPUMKHA OCHOBHOI Oi3Hec-misibHOCTI. [lpukiiamamu € 3ammcu, sKi
MOXXYTbh 3HaIOOMTHCS SIK JI0Ka3u (YHKIIOHYBAaHHS OpraHizallii B Mekax HOPMaTHBHHUX
nmpaBuil abo TpaBWi, IO JIOTh Ha MiACTaBl 3aKOHY, MO0 3a0€3MeUnuTH 3aXHUCT Bij
MNOTEHIIMHUX TPOMAASIHCBKUX YM KPUMIHAJIBHUX TMO30BIB, YW JUJIS MIATBEPIKECHHS
(G1HAHCOBOTO CTaHy Oprasizalii BiTHOCHO aKI[IOHEPIB, 30BHILIHIX CTOPIH Ta ayJUTOPIB.
[lepion wacy Ta BMICT JAaHMX [JIs TpUBajoro 30epekeHHs 1HdopMallli Moxe
BCTAHOBJIIOBATHCS HAI[IOHAJIbHUM 3aKOHOM a00 HOPMAaTHUBAMH.

[lomanpmry iHQOpMaLiI0 CTOCOBHO YOPABIIHHS OpraHi3aliiHUMM 3amucaMu

MOJKHa 3HauTH B [12].
15.1.4 3axucT naHUX Ta KOHQIACHUIHHICTH MEPCOHATBLHUX JAHUX

3axoau Oe3neKu

3axucT AaHMX 1 KOH(D1IEHIIHHICTh MOBUHHI 3a0€3MeuyBaTUCS 3T1IHO 3 BUMOTAMHU

BIJINMOB1IHOT'O 3aKOHOJJaBCTBAa, HOPMATHUBIB 1, 32 HASIBHOCTI, CTaT€l KOHTPAKTY.

HacTtaHoBa 111010 BOpOBaKCHHS

[ToBunHa OyTH pOo3po0sIeHa i 3aMpoBaKEHA MOJIITHKA OpraHi3allii o0 3aXUCTY
naHux 1 koHpineHiiHocTi. Ll moniTuka moBuHHA OyTH JOBEJEHA J10 BijoMa BCiX 0ci0,
3aJIy4eHUX 0 00POOIEHHS MePCOHANIBHOI 1H(pOpMAITii.

BinmoBinHicTh 1[ifl TOMITHIII Ta BCbOMY ICHYIOUOMY 3aKOHOJABCTBY U
HOpPMAaTHUBaM II0/J0 3aXUCTy JAaHUX BUMAra€ BiJMOBIIHOI CTPYKTYpH YIpPABIIHHS Ta
KOHTpOJI0. YacTo HalKkpalie IbOro JOCITaloTh HMUIXOM NMpHU3HAYEHHS BiIMOBIIATBHOT
ocoOu, §K, HANpUKIAJ, CIYyKOOBLSA 13 3aXUCTy JaHUX, SKUWA TMOBHUHEH HaJlaBaTH
HACTAaHOBU [JIsl KEpPIBHUKIB, KOPUCTYBayiB Ta MOCTAYaJIbHUKIB MOCIYr WIOJ0 iX
0COOMCTOI  BIJMOBIJAIBHOCTI 1 TEBHUX MNPOUEAYp, SAKUM Tpeda CIigyBaTH.
BinnoBiganeHICTh 3a  00pOOJEHHS TMEPCOHAIBHUX JaHUX Ta  3a0e3MeyeHHs
noiH(GOPMOBAHOCTI 1IOA0 MPUHIIMITIB 3aXUCTY JJAHUX MMOBUHHA 3/IMCHIOBATUCS 3T1IHO 3

BIJIMOBITHUM 3aKOHOJIABCTBOM Ta HopMmaTuBaMu. [loBHHHI OyTH 3ampoBaKeH1
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BIJIMOBIIHI TEXHIYHI Ta OpraHi3alliifH1 3aX01 IS 3aXUCTY MEPCOHATBHUX JaHUX.

JlonaTrkoBa iHMGoOpMaILis

barato kpaiH BBeJIO 3aKOHOIABCTBO, SIKE BCTAHOBIIOE 3aXO0IW Oe3MeKH
30upaHHs, 0OpOOJICHHS Ta NEepelaBaHHs MEePCOHAIBHMX JaHUX (B3arajl iHpOpMallio
I0JI0 ICHYIOUHX 0ci0, fIKi MOXYTh OyTH 1IeHTH(]IKOBaHI 3a i€ 1HGOPMAIIIEIO).
3aneXHO BII BIAMOBIAHOTO HAIIOHAJIBHOI'O 3aKOHOJABCTBA TakKl 3aXoaW O€3IeKd
MOXKYTb HaKJIaJjaTu 000B’SI3KM Ha THX, XTO 30Mpae, 00poOJIsie Ta MOUIUPIOE MEPCOHANbHI

JaH1, @ MOXYTh 0OMEXYBAaTH MOXJIMBICTD NepeaBaHHs TAKUX JaHUX JI0 IHIIKUX KpaiH.
15.1.5 3ano0iranHs 3710BKMBAHHIO 3ac00amMu 00po0JIeHHs iHpopMaIrii

3axoau Oe3neKu

Tpeba yTpuMyBaTH KOPUCTYyBayiB BiJi BUKOPUCTAHHS 3aco0iB 0OpOOIEHHS

1HpopMalii 71 HECAaHKIIOHOBAHUX I[UIEH.

HacTtaHoBa 111010 BOpOBaKCHHS

KepiBHMLITBO TIOBMHHE 3aTBEPAUTH BUKOPHUCTaHHS 3aco0iB  0OpoOIeHHS
iHpopmarlii. Byab-sike He 3aTBep/KeHEe KEpIBHUITBOM BUKOPHUCTAHHS LIMX 3ac00iB HE
U1 1ieit 6i13necy (auB. 6.1.4) a6o miisa Oynb-sIKMX HECAHKIIIOHOBAHUX IIUICH TTOBUHHE
PO3IJIAIATUCh SIK HEHaJIe)KHE BUKOPUCTaHHS 3aco0iB 00poOJsieHHA. SIKio Oyab-sKy
HECAHKIIIOHOBaHY JISJIbHICTD 1ICHTU(IKOBAHO MOHITOPUHIOM a00 1HIIKMHU CIIOcOOamu,
Ha TaKy JiJIbHICTh Tpeba 3BEpHYTHM yBary MNEBHOTIO KEpIBHHKA, SKUW 3a0e3nedye
PO3IJISA] HATEKHUX AUCIUILUTIHAPHUX Ta/a00 MpaBOBUX JIIH.

Jlo 3ampoBaJKEHHS MpOLEAYpP MOHITOPUHTY Tpeba OTpuUMaTH MPaBOBI
peKoOMeHaIlli.

VYci  kopuctyBaul MOBHHHI OyTH moiH(OpMOBaHI 10A0 TO4YHOI cdepu
3aCTOCYBaHHSl JO3BOJICHOIO iM JOCTyny Ta IIOJ0 HAasSBHOCTI MOHITOPUHTY IS
BUSBIICHHSI HECAHKI[IOHOBAHOTO BHUKOpPUCTAaHHSA. L[[pbOro MoOKHa AOCATTH HAJaHHIM
KOpPHUCTYBauaM MUCbMOBOT CaHKIII1, KOMIs SIKOi MOBMHHA OyTH MIANKCAaHA KOPUCTYBAYEM
1 6e3mevHo TpuBaiio 30epiratrcs oprasizaiiero. Tpeda COBICTUTH HaAliMaHUM TIEPCOHAI
oprasizaiii, TIAPSJAHUKIB Ta KOPUCTYBAdiB TPEThOI CTOPOHH, IO HIAKUH JOCTYIN HE

Oyze 103BOJIEHUH, KPIM CaHKIIIOHOBAHOT'O JIOCTYITY.
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IIpu peectparliii kopucTyBaya MOBUHHE OyTH HaJlaHE 3aCTEPEKHE MOBITOMIICHHS
JUIsL 3a3HAYEHHs, 110 3acid 00poOsieHHs iH(opMallii, 3 SKUM pO3MOYaTo PpooOOTY,
HaJeXKUTh OpraHizaiii, Ta 1[0 HECAHKIIOHOBAaHUN JIOCTYIl HE J03BOJSETHCS.
KopuctyBau moBuHEH MiATBEPAWTH 1 BIAMOBIAHO BigpearyBaTH Ha IMOBIJOMJICHHS Ha

€KpaHi JIJIs MPOJAOBXKEHHS Mporeaypu peectpaii (qus. 11.5.1).

JlonaTrkoBa iHMGOpMaILis

3acobu o0poOseHHs iHGopMallii opranizaili Tpu3HaYeHl TOJOBHUM YHMHOM abo
BUKJTIOUHO JIJISI I[JIeH O13HecCY.

BusiBieHHs: BTOprHEHHs, MepeBipKa BMICTY Ta 1HIII IHCTPYMEHTH MOHITOPUHTY
MOXXYTh JOMOMOITH 3amoOIrTH Ta BUSBHUTH 3JIOBXKHMBAHHS 3ac00aMu OOpOOJICHHS
1HpopmarIii.

barato kpaiH MalTh 3aKOHOJABCTBO JJisi 3aXHUCTy Bl  3JI0BKHUBaHHS
KOMIT toTepaMu. BukopucTanHs koMmn’ 1oTepa AJig HECAaHKIIOHOBAaHUX LLJIeH MOXe OyTH
KPUMIHAJIbHUM 3JI0YHMHOM.

3aKOHHICTh MOHITOPUHI'Y BUKOPUCTAHHS BIAPI3HAETHCSA B PI3HUX KpaiHaX 1 MOXKe
BHMAaraTu Bijl KEpIBHUITBA CHOBIIIEHHS BCIX KOPUCTYBAYiB LI0/I0 TAKOTO MOHITOPUHTY
Ta/abo oTpuMaHHs ix 3roau. Tam, nge cuctema, 3 SKOWO pPO3MOYaTO pPOOOTY,
BUKOPUCTOBYETHCS IS 3arajbHOrO JOCTYNY (HaNpHUKIIAJ, 3arajJbHOIOCTYNHHN BeO-
cepBep) 1 € 00’€KTOM MOHITOPUHTY O€3MeKH, TOBUHHE OyTH MOKa3aHe MOBIIOMJICHHS

po L.
15.1.6 HopmaTuBu mono kpunrorpagivaux 3acodis

3axoau Oe3neKu

Kpunrorpadiyni 3acobu MOBHHHI BHKOPUCTOBYBATHUCS BIAMOBIAHO [0 YCIX

3aCTOCOBHMX yT'OJl, 3aKOHIB Ta HOPMAaTHBIB.

HacTtaHoBa 111010 BOpOBaKCHHS

JIs1 BiTIOBIAHOCTI yCIM 3aCTOCOBHHMM yrojaM, 3aKOHaM Ta HOpMaTHBaM Tpeba
PO3IJIIHYTH HaBeJE€H1 HUKYE MO3UIIII:
a) OOMEXEHHs IMIOPTY Ta €KCIOPTY KOMII IOTEpHHMX amapaTHUX 3aco0iB Ta

MPOrpaMHOro 3abe3neyeHHs Ak BAKOHAHHS KpUnrorpadiyHux QyHKIIIH;
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b) oOMexxeHHsI IMIOPTY Ta EKCHOPTY KOMIT IOTEpHUX amnapaTHUX 3aco0iB Ta
MPOrpaMHOro 3a0e3MeYeHHs, PO3pOOJICHUX ISl OJYYeHHS B HUX KpuUnTorpadiyHUX
yHKuii;

C) OOMEKEHHsI BUKOPUCTaHHS UGpyBaHHS;

d) o0oB’s13k0B1 a00 BiAAaH1 Ha PO3CYI METOAM JIOCTYINY MOBHOBXKHUX OpPraHiB
KpaiHu 10 iHdopmairii, 3amudppoBaHOi 3a JOMOMOIrOK anapatHuxX abo MpOorpaMHHX
3aco0iB 1Jis 3a0e3nedueHHsT KOH(P1AEHIIIMHOCT1 BMICTY.

st 3a0e3nedeHHs] BIAMOBIIHOCTI HAI[lOHAJIBHUM 3aKOHaM Ta HOpPMAaTHBam
MOBUHHI OyTH OTpHMMaHi MpaBoBi pexkomeHauii. o Toro, sik nepenatu 3amu@poBany
iHpopMalito abo kpunrtorpadiuyni 3acoOW 10 1HIIOI KpaiHW, TaKoXX TMOBHHHI OyTH

OTpUMaHI MPaBOBI PEKOMEHAITI.

15.2 BigmoBigHicTh mnoOJIiTHKAM Ta CTaHAapTaM Oe3nmekH 1 TexXHiYHa

BiAMOBiAHICTEL

ine: 3abe3neunTd BIANOBIAHICTH CUCTEM MOJITHKAM Ta CTaHJIapTam Oe3leKu
oprasizartii.

besneka iHpopMaIiitHUX CUCTEM MOBUHHA PETYIISIPHO MEPETIIsAIaTUCS.

Taki mepernsau TOBHMHHI 3I1MCHIOBATHCS 3TITHO 3 HAJEKHUMH TMOJITUKAMU
Oesnmekn Ta TEXHIYHUMHU IutaTdhopMaMu, 1 TIOBUHEH BHUKOHYBAaTHCS  ayJIUT
iHGOpMaIITHUX CHUCTEM Ha BIAMOBITHICTH 3aCTOCOBHUM CTaHAApTaM 3alpOBaJKCHHS

Oe3Mneku Ta 3aJIOKYMCHTOBAHHUM 3aX0daM Oe3IeKHu.

15.2.1 BignoBigHicTh mosliTHKaM Ta cTaHAAPpTAM 0e3leKH

3axoau Oe3neKu

JIist 1OCATHEHHS BIJIMOBIAHOCTI MOJIITUKAM Ta CTaHIAapTaM O€3MeKH KepiBHUKU
MOBUHHI 3a0€3Me4nTH, 110 BCl IpoLeaypHu Oe3neKku B Mexax chepu iX BIANOBIIAIBHOCTI

BHKOHYIOTBHCS KOPCKTHO.

HacTtaHoBa 111010 BOpOBaKCHHS

KepiBHukn mOBHMHHI B Mexax cdepu iX BIAMOBIIAIBHOCTI PETYISIPHO
nepersiiaTH BIIMOBIAHICTE 00po0seHHs 1H(OpMaIlil HaJIeKHUM IOJIITUKaAM Oe3NeKH,

CTaHJapTaM Ta OyJib-sIKUM 1HIIIUM BUMOTaM O€3IIeKH.
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SIkuio B pe3ynbTari meperisiiy BUSBICHO OY/b-SKY HEBIAMOBIIHICTh, KEPIBHUKH
MOBUHHI:
a) BU3HAYUTHU MPUYUHU HEBIAMOBITHOCTI;
b) omiaut TOTPeOYy B MiAX, MO0 3a0€3MEeUnTH, 110 HEBIAMOBIIHICTH HE
MOBTOPUTHCS;
C) BU3HAUUTH Ta BIPOBAJAUTH HAJIEKHY KOPUTYBAIbHY IiI0;
d) 3aificHUTH neperisg BXKUTOI KOPUTYBAJIBHOI 1.
Pe3ynpTaTi neperysiny 1 KOpUryBaJlbHUX /1, BAKOHAHUX KEpIBHUKAMU, TOBUHHI
pEeECTpyBaTUCS, a 111 3alIMCU MOBUHHI MIATpUMYBaTHCs. KepIBHUKU MOBUHHI 3BITYBaTH
Mpo pe3yibTaTH 0cobam, SKI MPOBOIATH He3aIekHI meperiasaau (auB. 6.1.8), sKmio

He3aJIeKHUM Teperisg Mae miciie B cdepi X BIIMOBIIAIbHOCTI.

JlonaTtkoBa iHMoOpMaIlis

ExcrmyaTatiitHuii MOHITOPUHT BUKOPUCTaHHS cucTteMu MicTuThes B 10.10.
15.2.2 IlepeBipka TeXHIYHOI BiANOBIAHOCTI

3axoau Oe3neKu

[HdopmaliiiHi CUCTEMU TOBHUHHI PETyJISIPHO MEPEBIPATUCS HA BIAMOBIIHICTb

CTaHdapTaM BIIPOBAIKCHHS Oe3IeKu.

HacTtaHoBa 111010 BOpOBaKCHHS

[lepeBipka TexHIYHOI BIAMOBIIHOCTI MOBWHHA 3/1MCHIOBATUCA a00 BpYy4YHY (3a
MNIATPUMKH, SKIIO HEOOXIAHO, HAJIEKHUX IHCTPYMEHTIB MPOTrpaMHOro 3abe3rnedeHHs)
JOCBITYEHUM CHUCTEMHUM 1H)XXEHEpPOM, Ta/abo 3a JOMOMOIrOI0 aBTOMATH30BaHOTO
IHCTPYMEHTapilo, SIKAW TeHepye TEeXHIYHUH 3BIT I MOAAJIBIIOT IHTEpHpeTamii
TEXHIYHUM CTEIIaTICTOM.

SIKI10 BUKOPUCTOBYIOTH TECTYBAHHS HAa IMPOHUKHEHHS a00 OLIHKAa BpPAa3JIMBOCTI,
MOBUHHA OyTH BHUsABJICHAa O0ayHICTh, OCKUIBKM Taki Jii MOXYTb TPHU3BECTH [0
KOMIIpoMeTallii O0e3MneKu cucTeMH. Taki TeCTyBaHHs TOBUHHI OyTH 3allJlaHOBaHUMH,
3aJI0OKyMEHTOBAaHUMU Ta OBTOPIOBAHUMHU.

Bbynb-sika mepeBipka TEXHIYHOT BIAMOBIIHOCTI MOBHMHHA BHUKOHYBAaTHUCS JIMIIE

KOMIIETEHTHUMU CAHKI[IOHOBAaHUMH 0co0aMu a0o 11 HArJIAA0M TaKuX 0cCiO.

189



COY HBYVY 65.1 CVIb 2.0:2010

JlonaTtkoBa iHMGoOpMaIlis

[lepeBipka TeXHIYHOI BIAMNOBIAHOCTI BKJIIOYA€ OOCTEKEHHA CHCTEM, IO
3HAXOATHCSI B €KCIUTyaTallli, o0 3a0e3meduTH, 10 3aX0au Oe3MeKH amapaTHOTO Ta
MPOrpaMHOT0  3a0e3Me4YeHHs] BIPOBAKEHO KOPEKTHO. Takuil BUI TepeBIpKU
BIJIMIOBIHOCTI MOTPeOy€ €KCIIEPTU3U TEXHIYHOTO CHelialicTa.

[lepeBipka BIAMOBIMHOCTI TakKOX BKJIOYA€, HANPUKIAA, TECTyBaHHS Ha
MIPOHUKHEHHSI 1 OIIIHKY BpAa3JIMBOCTEH, SIKI MOXYTh 3IIMCHIOBATHCS HE3aJIC)KHUM
EKCIIEPTOM, 3 SKUM YKJIAJICHO KOHTPAKT crerianbHo s 1ux 1iied. Ile moxe Oytu
KOPUCHUM TpU BUSIBJICHHI BPa3JIMBOCTEH B CUCTEM1 Ta JJIsl MEPEBIPKU, HACKUIBKH
e(DEeKTUBHUMHU € 3aX0oAu O€3MeKu sl 3amoOiraHHsS HECAHKI[IOHOBAHOMY JOCTYITY
BHACJIIJIOK ITUX BPA3JIUBOCTEH.

TecTyBaHHSI Ha MPOHUKHEHHS Ta OIIHKA BPa3JIMBOCTEH HaJa€ MUTTEBUN 3HIMOK
CUCTEMH Yy TI€BHOMY CTaHI B TMEBHUU Yac. MUTTEBUU 3HIMOK OOMEXEHO THUMH
YaCTMHAMHM CHUCTEMH, $KI JIACHO TEeCTyBalMcs Wi dYac copoO(u) NpPOHUKHEHHS.

TCCTYBaHHH Ha IIPOHUKHCHH:A Ta OI_IiHKa BpaSHI/IBOCTCﬁ HE 3aMIHIOE OHiHKy PU3HUKY.

15.3 Po3rasig ayaury indopmauniiiHuX cucrem

Hine: MiHiMI3yBaTH BTpy4aHHS B Ipoliec ayAuTy IH(OpMAIIHUX CHCTEM Ta
MaKCHUMI3yBaTH €(pEKTUBHICTb LIbOTO MPOLIECY.

[loBuHHI OyTH 3axoau Oe3neku, moO yOe3neYUTH CUCTEMH, IO 3HAXOMASTHhCS B
eKCILTyaTallii, Ta IHCTPYMEHTH ayJuTy MiJ Yyac ayJuTiB IHPOpMaLIHHUX CUCTEM

3aXuCT TaKoXX NOTPIOHUM i1 yOe3nedeHHs IUIICHOCTI Ta TOoNepeHKeHHs

3JIOBKMBAHHS IHCTPYMEHTaMU ayJIUTy.

15.3.1 3axoau Oe3nexkn ayauTy iH(popMaLiHHUX CHCTEM

3axoau Oe3neKu

Bumoru aynuty Tta AisUIbHICTD, 1110 OXOTUTIOE MEPEBIPKU CUCTEM, 110 3HAXOASITHCS
B eKCIUTyaTarllii, MOBUHHI OyTH PETEJIbHO CIJIAHOBaHI Ta MOTOJKEH1, 100 MIHIMI3yBaTH

PU3UK MOPYIIEHHs O13HEC-IIPOLIECIB.

HacTtaHoBa 111010 BOpOBaKCHHS

Tpeba 3BepHYTH yBary Ha HaBeJICH1 HI)KUYE HACTAHOBU:
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a) BUMOTH ayJuTy MOBUHHI OYTH MOTOJKEH1 3 BIIMOBIIHIUM KEPIBHUILITBOM;

b) chepa 3acrocyBaHHS TEpPEBIPOK TMOBHHHA OYTH TOTO/KEHOK Ta
KOHTPOJILOBAHOIO;

C) MEepeBIpKM  TMOBUHHI  OOMEXYyBaTUCS  JOCTYIOM JO0  MPOTPaMHOTO
3a0€3MeUeHHs Ta JaHUX TUTbKH JJIs1 YUTAHHS;

d) moctyn He TUIbKM JUIsl YUTAHHS TMOBUHEH JO3BOJIATHUCS JIMIIE JO OKPEMHX
KOIIN cucTeMHUX (haiiiB, K1 MICIs 3aBEpUICHHS ayIUTy TOBUHHI 3HUIIYBATUCA, a00 M
MOBUHEH HAJIaBaTHUCS HAJIECKHUN 3aXUCT, SKIIO € 3000B’sI3aHHS 1010 30€piraHHs TaKux
(aiiiB 3riJHO 3 BUMOTaMH 10 JOKYMEHTYBAaHHS ayUTIB;

€) pecypcu il BUKOHAHHS NEPEBIPOK MOBUHHI YITKO 1M€HTU(DIKyBaTUCS 1
pPOOUTHUCS TOCTYITHUMU;

f) BuUMorm moao cmeriaabHOro abo J0JAaTKOBOTO OOpOOJIEHHS MOBHUHHI OyTH
BU3HAYEHI Ta MMOT'OJIXKEHI;

g) Tpeba 371ICHIOBATH MOHITOPUHT YCSKOTO JOCTYIy Ta PEECTpYBATH MOTO IS
re’epaiii *ypHajay MOCWIaHb; JUIsl KpUTUYHUX JTAaHUX a00 cucTeM Tpeda pO3TisiHyTH
BUKOPHUCTAHHS KYypHay MOCUIaHb 3 MO3HAYKOIO Yacy;

h) yci mpotnieaypu, BUMoru Ta 000B’ I3KM MOBUHH1 OyTH 33JJOKYMEHTOBAaHI;

1) ocoba(u), sika 3M1MCHIOE(-I0Th) ayAUT, MOBUHHA(1) OyTH HE3aJICKHUMH BiJ

TISTBHOCTI, IIIOJI0 SKOT ayJIUT 31HCHIOETHCS.
15.3.2 3axucT iHCTpYMeHTIB ayAuTy iHpOpMALIHHUX CUCTEM

3axoau Oe3neKu

Jloctynn [0 1HCTpYMEHTIB ayAuTy I1H(QOpMauiiHUX CHUCTEM IMOBUHEH OyTH

3aXUIICHUH, 1100 3amo0IrTi 0y Ib-IKOMY MOXJIMBOMY 3JIOBXXKMBAHHIO YM KOMIIPOMETAIII.

HacTtaHoBa 111010 BOpOBaKCHHS

IncTpymenTn ayauTy IHQOpMaliMHMX CHCTEM, HaNpUKIaJ, MporpamMHe
3a0e3nedeHHs abo (aiinu JaHuX, MOBUHHI OYTH BIIOKPEMIIEH1 BiJl CUCTEM PO3POOIECHHS
Ta CUCTEM, L0 3HAXOJATHCA B €KCIUTyaTallii, 1 He IOBUHHI yTpUMYyBaTUCs B 010J110TEKaxX
MarHiTHUX CTPIYOK a00 KOPHUCTYBallbKUX 30HAaX, JOKH HE OyJe HaJdaHO HaJICKHUU

PIBEHb J0JIaTKOBOTO 3aXUCTY.
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JlonaTtkoBa iHMGoOpMaIlis

SIK110 10 ayuTy 3a1y4€HO TPETI CTOPOHU, MOKE OyTH PU3HK 3JI0BKUBAHHS LIUMU
TPETIMU CTOpPOHAMHU I1HCTPYMEHTAMU ayJauTy 1 PHU3UK JOCTylmy 10 1Hdopmalii
oprasizauii i€l TpeTboi CcTOpoHHU. [Ins ypaxyBaHHS LUX PHU3HMKIB MOXYTb OYyTH
pPO3MISIHYTI Taki 3axonu Oe3meku, sk 6.2.1 (mas ouiHKM pusukiB) Ta 9.1.2 (mus
oOMexxeHHs (PI3UYHOTO OCTYIY), a TAKOXK Tpeba BAKUTHU MOJAJBII A1i, Taki, IK HeTaiHa

3MiHa MapOJIiB, PO3KPUTUX ayIUTOPAM.
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